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Disertacijas visparéjs raksturojums

1. Metodologija un galvenie rezultati

No sabiedribas viedokla, daudzas pedéja laika' notiku§as ievérojamos krapsanas gadijumos’
neefektivs audits tiek uzskatits par vienu no galvenajiem c€loniem. Primara atbildiba par
izvairiSsanos no krapSanas vai tas nov@rSana ir vadibas uzdevums. Tacu pieminétajos
gadijumos uznémuma augstakas vadibas parstavi bija iesaistiti ka vainigie vai lidzzinataji. Ka
rezultatd sabiedriskas apspriedé atkal un atkal paradas jautajums par pieprasijumu péc
ikgadgja audita augstakas kvalitates. Lai gan likumdevéji isteno centienus® uzraudzibas
padomju un bilances auditoru darba reglamenteSana un stingraka parraudziba, aicinajums
izmainit audit€Sanas pieeju krapSanas noveérSanas nolukos izskan reti. Tacu §is aktualas
problémas risindjums diez vai var tikt panakts bez diskusijas par iespgjami nepiecieSamam

izmainam audita metodologija’.

Darba merkis

Rezultata ir javeic speciala krapSanas riska analize, kas ir balstita tikai uz individualo
pierakstu auditu vai tikai uz iek§€jas kontroles sistémas parbaudi. Promocijas darba merkis ir
izstradat metodi krapsSanas konstat€Sanai un tas izstrades laika izdarit secindjumus par
materialo (zaud€juma) krapSanas risku. Metodei nevajadzétu biit atkarigai no uznémuma
lieluma, darbibas nozares, juridiskas formas vai audit€jama uznémuma ,.tautibas” (pieméram,

Eiropas).

! E.g. Parmalat, Ahold, Worldcom, Enron, Comroad, Flow-tex, Balsam/Procedo.

incl. = deceit, embezzlement.
3 Obligation to external quality control according to paragraph 57 a WPO; and also the government draft of the law allowing the control of
company financial statements (Balance Control Law — BilKoG — from 21 Apr 2004, Art. 1, § 342 b HGB): through the occasional and
sample-like monitoring of the legality of the annual and/or consolidated financial statements by a private auditing firm (“enforcement
procedure”) the work of advisory boards and auditors is also monitored.

4 Cf. Schruff, Zur Aufdeckung von Top-Management-Fraud durch den Wirtschaftspriifer im Rahmen der Jahresabschlusspriifung, WPg
2003, S. 901 ff.



Darba gaita iegiitie rezultati apliecina, ka ir iesp&jams noteikt viltus krapnieciskas uzvedibas
risku uzp€émuma ar vidgjo precizitati 96,5 %. Rezultati nemainas atkariba no uzgémuma
lieluma, darbibas nozares, juridiskas formas vai ,,tautibas”. Iznpémums no §is metodes ir tikai

finanSu industrijas uzpémumi.

Balsoties uz empirisko Masinu Apmacibas Modeli (Mashine-Learning-Model - MLM),
metode macas no izanaliz€tajiem gadijumiem, kuros attiecigi ir vai nav konstatéta krapSana.
Modelis klasificé ne tikai augsta un zema riska kategorijas, bet papildus nosaka varbiitibu ar
kadu tiek izdarita §1 klasifikacija. Vajadziga informacija var tikt ieglita izmantojot aptaujas
anketu ar 44 jautdjumiem. Visa nepiecieS$ama informacija ir pieejama auditoram, kas ir
iesaistits parasta ikgad€ja uznémuma audita. Lielaka dala potencialas informacijas tika iegiita
izmantojot kvalitativa rakstura jautajumus. Kvantitativa rakstura (gramatvedibas) datu

izmantoS$ana samazina precizitati riska noteikSana.

2. KrapSanas konstatéSanas un auditoru atbildibas problemas

Pétijums’, kas tika veikts laika posma no 2003. gada septembra lidz novembrim, un, kura tika
apsekoti 420 lieli un vidgji Vacijas uznémumi visas tautsaimniecibas nozar€s, pieradija, ka
p&c uznémuma vardiem katrs otrais apsekotais uznémums p&dgjo tris gadu laika ir kluvis par
,balto kragu” noziedzibas upuri. Atseviskos gadijumos zaud€umi sasniedz 1 miljonu eiro.
Turklat cetri no pieciem aptaujatajiem uznémumiem sagaida $ada veida noziegumu skaitu

picaugumu tuvakaja nakotné.

Vicija, komerckods HGB un IDWPS® 210 — kas attiecas uz neregularitatém ikgadgja audita
konteksta, nosaka, ka auditoram ir javeic ikgadgjais audits tada veida, lai likumdoSanu normu
un uzp@muma vai akcionaru Iiguma papild nodro$inajumu parkapumi vai neprecizitates, (kas
butiskie ietekm& uzp@muma kapitala, finanSu un ienakuma stavokla (materiala krapsana)

atspogulosanu), tiktu konstatéti godpratigi veicot piendkumus 3is profesijas ietvaros’.

Scf, KPMG, white-collar crime in Germany 2006, www.kpmg.de/forensic (status: 12. July 2006).
S ipw “Priifungsstandards”: IDW Auditing Standards

7 Cf. Para 317 Sec. 1 No. 3 HGB; IDW Auditing standards: detection of irregularities within the scope of the annual audit (IDW PS 210),
WPg 2003, S. 655 ff., Rn. 12.



Sadi rikojoties profesionalie standarti nosaka, ka auditoram ir jasniedz pietickami dros

vert&jums ar ticamibas varbiitibu ne mazak par 95 % atbilstosi profesionalajai klasifikacijai®.

Auditoram ir japlano un javeic ikgad@jais audits ar kritisku attiecksmi pret uznémumu, ta
juridiskajiem parstavjiem un darbiniekiem. Saskana ar uz risku orientétu audita pieeju
vinam/vingai ir javeic sistémas parbaude, uz-bilanci-orientetas audita procediiras analitiska
audita procediru veida un biznesa darfjumu ka arT inventara individualais audits. Ja beigu
audits, kas veikts saskana ar Siem standartiem, neatklaj butiskas kludas, auditors var atzit

gramatvedibas un finan$u zinojumu, ka ari ikgadgjo zinojumu par kartigu’.

Audita procediiras, kas ir orient€tas uz verbaliem zinojumiem, auditors saskaras ar problému,
kad negodigi uzp@mumi biezi vilto dokumentus (piem. r&kinus, ligumus un bankas
zinojumus) ar noliku slépt noziegumus. Audita pierakstu patiesuma noteikSana ir iesp&jama
ar kriminalas izmekl&Sanas metodém. Ta ka beigu audits netiek uzskatits par ne-konfidencialu
zinojumu kriminalas izmekleéSanas konteksta, auditors saskana ar profesionalajiem
standartiem var pienemt vinam uzradito dokumentu un pierakstu autentiskumu tikt ilgi, kamer

nav pazimes, kas varétu apSaubit dokumentu Tstumu'®.

Ta ka pareizi realizets ikgadgjais audits NETIEK veikts ar noliku atrast viltotus ierakstus,
sistémas parbaude tiek Tstenota uz-risku-orientstas pieejas ietvaros''. Citiem vardiem sakot,
funkciongjosas ieksgjas kontroles sisteémas esamibas gadijuma tiek PIENEMTS, ka biznesa
darjjumi tika izdariti un apstradati pareizi, un manipulacijas tiks atklatas subordinétajos
Itmenos. Tomér §1 audita pieeja nav efektiva gadijumos, kad audit§jama uzpémuma vadibas
parstavis (vai cits darbinieks ar atbilstosu ietekmes Itmeni) apiet esoSo kontroli un procediiras

vai ar1 $ajos noliikos izmanto personalu (,,management override”).

- v . _ . v _ .12 .. g, . .
Krapsana ir globals fenomens ar pieaugoSu nozimi °, kas veicina pielitojamo audita standartu

dinamisku attistibu. Saskana ar visiem pasreiz€jiem standartiem auditoram skaidri ir jaieklauj

8 Cf. IDW (Hrsg.), WP-Handbuch 2002, 12. Aufl., Disseldorf 2000, Bd. I, Rn. R 28.

% Cf. IDW PS 210, WPg 2003, S. 655 ff., Rn. 17.

10 ¢t. 1DW PS 210, WPg 2003, S. 655 ff., Rn. 15. 10

W Cf. IDW PS 210, WPg 2003, S. 655 ff,, Rn. 14.

12 Cf. PWC, Global economic crime survey 2003, S. 6, www.pwc.com/crimesurvey (Status: 8 Aug 2004).



krapsanas risks audita planosana (ka ar1 veélak audita veikSanas laika). Ja tiek noteikts, ka
ieksgjas kontroles sist€mas nepartraukta funkcionalitate nav uzticama vai pastav citas
krapSanas pazimes, auditoram ir japielago audit€Sanas pieeja paplasinot audita procediras.
NepiecieSamibas gadijuma auditors var veikt pilno riskanto apgabalu auditu vai piesaistit

kriminal-specialistus.

3. KrapSanas-Riska-Modelis

Par launpratigas ricibas motivu var kliit ekonomiska rakstura spiediens uz uzgp€émumu vai
= - v 1= _ 13 &= qc —1  _+ .- _ e e 4.

parkapgja finansu lidzeklu trikums'’. Sadi rikojoties uznémumam vai vainigajam individam

ir jabiit iesp&jai attaisnot un racionaliz€t savu ricibu. Tipiskas racionalizacijas piemeri: ,,Tas ir

uznémuma labklajibai”, ,,Tas ir tikai uz laiku”, ,,Es to esmu pelnijis”.

Ja augstak min&tajam pievieno iesp&ju veikt darbibu, ieglistam 3 faktorus no t.s. , krapsanas

trisstara”',

Sis modelis uzsver 3$eit aprakstito pieeju krapSanas riska prognozésanai.
Krapsanas gadijuma vienlaicigi ir jabut spéka 3 pamatnosacijumiem:
e lespgja krapties. leskaitot gan kontroles trilkumu gan neefektivu kontroli, gan ari
vadibas iesp&ju apiet kontroli (,,management override”);
e Motivs, piem., labuma giiSana no krapSanas darfjuma vai piespiedu krapSanas
darfjuma 1stenoSana;
e Privata, rakstura vai kultiras komponente, kas lauj parkap&jam veikt un/vai attaisnot
rictbu. Dazi individu rakstura ipaSibas liecina ar zinamu noslieci uz apzinatu
krapsanu. Tacu ar1 ,,godigs” cilveks var pielaut iesp&ju veikt krapSanas darjjumu, ja to

paklauj lielam spiedienam.

P&c Krapsanas Trisstiira Pieejas krapSanas risks ir augsts, ja viena vai vairakas personas, kas
ir motivétas privatos vai uznémuma apstaklos, rod iesp&ju rikoties, un ricibas laika netiek

ierobezoti/-tas ar piem&rojamiem ekonomiska un tikumiska rakstura pasakumiem.

13 Further, less probable motivations are revenge or the challenge of “outsmarting the system.”

14 Cf. IFAC, International Standard on Auditing (ISA) 240 (rev.): The Auditor’s Responsibility to consider Fraud in an Audit of Financial
Statements (ISA 240 (rev.)), Rn. 51; Krambia-Karpadis, Enhancing the Auditor's Fraud Detection Ability — An interdisciplinary Approach,
Frankfurt u. a. 2001; Leobbecke/Eining/Willingham, Auditors’ experience with material irregularities — Frequency, nature, and detectibility,
Auditing 8/1989, S. 1-28.; Albrecht/Wernz/ Williams, Fraud — Bringing Light to the Dark Side of Business, Burr Ridge, IL, 1995.



Parasti auditoram nav iesp&jams pilniba fiksét potenciala parkap€ja motivaciju materialas
krapSanas gadijuma uzpémuma'. Lai to pandktu batu japaplasina audita procediiru loks
iesaistito privatpersonu privataja sféra (kas, gan nav iesp&jams &tisku un juridisku apsveérumu
del). Turklat ekonomiska rakstura informacija fikséSanai ir nepiecieSamas kvalifikacijas un
metodes, kas nav pieejamas gatavojot regularas ikgadg€jas audita atskaites. Tomer auditoram
zinama meéra var bit iesp&ja tie$sd vai netieSa veida iegiit informaciju par Siem diviem

. — . 16
jautajumiem .

motivacija
krapties

/
// vieglak auditéjams

griti auditgjams

audita fokusa punkts

zema
tikumiba

iespeja
krapties

1. Attels: Krapsanas-Trisstiira-Pieeja

Izriet sekojoSs jautajums — vai ir iesp&jams noteikt materialas krapSanas risku ar pietieckamu
ticamibu, ja ir pieejama informacija, kas iegiita normala ikgad€ja audita ietvaros, 1pasi par

iesp&jam veikt krapniecisku ricibu?

15 Cf. IFAC, 1SA 240 (rev.), Rn. 18.
16 Cf. [FAC, 1SA 240 (rev.), Rn. 51.



4. Prasibas krapSanas riska noveértesanai

Saskana ar KrapSanas Trisstira modeli, krapSanas risks ir zems, ja viens no augstak
minétajiem trim faktoriem neeksisteé. Ja, pieméram, varbiitiba, ka pastav iesp&ja veikt

krapniecisku ricibu ir zema, tad sekojosi ar1 kopéjais krapSanas risks ir zems.

Tadgjadi tiek mekléta procediira, kas dotu iesp€ju auditoram novérté€t krapSanas risku,
izmantojot informaciju no ikgadgja audita. Ta ka krapsana ir plasi izplatits fenomens daudzas
nozar€s visa pasaulé un §1 pétfjuma mérkis ir iegiit pec iespgjas visparigaku problémas
risinajumu, tad rodas jautajums — vai krapSanas riska noteikSanas var tikt Tstenota neatkariba
no valsts, t.i. vai tadas valstu iezimes ka atSkirigs likumiskums, ekonomiska attistiba un
ekonomiska kultiira, atstaj ietekmi uz krapSanas riska noteikSanu un ja ta, vai $ados gadijumos

ir nepiecieSamas specialas metodes?

Balstoties uz auditéSanas standartiem'’ tick piepemts, ka tie noved pie loti atskirigam
krapnieciskas ricibas iespgjam un pamudindjumiem, lidzigs jautajums rodas attieciba uz
nozarém, audit€§jama uzpémuma izmeéru un /vai juridisko struktiiru. Turklat ir zinamas
daudzas krapsanas sh&mas, kas var tikt uzskatitas par nenosakamam konkrétos gadijumos,

rados$as variacijas un iesp&jamas sléptas taktikas.

Tadgjadi tiks noskaidrots vai pastav viena pieeja, kas der visiem krapSanas variantiem vai ari

ir nepiecieSami speciali risinajumi.

5. Procediiras atvasinas$ana

Izveloties piemerotas procediras ir janem veéra, ka nav zinams vienkarsi, universali noteikumi
ar- un bez-krapSanas gadijumu atSkirSanai. Tapé&c ir nepieciesams $adus noteikumus izstradat.
Nemot véra faktu, ka parkap€js centisies noslépt pastradato krapsanu, krapsanas risks nevar

tikt novertets tiesi. No konstat€§jamiem ar- un bez-krapSanas gadijumiem tiek izmantoti dati,

17 Cf. IFAC, ISA 240 (rev.), Rn. 36 £, 52 f.



lai iegtitu statistisku informaciju, ka ari, iesp&u robezas, noteiktu esosas krapniecisku

uznémumu raksturigas iezimes.

Ja tiek noteiktas raksturigas iezimes un tas var tikt izmantotas nezinama gadijuma, tad lidz ar

Krapsanas Trisstiira modeli mes piepemam, ka krapSanas riska likumsakariba pastav.

Tadgjadi tiks noteikti indikatori, kas laus izdarit secinajumus par krapSanas risku. Ar So
indikatoru palidzibu, kas v&l tiek déveti par ,sarkanajiem karogiem”, autors nonak lidz
rezultatiem vai apstakliem, kas norada uz centieniem vai spiedienu veikt krapsanu vai iesp&ju
pastradat viltus darfjumu. Lai gan $adu indikatoru eksistence nav obligats krapSanas
prieksnosacijums, tie bieZi tick konstatéti saistiba ar krap$anu'®. Tie nav tikai daZi indikatori,
lidz ar daudzajam iesp&jamam krapsSanas izpausmém pastav daudz potenciali atbilstoSu
sarkano karogu. Tomér neviens no Siem indikatoriem nevar tikt izmantots viens pats 1émuma
pienemsana, izvéloties audita pieeju'’. Sistematizacijas un labakas parvaldisanas noluka, Sie
(potencialie) indikatori tika sakartoti sarkano karogu kontrolsarakstos. Sie kontrolsaraksti, ka
ar1 citas iesp&jamas sarkano karogu publikacijas atspogulo audita un/vai auditora personigo
pieredzi. Jaatzim€, ka ir veikts petijums par krapSanas riska prognozu kvalitati, kura tiek
izmantoti Sie indikatori. L1dz §im nav zinams kuras uznémuma raksturigas iezimes un kadas

kombinacijas nodrosina labako riska novertéjumu daudzajas krapSanas izpausmgs.

Sis neefektivitates dé| krapsanas raksturigo iezimju statistiskaja noteik$ana tika ieklauts p&c
iesp&jas vairak sarkano-karogu-identifikatoru. Lai izveidotu pe&tamo krapSanas un bez-
krapsanas gadijumu raksturojumu standartiz&ta veida bija nepiecieSams izstradat visaptverosu

aptauju.

Par potenciali atbilstoSu krapSanas riska indikatoru®® avotu sakotngji kalpoja lielo

auditorfirmu auditu kontrolsaraksti, izstrades laika lietotie auditéSanas standarti’', un daudzas

18 Cf. IFAC, 1SA 240 (rev.), Rn. 49.
19 Cf. Schruff, WPg 2003, . 908.
20 Status: 2002.

2 AICPA, SAS 82: Consideration of Fraud in a Financial Statement Audit (AICPA SAS 82); IFAC, ISA 240 a. F.: The Consideration of
Fraud and Error in an Audit of Financial Statements (ISA 240 a. F.); IFAC, ISA 250: Consideration of Laws and Regulations in an Audit of
Financial Statements (IFAC ISA 250); position of HFA 7/1997: the detection of irregularities within the scope of an annual audit, WPg 1998,
S. 29 ff.



publikacijas®™. Aptaujas izstrades laika bija svarigi nemt véra, ka indikatoriem ir jabut
piem@rojamiem ikgad&a audita ietvaros. Lai nodroSinatu metodes starptautisku
pielietojamibu, aptauja tika internacionalizeta, t.i. tika neitralizeti vai izslégti uz katras valsts

specifiku attiecinamie aspekti un jautajumi.

Rezultata tapa aptauja, kas sastav no vairak ka 300 kvalitativiem, uz procesu orient€tiem
indikatoriem (vides informacija, (ieks$€ja) procesus-aptvero$a kontrole un procesu-iekseja
kontrole), ka arT vert€jumu forma ar vairak ka 300 kvantitativam vertibam no beigu analizes
(ikgadgjie skaitliskie raditaji, no kuriem tika atvasinati finanSu un darbibas raditaji, ka ari

laika un nozaru salidzinajumi).

Sai analizei tika izmantoti 115 gadijumi, t.sk. ar un bez krapsanas, no Vacijas, Lielbritanijas,
Francijas, Sveices un Niderlandes, kas tika identificéti un padariti anonimi pieejami uz 3 gadu
periodu. Sie gadijumi tika izvéléti ta, lai izveidotos reprezentativa izlase attieciba uz tipiska

audita klienta nozari un nacionalitati, lai izvairitos no ar un bez riska klasteriem.

Lai mazinatu kontrolsarakstu pieejas pretproduktivos efektus - tadus ka nepareiza
interpretacija vai neapzinats ieraksts par vélama debeta bilanci, faktiskas bilances vieta, kas
tiek uzskatits par izp€mumu — tika kombinéti 2 lidzekli:

e iespgjamas atbildes tika (tehnisku iemeslu d€]) pamatoti standartizetas;

e aptaujas anketa tika aizpilditas dialoga situacija starp ekspertu un audita komandas

vadibas parstavi.

Vienlaicigi pastavot relativi mazam gadijjumu skaita (115) un relativi lielam indikatoru

skaitam (600) nav iesp&jams izmantot klasiskas statistikas procediiras.

et e, g. Heiman-Hoffman u. a., The Warning Signs of Fraudulent Financial Reporting — What do auditors believe are the best ways to spot
fraud?, JoA 10/1996, S. 75-77; Huntington/Davies/Lohse, Wirtschaftskriminalitidt im Unternehmen — Betrug erkennen und be—kadmpfen,
Frankfurt/New York 1999; Langenbucher/Blaum, Die Auf~deckung von Fehlern, dolosen Handlungen und sonstigen Gesetzes—verstofen im
Rahmen der Abschlusspriifung, DB 1997, S. 437-443; Strand/Strawser, Help for Internal Auditors — SAS No. 82 identi—fies risk factors for
misappropriation of assets, Internal Auditing, January/February 2000, S. 9-14; Odenthal, Verfahren und Instru—mente zur Aufdeckung
wirtschaftskrimineller Handlungen, Oster—reichische Zeitschrift fiir Recht und Rechnungswesen 1999,

S. 1019-1023; Miiller, Wirtschaftskriminalitidt — Analyse eines interdisziplindren Phdnomens, Der Schweizer Treuhénder 1995, S. 839-846;
Mertens, Fritherkennung von Bilanzmanipulationen bonitétsschwacher mittelstandischer Unternehmen, Diisseldorf 1998; Lohse,
Wirtschaftskriminalitit — Pravention und Priifung, Die Bank 1996, S. 196-200; Krambia-Kapardis, a.a.O. (Fn. 3); Gill, The effects of a red
flags questionaire and selected elements of cognitive style on the audit planning task of assessing the probability of material management
fraud, Diss., The University of Mississippi, 1992; Baucus/Near, Can Illegal Corporate Behavior Be Predicted? — An Event History Analysis,
Academy of Management Journal 1/1991, S. 9-36; Albrecht/Romney, Red-flagging management fraud — a validation, Advances in
Accounting 1986, S. 323-333.



Tadas metodes ka Benforda un laika rindu analizes un nozaru salidzinajumu risinajumiem ir
nepieciesSama lielaka izlase neka bija pieejama. Savukart ekspertu sistémam, kas varétu tikt
izmantotas situacija ar mazu gadijumu skaitu, esoSo iepriek$€jo zinasanu dél, potenciali
atbilstoSo riska identifikatoru skaits ir parak liels. Praksé sarkano karogu kontrolsaraksti tick
uzskatiti par atbilstoSu pieeju krapsanas riska prognozu izstradei, lai gan tiem ir arT savi
trikumi. Proti, nevar garantét, ka $ada saraksta biis pareizais un labakais sarkanais karogs, ka

ar1 nav zinams, ka tos izvertet attieciba vienam pret otru.

Sis probléemas neparadas, ja stradajot ar datiem més izmantojam miisdienigas statistiskas
procediiras, piem. MaSinu Apmacibas Metode (machine learning methods — MLM). Atlasot
labakos indikatorus un macoties pieejamo datu izmantoSanas noteikumus no ieprieks§gjiem
auditiem, tiek nodroSinata optimalo identifikatoru izvéle prognozém un netiek izmantoti
statistiski nederigie, nemot v&ra aizspriedumu ,,personigie vert€jumi” ietekme vertéSanas
objektivitati. ASV pétijums>, kura tika izmantoti 500 ASV uzpémumi ar lielako apgrozijumu
(US Fortune 500), demonstre, ka Maksligi Neitrali Tikli (Artificial Neutral Networks - ANN),
kas ir Masinu Apmacibas apaksklase un Seit lietojamo metozu prieksgajéjs, ir efektivakas par
ekspertu sisttmam un klasiskajam statistiskajam metodém, veicot krapSanas raksturigo

iezimju statistisko identifikaciju.

Masinu Apmacibas Metode spgj iegiit ticamu apgalvojumu par krapSanas risku atbildot uz
nelielu jautajumu skaitu elektroniska anketa. Lai nodroSinatu $adas sist€mas praktisko
pielietojamibu, tika noteikts, ka atbilstosi indikatori ir janosaka ar ne vairak ka 40-50

jautajumiem, kuru vert€juma varbitibai ir jabiit vismaz 95 %.

6. Masinu Apmaciba (Machine Learning — ML)
6.1. Ko var paveikt ar ML?

z Cf. Green/Choi, Assessing the Risk of Management Fraud Through Neural Network Technology, Auditing 1/1997, S. 14-28.
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ML atbild uz jautajumu, ka var automatizet datu analizi ar datora palidzibu. Tas raksturigas
iezimes ir tas, ka automatizaciju veic nevis ar cilvéks, bet gan masina pati macas no

pieejamiem datiem®*.

ML ir loti spécigs un veiksmigs lidzeklis kompleksu problému risinasanai, jo tas ir balstits uz
cksaktiem matematisko pétijumu pamatojumiem. Sie pamatojumi sastdv no uz pieméra
balstitas apmacibas un datoriz€tas apmacibas teorijam. Datoriz€tas apmacibas teorijas
centralais atzinums ir parsteidzo$i intuitivs: ,,VienkarSakais problémas risinajums, kas
piedava piegemamu skaidrojumu, ir vislabakais”. Tafu §1 atzinuma pamata esoSie

matematiskie aprékini ir Joti sarezZgiti.

Apmacibas metozu® (learning methods) mérkis ir iegiit apgalvojumus par neredzétiem
datiem, piem. prognozét nakotné sagaidamo nove€rojot pagatné notikuso. Iesp&jamais
pielietojums un prognozes ir gandriz neierobezotas: no vienkarSu tehnisku problému
risinajuma (virtuala kimija, procesu vadiSana) lidz cilvéka génu un smadzenu signalu analizei,
dokumentiem un pat kompleksu dinamisku sistému darbibas prognozésanai. Daudzas aktualas
problémas miisdienas, tadas ka génu aizvieto$ana vai bio-informatika, nevar tikt atrisinatas ar

. . v . e e e e e - = -2
nepiecie$amo precizitati un efektivitati bez masinu apmacibas metodem™.

Bitiskaka atSkiriba no problémas risinajuma ar ekspertu metodi ir ta, ka ekspertu zinasanas
noteikta joma var tikt raksturoti ar izteicienu: ,,dati runa pasi par sevi.” No otras puses tik
tieSam ir iesp&jams parpemt zinasanas no attieciga problému lauka — t.s. ,,a-priori zinaSanas”
— un izmantot tas modeléSana. Pienemot atbilstoSu un uzmanigu pielietojumu, ML sist€émas
tiek pielietotas darbibas ar augstas droSibas prasibam, piem. medicinas tehnologijas vai ari
tadu slepenu problému risinasanai ka Saja darba pieminéta. Zemak ir uzskaititas tipiskas
problémas, kas var tikt atrisinatas izmantojot ML metodes:

e neparastu incidentu konstatésana, citiem vardiem sakot, tadu procesu identifikacija,

kas neieklaujas apstiprinataja modeli, piem. krapSanas ar kreditkartém, krapSanas ar

2 Machine Learning (ML) can be considered as both a component of artificial intelligence (AI) as well as applied statistics.

» Cf. Here, in particular Miiller u. a., An Introduction to Kernel-Based Learning Techniques, IEEE Transactions on Neural Networks 2001,
Band 12:2, S. 181-201; Scholkopf/Smola, Learning with Kernels, MIT Press, Cambridge MA 2002.

26 Cf. Mjolsness/DeCoste, Machine Learning for Science — State of the Art and Future Prospects, Science 2001, S. 2051-2055.
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apdroSinasanu vai naudas izSkieSana. Balstoties uz pieejamiem datiem par pielaujamo
un viltus uzvedibu, adoptéta metode automatiski atrod sakaribas, kas lauj atklat un/vai
noveérst neparastu riskantu uzvedibu.

o Punktu skaita definesana un aprékins, piem. kreditsp&jas noverté€Sanai, atbilstibu
dazadam prasibam (piem. Basel II), aizp€émuma zaud&uma risks vai slimibas
varbiitibu. Pieskirot kreditu, piem&ram, meérkis ir iegiit p&c iesp€jas precizaku
atzinumu par risku, kas saistits ar kreditu, izmantojot dazus saistitos raditajus;

e (Ne-)linearu laika rindu prognozésana un analize, piem. portfela parvaldiba vai tirgus
analiz€, ML metodes pieder pie visprogresivakajam, it ipasi ja tiek lietotas ne-linearas
un ne-stacionaras laika rindas un ar lielu laika mainiga dinamiku;

o Klasteri, klasifikacija un vizualizacija: $ajas jomas ML metodes piedava loti daudz
jaunumu, izpildes metodes tadas ka atbalsta vektoru maSinas (support vector
machines) (velak darba tiek aprakstitas detalizetak); §1 metode ir sevi 1pasi labi ir

pieradijusi darbietilpigaja komplekso datu analize.

6.2 Ka strada ML?

ML izmanto 1paSu pieeju bazes problémai atpazistot likumsakaribas (statistiskas korelacijas)
kompleksa vidg, ta vienkarsaka forma var tikt izveidota $adi: Balstoties uz 2 nejausu mainigo
vai lielumu empiriskiem novérojumiem X un Y, tiek izdarits méginajums noteikt So lielumu

korelaciju, ta lai péc jauna X’ noverojumiem varétu veikt labu Y’ prognozi.

Sistémas atpaziSana, klasifikacija, regresija vai laika rindu prognozes ir tikai dazi pieméri, kas
ieklaujas paradigma. Vispargji var apgalvot, ka §T statistiska pieeja likumsakaribu izvert€Sanai
atSkiras ar to, ka tiek izmantota tadu problému risinajumiem, kur parastos korelacijas modelus
ir griti vai neiesp&jami pielietot, un kuriem ir pieejami empiriskie noveérojumi. Labs piemers
ir ar roku rakstito ciparu atpaziSana. Veidu kada cipars tiek uzrakstits ietekmé vairaki faktori,
kas sarezgl modeli. Lai gan teorétiski ir iesp&jams izstradat noteikumus ciparu formai un
rakstiSanas stilam, ta¢u $adi riciba prasa tukstoSiem nosacijumu, kas nav piepemams.

Saja gadijuma, vertgjot krapsanas risku, noteikumu sistémas manuala sastadiSana ar sarkano

karogu saraksta palidzibu ir apgriitinata iepriek§ min€to iemeslu dél. Ja ar1 kads apsver iesp&ju
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procediras izstradei izmantot augstak minétas prasibas, tad diez vai bis iesp&jams izmantojot

sarkano karogu sarakstu.

6.3 AtSkiriba no klasiskam statistiskam metodem/ ML metoZu priekSrocibas

Parasti, likumsakaribu atpaziSanai tiek izmantoti dazi, bet specigi indikatori, 11dzigi cilvéka
pieredzes pieejai. [zmantojot miisdienu ML metodes, tadas ka atbalsta vektoru masinas, netiek
izmantota $1 spécigo indikatoru ,,filozofija”. Pateicoties t.s. kodol-funkciju izmantoSanai
efektivai datu atspoguloSanai liel-dimensiju telpa, tiek radits liels skaits realo indikatoru, kas
ir pieejami turpmakajos procesa solos. Rezultata, paradigmas izmainas tiek atspogulots
kodola algoritma®’. Model&$anas vieta ir realistiska datu kopa ar maz-dimensionalu modeli,
kas ir péc iesp€jas vienkarsaks, iesp&ja atrisinat kompleksu nelinearu problému ar augstu
precizitati pastav pateicoties kodol-funkciju izmantoSanai. Salidzinajuma ar klasiskajam
statistikas metodém (piem. l€@mumu koki, blivuma veért§jums vai faktoru analize) ka ari
metodém, kas parasti tieck dévetas par ,,neironu tikliem”, ML metodes piedava tris butiskas

priekSrocibas:

o ML metodes ir precizakas: Prognozes augstaka precizitate sniedz kvalitativi labakus
risinajumus.

o ML metodes var izmantot tur, kur tradicionalas metodes cies neveiksmi: Statistiski
pamatotu apgalvojumu var izvirzit izmantojot relativi nelielu izlasi. Klasiska statistika
secindjumu izstradei ir nepiecieSama lielaka datu kopa lai sasniegtu lidzigas ticamibas
rezultatus. Ja sist€émas vai izmaksu ierobezojumu dg] ir pieejams tikai neliels datu
kopums, tad izmantojot klasiskas metodes probléma nevar tikt atrisinata pietickami
labi.

e Pielietojums ar kompleksiem, ne-skaitliskiem datiem: Saja petijuma izmantota metode
ir tieSi pielietojama kompleksu, ne-skaitlisku datu apstradei (tekstiem, aptaujas
anketam vai att€liem). Izmantojot klasiskas metodes, ir griti stradat ar diskrétiem

lielumiem vai strukturétiem datiem. Sadi dati eksists, piem., kimija vai bio-

7 See also Boser/Guyon/Vapnik, A training algorithm for optimal margin classifiers, in: Haussler (Hrsg.), Proceedings of the Sth Annual
ACM Workshop on Computational Learning Theory 1992, S. 144— 152; Vapnik, The nature of statistical learning theory, New York 1995;
Miiller u. a., a.a.0. (Fn. 24).
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informatika vai — ka $aja gadijuma — aptaujas anketu analize.

Pétijuma krapsanas noteikSanai tiek analiz€ti dati no gala audita, tad€jadi:

1. Ir nepiecieSams sasniegt augstu precizitati,

ii. Diezgan maz datu ir pieejams (papildus datu iegtSana ir parak laikietilpiga un
netiktu laicigi sagatavota), un

1il. Dati ir nevienmérigi sadaliti, piem. diskréti rezultati (ja-n€ jautdjumos), kartas
atbildes (Es pilniba piekritu, es dalgji piekritu, ...) un nepartraukti lielumi (piem.

apgrozijums).

Ta ka krapSanas problémai pamata esosa statistikas metode ir neskaidra, radas nepiecieSamiba
izvertet dazadas misdienigas procediiras. Tests ietver t.s. radialas bazes funkcijas (RBF) -
tiklus, [émuma kokus un kodola-pamata funkcijas — piem. linearas programmeésanas masinas
(LPM), atbalsta vektora masSinas (SVM) un kodola-Fisera diskriminantes. Tika secinats, ka

nepiecieSamas kvalitates rezultatus nav iesp&jams sasniegt izmantojot LPM un SVM.

6.4 Atbalsta Vektoru MaSinas (Support Vector Machines - SVM)

Atbalsta Vektoru Masinas (Support Vector Machines - SVM) likumsakaribu identific€Sanai
sp€j macities no macibu datu kopas lai atSkirtu starp divam klasém, piem. ar un bez krapSanas
gadijumiem. Turklat, tas spgj atrast hiper-plakni w ar minimalu sarezgitibu (vienadojums (1)
2. attela) jebkuras dimensijas telpa. Ta pieméram skalaru lielumu aprékinaSana $aja telpa ir
iespgjama tikai izmantojot kodolus. Ta butu loti apgriitinosa un varbiit pat neiesp&jama
augstas dimensijas telpa. Izradas, ka visi aprékini, kas nepiecieSami optimalas lémuma
funkcijas atraSanai, var tikt izteikti izmantojot Sos skalaros produktus. Tadgjadi tiek iegtita
atbalsta vektoru funkcija f (x) (vienadojums (3) 2. att€la). Tagad skalarie produkti var tikt
aizvietoti ar kodola funkcijam (t.s. ,.kodola panémiens” (kernel trick) — vienadojums (4) 1.
tabula). Optimalas funkcijas atraSanai ir nepiecieSams atrisinat kvadratisku optimizacijas

problému (vienadojums (5) 1. tabula).
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(1) Hiper-plakne pazimju telpa /' (x) = (w * ®(x))+ b
a.  kur x ir arguments (piem. aptaujas atbildes) un
b. @ ir ilustracija pazimju telpa.

(2) Skalari produkti pazimju telpa: (w - d(x))

(3) Atbalsta vektora [emuma funkcija: f(x) =) yi o k£ (xi, x) +b

c. Parveidojot iegiistam, ka: ) y; a; D(x;).

d. Lemums tadgjadi tiek pienemt atkariba no ta vai f(x) ir lielaks vai mazaks par nulli.

(4) Kodola paneémiens (Kernel trick): k(xi, X;) = (P (xi )* D(X;)).

(5) Optimiz&jam problemu kad SVM min %2 Y ai o yi yj k£ (Xi, X)) + C Y &

e. Ardotajiem nosacijumiemy; f(xi) > 1- &

f.  Una, & >0, kur C ir konstante.

1. Tabula: atbalsta vektora lemumu funkcija n f (x)
7. FRAT44%%: Ma$inu apmaciba krap$anas riska novérte$anai — sakotnéjie rezultati
7.1 Klasifikacija

Statistiska gala sistémas vertéSana skaidri demonstré to, ka ar So pieeju nav iesp&jams noteikt
krapnieciskas sist€mas eksistenci ar pietiekamu precizitati, turklat, nav ari iesp&jams palidzet
— saskana ar KrapSanas Trisstlri — noteikt krapSanas risku audita procesa. Ar izvEletas
apmacibu masinas atbalstu tika izstradata procediira, ar kuras palidzibu uzpémumi tiek
klasificeti, ar videjo varbiitibu, kas parsniedz 96.5 % (mérot no apmacibas datiem), zinamas
krapsanas sist€mas - rezultata iegtita informacija lauj izdarit secinajumus par krapSanas risku.
Ar noliiku uzlabot modeli, tika ieviesta klasifikacija ne tikai augsta un zema riska grupas, bet
papildus modelis nodroSina varbiitibu ar kadu klasifikacija tiek veikta. Vairak ka trijos

gadijumos no Cetriem varbiitiba ir Joti augsta, ta parsniedz 99 %.

28 . .
Fraud risk assessment tool based on 44 questions
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7.2 Anketa un svarigakie indikatori

Izstrades stadijas nobeiguma un tapéc ari datu vakSanas laika, aptauja sastavéjos no 180
jautajumiem, kas kopuma atspogulo 331 krapsanas riska indikatorus®’. Gramatvedibas datu
analizes rezultata tika ieguti vél 336 indikatori, tadgjadi katrd no gadijumiem bija pieejami
667 indikatori. Ta ka tik liels indikatoru skaits nav praktiski izmantojams, tika veikta anketas
jautajumu skaita samazinasSana lidz vissvarigakajiem jautdjumiem un/vai gramatvedibas
datiem, paturot ierobezojumu saglabat (gandriz) visus snieguma raditajus, kas tika sasniegti

izmantojot visus indikatorus.

Bitiskako indikatoru atlase ir izaicinoSa probléma un paSlaik viens no galvenajiem
petniecibas virzieniem masinu apmaciba. Atlasei tika veikta tris-punktu ,leave-one-out”
krusteniska parbaude, $ads aprékins ilga 13 dienas izmantojot 1000-masSinu datoru klasteri.
Tas bija nepiecieSams lai iegiitu kliidas barjeru katrai indikatoru kombinacijai, ka arT lai talak
parbauditu to statistisko nozimi un stabilitati. [zmantojot Linearas Programmé&Sanas Masinas
(Linear Programming Machine (LPM)) tika noteikts cik biezi katrs indicators tika izmantots

klasifikacija.

Ir v&l kads jautajums, kas apgrutina aprékinu — vairak ka 10 % no visiem gadijjumiem
attistibas stadija satur€ja neatbild€tus jautajumus. IztriikkstoSo atbilzu problematiskais aspekts
nevar tikt noversts praktiskaja pielietojuma, jo Sads iznakums var tikt ieglts gan no
neatbildétiem jautajumiem nezinaSanas dé], gan ari tapec, ka visi jautajumi netika uzdoti
visiem uzpémumiem. Tacu, izmantojot metodi iztriikstoSo atbilzu visticamako v&rtibu

aprékinasanai, var tikt sasniegts prasibam atbilstoSs rezultats.

» Through the use of appropriate question phrasing, occasionally several indicators could be collected in one question.
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Ir jaatzZimé, ka klasifikacijai nepiecieSama informacija satur mazak neka 15 % no sakotn&jiem
667 jautajumiem, kas tika atziti par potenciali atbilstoSiem krapsanas riska indikatoriem.
Tadgjadi, anketa tika saisinata lidz 44 jautajumiem, un ar iegitas informacijas palidzibu ir
iespejams veikt klasifikaciju ar videji vairak neka 95 % ticamibu. Rezultata tika iegiita
satsinata anketa fokus€joties uz 45 vissvarigakajiem indikatoriem, kas sakartoti p&c to

nozimiguma (Punktu skaita®”):

Punktu

Nr. skaits Jautajums ep/ea’
1 76.90 Neparasti biznesa darfjumi ep
2 57.60 Gramatvedibas personals ep
3 56.96 Launpratigas ricibas iznakumi ep
4 36.68 Personiski ipasnieka/vaditaja mérki ep
5 29.91 Restrukturizacijas ep/ea
6 28.50 Kritiskas situacijas uznémuma ep/ea
7 26.67 Neparastas transakcijas ep
8 23.13 AtbilZzu patiesums ep
9 21.78 Personigie kontakti ep/ea
10 20.87 Saistitas nozares ep/ea
11 20.79 Audita apstiprindgjuma sanemsana ep
12 16.99 Zinasanu noplade ep
13 16.38 Vadibas tips ep
14 16.34 Specialitate, nodoklu konsultants, advokats, konsultants ep
15 16.11 Biznesa nodalu tirdznieciba ep
16 15.72 Korporativas misijas esamiba, izklastiSana, vadiSana un adapteSana ep
17 14.63 Juridiska forma ea
18 14.48 Rekinu apmaksa (izejosies rekini) ep
19 13.50 Nozares / dalibas ep/ea
20 13.30 Réekinu apmaksa (ienakoSie rékini) ep
21 12.48 Darfjumi ar noteiktam valstim ep/ea
22 12.31 Bankas konti ep
23 11.73 Kasieru vadiba un uzraudziba ep
24 11.07 Gramatvedibas principu ievieSana ep
25 10.59 Augstaka limena vadibas loceklu skaits un vinu nostradato gadu skaits ep/ea
26 9.83 Attieksme pret audita rezultatiem ep
27 9.50 Kopégjais iespaids ep
28 9.05 Pienakumu sadale ep
29 9.00 Vadibas parskats ep
30 8.77 Informacijas uzvediba ep
31 8.37 Uz rezultatu orientéta atlidziba ep
32 8.20 Kuponu sagatavoSana ep
33 | 7.87 Tikla piek]uves un izmantoSanas tiestbu dokumentacija ep
34 7.87 Audita rezultati ep
35 7.57 Cenu piedavajuma pieprasijumi ep
36 7.08 Varas koncentracija ep

3% The score is based on a score function that comprises two components: (a) a projection of the respective question onto the solution vector
(e.g. hyperplane vector), in other words: how greatly is the solution influenced by the question, and (b) how important the question is for a
prediction of the missing answer. The latter is very important in practice, since the data contained approx. 10 % missing answers. Hence,
one must weigh out whether it is more important to obtain a question which allows a good prediction of missing answers or to prefer a
question which influences the solution. The configuration of this balance was learned from the data.

31
ex poste, ex ante
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37 6.92 Vadibas kods darbiniekiem iepirkumos ep
38 6.82 Produktu izmainas ea
39 6.45 Papildus pasitijumi ep/ea
40 6.40 Numeracija ep
41 6.35 [zturgSanas pret reglamentgjosam instanceém ep/ea
42 6.22 Veicinasana ep
43 6.15 Instaléti datu mediji ep
44 6.04 Vecums ea
739.88 | (kopgjais punktu skaits no 44 vissvarigakajiem)

2. Tabula: 44 Vissvarigakie jautajumi

No 44 vissvarigakajiem jautajumiem (2. tabula) tikai 12 jautdjumi var tikt atbildéti pirms
sakotngja audita izmantojot argjos pieejamos resursus. Ta ka 32 jautajumi nevar tikt atbildeti
nezinot ieprieks€ja audita rezultatus, tad $1 pieeja nav deriga l€mumiem par pasitijumu
pienemSanu (originalo inspekciju), bet ir deriga atbalstot sekojoSu pasitijumu

apstiprinajumus.

7.3 Gramatvedibas datu nozime krapSanas riska prognozeSana

Interesanti, ka neviens no 100 vissvarigakajiem indikatoriem netika atvasinats no
gramatvedibas datu analizes, arT ne no So datu atvasinatajam attiectbam un ne no laika un
nozares salidzinamajam vertibam. Faktiski §1s vertibas tikai pasliktinaja rezultatu. Izmantojot
atbalsta vektora maSinas un linearas programmeéSanas masinas, labakie rezultati ko bija
iesp&jams iegiit, izmantojot tikai gramatvedibas datus, bija apt. 21 % kludu (jeb klasificéSana
tikai par 79 %). Nenemot véra izmaksu-rezultatu apsvérumus, §is raditajs ir talu no prasitas

vertésanas ticamibas 95 % péc profesionalajiem standartiem.

Rodas logisks jautajums - vai veicot gramatvedibas datu analizi ka papildinajumu kvalitativo
datu analizei var sekmét klasifikacijas rezultatu uzlabosanu? Ja tiek izmantoti gramatvedibas
dati ka papildinajums datiem, kas iegiiti no aptaujas anketas, tad rezultats pasliktinas par 3-4
%. Secinajums ir, ka gramatvedibas dati ievie§ vairak neskaidribas neka skaidribas. Rezultata
bija jasaisina tikai attistibas stadija izstradata anketa; gramatvedibas datu izmantoSana nav

piemérota dotaja sistéma.

Gramatvedibas datu zemais nozimigums krapSanas riska veértéSana visticamak ir skaidrojams
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ar faktu, ka tieSi gramatvedibas datos tiek apsléptas viltus darbibas. Primara parkapgja vélme
ir uzradit tadus gramatvedibas datus, kas neizcelas. Protams, tas ne vienméer ir iesp&jams, jo
ne katram parkap€jam ir zinasanas un organizatoriskas kapacitates, lai nosléptu savu viltus
darfjumu pédas gramatvedibas datos. Tomé&r nevar uzskatit, ka katrs papildus izdevums vai
mazs apgrozijums ir tieSs krapSanas c€lonis. Fakts, ka tas uzrada pat 79 % klasifikacijas
rezultatu balstoties uz gramatvedibas datiem, var tikt skaidrots ar augsto korelaciju ar
ekonomisko situaciju, kas var tikt uztverta salidzinoSi labi péc p&€dg€jiem zinojumiem, un
krapSanas risku. Likumsakaribu var noteikt uzdodot auditoram kvalitativus jautajumus, jo
sarezgita ekonomiska situacija finansu atskaités atspogulojas ne uzreiz.

Turklat praksé gramatvedibas datu savaks$ana ir loti sarezgits process. Informacijas apstrade
un derigu datu ieguve, piem. nozares analize, starptautiskaja vidé prasa lielus finanSu
lidzeklus.

Nemot véra Sos neparprotamos rezultatus, tika apstiprinati ieteikumi audita standartu
uzlabo$anai ar mérki atbalstit krapSanas riska novérté§anu analitiskaja audita procediras®> —

vismaz attiecinot to uz laika un nozares gramatvedibas datu salidzinajumu.

7.4 KrapSanas staciondarais aspekts
7.4.1 KrapSanas internacionalitate

Viens no darba mérkiem bija izstradat metodi, kas var&tu tikt pielietota neatkarigi no valsts
specifikas. Tika veikts metodes izpildes noturibas tests izmantojot gadijumus no dazadam
valstim. MaSinas tika apmacitas uz 100 gadijumiem no Vacijas un Lielbritanijas un tad tas
apstraddja 15 nejausus gadijumus no Francijas, Sveices un Niderlandes®. No Siem 15
gadijumiem, 11 tika klasific€ti ar precizitati un pareizi. Starp 4 neprecizi klasificétajiem
gadijumiem, tikai 1 gadijums patiesiba bija nepareizs. Tad¢€jadi, tika pieradits, ka masinas, kas
apmacitas uz Vacu un Britu gadijumiem var tikt izmantoti datu apstradei, kas iegiiti no

Francijas, Sveices un Niderlandes.

32 Cf. AICP4, Statement on Auditing Standards (SAS 99): Consideration of Fraud in a Financial Statements Audit (status: 2002), Rn. 28 ff.;
IFAC, ISA 240 (rev.), Rn. 53 f.; IDW PS 210, WPg 2003, S. 655 ff., Rn. 44.

33 Up until the tests, these 15 new cases were held secret. The prediction was “blind” and it was guaranteed that the FRAT44-system had

never seen these data before.



Ta ka metode ir balstita uz krapSanas sist€mas identificéSanas principu, var secinat, ka -
vismaz ES valstis — $Ts sist€mas ir loti [idzigas. Tas klust v&l svarigak, nemot véra, ka piecas

testa valstis biitiski atSkiras gan ekonomiskie gan likumdoSanas nosacijumi.

7.4.2 Stacionarais aspekts attieciba pret nozari, juridisko formu un uznemuma lielumu

Izstradajot metodi, mérkis bija panakt pareizu audit§jamo uzpémumu klasifikaciju péc to
kraps$anas riska, pie tam Siem uznémumiem ir atSkirigas struktiiras, nozares, kuras tie strada,
un to lielumi. Starptautiskos audita standartos tiek pienemts, ka krapsanas riska indikatoru
nozime ir atkariga no lieluma, juridiskas formas un nozares, tadgjadi uzliekot auditoram par
piendkumu samekl&t 3o likumsakaribu®.

Ta ka netika noteikti nekadi nozares, juridiskds formas un lieluma ierobeZojumi® (iznemot
uzpémumus no finan$u sektora®), tad nemot véra loti augstos klasifikacijas rezultatus ar
varbiitibu, kas parsniedz 95 %, més secinam krapSanas riska pamata esosas sist€émas nav

butiski atkarigas no juridiskas formas, nozares vai audit€§jama uzp€émuma lieluma.

7.4.3 Neatkartba no rictbas veida

Ta ka peétijuma tika ieklauti krapsanas gadijumi, kur krapSana bija acimredzama gala audita,
ricibas veida ieklauSanai Saja gadijuma nebija izSkiroSas nozimes. Starp visiem
izanaliz€tajiem gadijumiem, visi kludu veidi, tadi ka bilances manipulacijas, finansu
zaud&jumi un juridiskie parkapumi®’ (kur bilances manipulaciju skaits bitiski parsniedz
pargjos divus) tika atziti par nozimigiem audita zinojumos. Dazada veida ricibas biezi notiek
kombinacijas viena ar otru, kas ir acimredzami, jo finanSu zaud€jumi tiek slépti gala audita,

un finansu zaud&jumi var sekmét bilances manipulacijas.

34
Cf. IFAC, ISA 240 a. F., Rn. 36 f.; IFAC, ISA 240 (rev.), Rn. 51 f.

33 Although no limitations were specified, the current number of companies in the population, which is limited to 115 cases, leads to an
actual limitation, because theoretically no statement can be made about branches, legal structures or company sizes that are not represented
in the population. The fact that almost exclusively audit-obliged companies were incorporated in the investigation, limits the significance to
small companies, individual companies, and partnerships. However, since ‘niche’ companies, companies with a majority of public interest,
audit-obligated partnerships, and voluntarily audited corporations (start-up-companies) were also contained in the population and this did not
lead to special difficulties in the collection and classification, the generalized statement concerning stationary aspect can remain under
practical considerations.

Due to the very specific nature of processes and financial statement information, companies from the financial sector (banks, insurance
and leasing agencies, etc.) were excluded.
37 Cf. IDW PS 210,WPg 2003, S. 655 ff., Rn. 7 ff.
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Tapeéc nav nepiecieSsams izstradat specialas prognozésanas metodi dazada veida un dazadu
izpausmju krapSanas noteikSanai, jo dotie krapSanas indikatori acimredzami ir vienas

»slimibas” atSkirigie simptomi.

7.5 Paskaidrojuma komponentes

Lai veicinatu metodes nozimigumu un akceptéSanu, tika radita paskaidrojuma komponente,
kas atvieglo klasifikacijas rika® ,,melnas kastes” rakstura uztveri. Sim noliikam tika apspriesti
dazadi pielietojumi un to rezultati:
(1) Lemuma piepemsanai butiskas procesa informacijas vizualizacija, kas ari tiek
atspogulota pétijuma.
(2) Lémuma pienemsanai biitisko jautajumu identificéSana un aranzé$ana péc to rezultatu
nozimiguma.

(3) Sakariba, kas balstita uz izmantoto indikatoru patiesajam vertitbam.

Variantam (1) ir parak mazs praktiskais pielietojums. Gadijuma, ja procesa solis ir nosaukts
paskaidrojuma komponentg, tad — atkariba no apstakliem — tas neatklaj nekadu jaunu
informaciju; savukart ja parak daudz datu tiek uzraditi ka nozimigi, tas kavé merktiecigu uz
krapsanas-risku-orientetu audita virzibu. Variants (3) tiek izslégts, jo precizu aprékinu laiks
pieaug eksponenciali ar indikatora skaita pieaugumu. Sada gadfjuma var izmantot heiristisko
(polinoma) aproksimaciju, tacu to nav vienkarS$i ieviest un/vai pielagot Saja pétijuma

analiz€jamai problémai.

Izsledzot pargjos, vienigais risindjums ir variants (2), citiem vardiem sakot to jautajumu
veidoSana, kas ir butiski lémuma pienemsSanai klasifikacija. FRATT44-sistema izstrada ne
tikai krapSanas riska novert€§jumu un ticamibas vertibu, bet sniedz ari zigojumu par lémuma

pienems$anas procesu, izmantojot to jautajumu reproduc€sanu, atbilstosi kuriem klasifikacija

3% The “Black Box"-character also has advantages: SAS 99, Tz. 50, requires the incorporation of “unforeseeable elements” in the audit
procedures, i.e. audit procedures for subjects at a time and place not required by the client. A similar result can be achieved when one obtains
a classification with no clues it came about. Support-Vector-Machines are deterministic in this case, i. €. in a certain case constellation, the
same classification is always generated. The classification assessment is unequivocal but due to the complexity of the decision making for
the user— is not immediately foreseeable for the audited company.
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tika ievaditi dati. Izstradatais paskaidrojuma modelis piedava 3 sarakstus:
a) Visus jautajumus, kas veicina klasifikaciju;
b) Visus jautajumus, kas ir pretstata klasifikacijai

¢) Un tos jautajumu kas to gan veicina, gan ir tai pretstata.

Tadgjadi auditoram ir iesp&ja ierobezot riska kombinaciju. Tas ir butiski, ka jautajumi
»produkta izmainas”, ,zinaSanu noplide” un ,pieejas tiesibas tikliem un pielietojumu
dokumentacija” veicina klasifikaciju, tas liecina par riska kombinaciju intelektuala pasuma

-39
joma’.

7.6 Vacijas un starptautisko audita standartu salidzindjums
7.6.1 Rezultatu salidzindajums ar IDW PS 210.

IDW PS 21, kas stajas speka likumdosana 2003. gada 8. maija, satur piem&ru ar sarkano
karogu sarakstu, ko auditors var izmantot ka vadlinijas. Sis saraksts liela méra atbilst
sarakstam, kas ir ieklauts ISA 240 a.F. (alte Fassung: veca versija) jo ISA 240 a.F. un ISA
250 jau bija pieejami aptaujas izstrades laika un tika nemti véra izstrades versija, tagad var
parbaudit IDW PS 210 krapsanas indikatoru empirisko nozimi.

Saraksta IDW PS 210 tiek min&ti sekojosi sarkanie karogi:

FRAT44 4!

Viena vai vairaku cilvéku kontrole par uznémuma vadibas sistému N

... bez efektivas uzraudzibas vienibas —

Necaurspidigas organizacijas struktiiras

Agresiva balss tiestbu izmantosana un augstaka Itmena vadibas intereses trikums

Ieksgjas kontroles sistémas uzlabosanas vélmes trikums

Augstaka limena vadibas nevélésanas labot pagajusa gada gramatvedibas kludas

22|22l

Bieza kadru maina vadosSos amatos

Pastavigs darbinieku trikums gramatvedibas nodala

Bieza auditoru maina

< |

Lejupslidosas, stagn&josas ka arT atri augosas biznesa aktivitates

3% Violation of intellectual property (Industry espionage, product piracy).
40 IDW PS 210 replaces ISA 240 and ISA 250 in federal law; cf. WPg 2003, S. 655 ff., Rn. 3.

! Contained In FRAT44. The result is derived from the comparison of the wording of the question or answer alternative, respectively. If a
red flag is contained by IDW PS 210 in FRAT44 (\/), then it can be considered empirically confirmed, otherwise not ().
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Nepietickams akciju kapitals ka arT atkariba no individualiem kreditoriem

Nelabvéligu rezultatu paradisanas

Riskanti ienakuma avoti vai pieaugosSa ne-operacionalu ienakumu attieciba

Pelnas samazinajuma kompens&$anas nepiecieSamibas operacijas ar specialiem pasakumiem

Atkariba no daziem piegadatajiem vai klientiem

Darfjumi ar lielu pelnas efektu (ipasi gada beigas)

sarezgiti darfjumi ...

...vai neparasti darfjumu gramatojumi bilance

DarTjumi ar tuvu stavosiem cilvékiem vai uzpémumiem

Parlieku lieli izdevumi attieciba pret sanemtajiem pakalpojumiem

Izdevumi krajumu sagadei un juridiska un biznesa rakstura konsultacijam

Biznesa darfjumu nepilniga dokumentacija

Daudzas atskiribas starp gramatvedibas datiem un tre$as puses uzraditajiem rezultatiem

Gramatvedibas sistéma ir griiti auditgjama

Izvairigas vai parprotamas juridisko parstavju atbildes uz auditora uzdotajiem jautajumiem

2lel2 2|2 22222

Juridiskie parstavji nevélas atstadinat ieprieksgjo auditoru no vina pienakumiem lai saglabatu
slepenibu p&c auditora prasibas

Augsts uz rezultatiem-balstits atalgojums darbiniekiem vadoSajos amatos

< |

Nesapratigi Tss laiks finansu zinojumu sagatavosanai

Augstaka vadiba tiek paklauta liclam spiedienam panakt iecerctos rezultatus (kas iesp&jams jau
ir publiskoti) vai tre$as puses prognoz&tos rezultatus (piem. analitiku vai institucionalo
investoru)

Nepietickama ieks€jas revizijas efektivitate

Iztrikstosa vai novecojusi dokumentacija par datu vai programmu sistémam

Daudzas izmainas programma, kas nav dokument@tas, atlautas vai parbauditas

Oficialas izmekl€Sanas, ka ar ligumsoda vai soda naudas pazinojumi

Maksajumi par nenoteiktiem pakalpojumiem vai aizdevumi padomdevEjiem vai tuvu
stavosiem, ka arT uznémuma darbiniekiem vai agentiiram un arf tuvu stavo$ajam personam, kas
pieder nosauktajam personu lokam

Neparastas pirkSanas vai pardosanas cenas, lielas rezerves

Neparasti maksajumi skaidra nauda ar Ipasnieka ceku vai kontu, vai maksajums, kam triikst
atbilsto$as maksajuma mérka dokumentacijas

Neparasti darfjumi ar valstim, kuras ir zemas nodoklu likmes

Maksajumi sanéméjam uz valsti, kas nav izcelsmes valsts, par atbilstosu preci vai pakalpojumu

Neatlauti vai nepietickami dokumentgti darfjumi

2|

Nelabveligas preses atsauksmes

3. Tabula: IDW PS 210 un FRAT 44 salidzinajums

Seit, 21 sarkanais karogs, kas tika mingts IDW PS 21, tika atziti par statistiski

(18 par statistiski nenozimigiem) FRAT44 elementiem. Lai ar1 Sis ,,aprékins”

nozimigiem

nav precizs

skaitot jautajumus, $1 vertiba ir loti augsta salidzinajuma ar saistito jautajuma 15-to procentili

izstrades fazes anketa. Saistitie jautajumi parada relativi vienmérigu sadalijumu péc to

nozimiguma vai mérot punktus (skat. 2. tabulu ). Piecos no desmit vissvarigakajiem

jautajumiem gal€ja anketas versija ir ieklauti sarkanie karogi no IDW PS 210, kur



vissvarigakais FRATT44 jautajums ,neparasti biznesa darfjumi” atspogulo uzreiz Cetrus
sarkanos karogus no audita standartu izlases formas, un ta atbilstoSie atbilzu varianti uzsver §1

jautajuma nozimi.

Otra sarkano karogu grupa, kas ir minéti /DW PS 210, netika ieklauti anketa gala versija, tacu
tie nebiit nav atzistami par nesvarigiem. [zol€tos gadijumos tie var sniegt svarigus indikatorus

lémuma pienemsanai nosakot kliidas.

7.6.2 leskats nakotne: Salidzindajums ar ISA 240 (rev.)

ISA 240 (rev.), kas stajas speka ar 2004. gada februari, liela méra ir balstits uz ASV
standartiem AICPA (SAS 99) un ar1 satur sarkano karogu uzskaitijumu, kas, pretstata ISA
240 indikatoru sarakstam (ka noradits talak), seko Krap3anas-Trisstiira principam™.
Krapsanas riska indikatori ir izv€leti pec motivacijas, spiediena, iesp&jas veikt darbibu ka art
pazimém, kas lauj ricibu attaisnot. Tad€jadi, manipulaciju lidzsvarosanai un finansu

zaud&jumiem atbilstoSie indikatori tika izraudziti atseviski.

No 44 faktoriem, kas norada uz bilances manipulacijas risku, 37 tika ieklauti aptaujas
izstrades versija; no 23 riska faktoriem, kas vargtu rasties saistiba ar finansu zaud&jumiem, 19

tika ieklauti aptaujas izstrades versija.

Riska indikatori, kas netika ieklauti aptaujas anketas izstrades versija, lielakoties teor&tiski
atbilst krapSanas raksturojumam un ir aprakstiti literattra, taCu prakse tos ir griiti identificet

ikgad@ja audita ietvaros un tapec tiek netika ieklauti anketas izstrades versija.
No sarkaniem karogiem, kas norada uz bilances manipulacijam, 19 izradijas empiriski derigi
jo tika ieklauti FRAT44" aptaujas anketas galgja versija. No ISA 240 (rev.) indikatoriem,

tikai tris izradijas butiski lémuma pienemsanai galéja FRAT44 varianta.

Tam var bit dazadi iemesli. Galvenais iemesls noteikti ir tas, ka standartos icteiktie indikatori

2 Cf. IFAC, ISA 240 (rev.), Appendix 1.
# Of course those questions not contained in the development version of the survey could also be evaluated.
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var tikt iegti teorétiski, bet ne vienmér prakse. Kur tad ir robeza, kad atSkirigas strukttras

klus neierastas veidojot uznéméjdarbibu, mérkus vai juridiskas formas?

Sis piemérs skaidro saraksta problému, proti, to, ka daudzus jautdgjumus var interpretét
diezgan plasi. Pat standartiz&ti atbilzu varianti (netiek ming&ti profesionalajos standartos) un to
vertésana ekspert intervija — ka to demonstré praktiskie iegiitie dati — nevar pilniba novérst So

vert§juma problému. Galu gala auditors Seit palaujas uz savu viedokli darba pienakumu

ietvaros™.
ISA 240 | Aptaujas 1.z.strﬁdes FRAT44
(rev.) versija
Bilances manipulacijas indikatori | 44 37 19
FinanSu zaud&juma indikatori 23 19

4.Tabula: ISA 240 (rev.)/SAS 99 sarkano karogu salidzindjums ar FRAT44

Lai arT lielaka dala standartos ieklauto krapSanas riska indikatoru izradijas empiriski nederigi
konkretai riska noteikSanai, Sie sarkanie karogi piedava vielu pardomam, piem. audita
komandas apspriedé par auditdjama uzpémuma'® uznémibu/jitigumu pret krapsanu. So
nozimigumu nedrikst vertét parak zemu, jo ikgadgjas audits galvenokart ir intelektuals

uzdevums.

8. Darba iegiitie rezultati un to nozime

ISA 240 (rev.) tiek pienemts, ka krapSanas riska indikatoru kombingSana efektiva
prognozésanas modela iegiiSanai nav vienkar$a'’. FRAT44 pierada, ka $ada kombingsana ir
iespgjama un ir efektiva. Tam nepiecieSama empiriska pieeja, kas ir balstita uz daudziem
atbilstoSiem indikatoriem un augsti attistitam matematiski-statistiskam metodém,

nepiecieSsama informacija var tikt ieglita izmantojot attiecigos sarkanos karogus.

# Cf. IFAC, 1SA 240 (rev.), Rn. 50.

*5 The list in ISA 240 (rev.) is with exception of four additional indicators identical to the fraud risk-factors provided in the appendix to SAS
99, which served as a model for ISA 240 (rev.).

 Cf. IFAC, 1SA 240 (rev.), Rn. 27-32.
47 Cf. IFAC, ISA 240 (rev.), Rn. 50.
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Izmantojot masinu apmacibas metodes un ikgad@ja audita ietvaros pieejamo informaciju,
FRAT pierada, ka ir iesp€jams noteikt krapSanas likumsakaribu ar precizitati, kas parsniedz

95 %, ka arT ierobezot riska kombin&sanu.

Petijums parada, ka maSinu apmacibas metodes sniedz teicamus rezultatus audita
pielietojumos, piem. lémumu klasifikacija ar nenoteiktiem lémuma krit€rijiem, jo tadejadi ir
iesp&jams iegiit maksimali daudz l@émuma pienemSanai butiskas informacijas, izmantojot
likumsakaribas identifikaciju no jau pieejamiem datiem.

Balstoties uz So empirisko pamatojumu var secinat, ka izmantojot masinu apmacibas metodes

ir iesp€jams iegut objektivu riska vert€§jumu.

Ta ka krapSanas riska pieeja veic verteéSanu balstoties uz krapSanas sistémam, tad audita
process ietver sevi (agro) bridinajuma sisteému; skaidras krapSanas klasifikacijas gadijuma,
audita komandai ir javeic izvéletas audita metodes atbilstiba krapSanas riska limenim. Iesp&ju
robezas, audita komandai ir jaadapté audita procediiras — ieskaitot argjo specialistu piesaisti,

ja tas ir nepiecieSams.

FRAT44 ka tads atspogulo specifisku audita instrumentu krapSanas noteikSanai konteksta ar

citam audita procediiram.

Tas sniedz butisku ieguldijumu ta saucama izpildes intervala (performance gap) mazinaSanai
kas ir da]a no sagaidamo vértibu intervila (expectation gap)*. FRAT44 sniedz iesp&ju agrakai

krapsanas gadijumu atklasanai neka tas ir bijis iespgjams Iidz Sim.

* The expectation gap is--according to general understanding--composed on the one hand from a performance gap for which the auditor is
responsible and on the other hand from an unjustifiably high public expectation; cf. Schruff, Aus der Facharbeit des IDW, WPg 2004, S. 455.
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Overall description of the dissertation

1. Approach and main results

In the eyes of the public, in many spectacular fraud' cases recorded during the last few years?,
insufficient auditing was seen as one of the main causes. Indeed, the primary responsibility for the
avoidance or discovery of fraud is a management’s task. However, in the cases named, members of the
companies’ top management were involved as perpetrators or accomplices. As a result, demand for a
higher auditing quality in the annual audit is voicing itself over and over again in public discussion.
Although lawmakers take steps towards regimenting and more forcibly overseeing® the work of
balance sheet auditors and supervisory boards, a call to change the auditing approach toward avoiding
fraud is seldom expressed. However, without a discussion of possibly necessary modifications of the

auditing approach, the actual problem isn’t taken into account.’

Obijective

Consequently, a special fraud-risk-analysis should be conducted, which bases neither exclusively on
the audit of individual records nor alone on the system checks of the internal control system. The main
objective of the thesis is to develop an approach which makes it possible to detect fraud patterns and
in doing so, to draw conclusions about the risk of material fraud. The approach referred to does not
depend on size, sector, legal form of the company or, for example, the (European) nationality of the

audited company.

The results of the thesis show that it’s possible to assess the risk of fraudulent behaviour in a company
with an average accuracy of 96.5 %. The results are stable regardless size, branch or nationality. Only

financial industry companies are not covered by that approach.

Based on an empirical machine-learning-model, the approach learns from the patterns of known fraud
and non-fraud cases. The model classifies not only into high-risk cases and low-risk cases, but

additionally provides the certainty to which the classification is accurate. The relevant information can

: incl. = deceit, embezzlement.
2 E.g. Parmalat, Ahold, Worldcom, Enron, Comroad, Flow-tex, Balsam/Procedo.

3 Obligation to external quality control according to paragraph 57 a WPO; and also the government draft of the law allowing the control of
company financial statements (Balance Control Law — BilKoG — from 21 Apr 2004, Art. 1, § 342 b HGB): through the occasional and
sample-like monitoring of the legality of the annual and/or consolidated financial statements by a private auditing firm (“enforcement
procedure”) the work of advisory boards and auditors is also monitored.

4 Cf. Schruff, Zur Aufdeckung von Top-Management-Fraud durch den Wirtschaftspriifer im Rahmen der Jahresabschlusspriifung, WPg
2003, S. 901 ff.



be covered by a questionnaire of 44 questions. All the required information is accessible by an auditor
who is engaged for a normal annual audit. The most potential data was found in qualitative questions.

Quantitative (accounting) data would lead to a lower accuracy of risk assessment.

2. Appearing problems with respect to the discovery of fraud and the responsibility of the
auditor

A survey’ (conducted between September and November of 2003 ) of 420 large and middlesized
German companies from all economic sectors showed that every second of the surveyed companies
had been victims of white-collar crime in the last three years according the company statements.
Individual damages totalled up to 1 billion euros. Furthermore, four of five of the surveyed companies

expect that the extent of white-collar crime in Germany will increase in the near future.

In Germany, the Commercial Code HGB and the IDW PS ® 210 - which is relevant for irregularities in
the context of the annual audit - require that the auditor carries out the annual audit such that
inaccuracies or violations of legal regulations and the supplementary provisions of the company or
shareholders’ agreement, which significantly effect the representation of the company through the
display of its capital, financial, and earnings performance (material fraud), are recognized in through
the conscientious exercise of this profession.” In doing so, professional standards demand that the
auditor presents a sufficiently sure judgment, for which the professional classification requires an

average certainty of at least 95 %."

The auditor is to plan and conduct the annual audit with a critical attitude towards the company, its
legal representatives, and employees. In line with a risk-oriented auditing approach, he or she must
carry out system checks, statement-oriented audit procedures in the form of analytical audit
procedures and individual audits of business transactions and inventories, respectively. If a final audit
conducted in line with these standards reveals no substantial flaws, the auditor may accept the

bookkeeping, the financial statements as well as the annual report, as orderly.’

With audit procedures oriented towards verbal statements, the auditor is confronted to the problem that

Sct. KPMG, white-collar crime in Germany 2006, www.kpmg.de/forensic (status: 12. July 2006).

5 ipw “Prufungsstandards™: IDW Auditing Standards

! Cf. Para 317 Sec. 1 No. 3 HGB; IDW Auditing standards: detection of irregularities within the scope of the annual audit (IDW PS 210),
WPg 2003, S. 655 ff., Rn. 12.

8 Cf. IDW (Hrsg.), WP-Handbuch 2002, 12. Aufl., Disseldorf 2000, Bd. I, Rn. R 28.
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fraudulent companies often forge documents (e.g. bills, contracts, and bank statements) in order to
cover the misdeeds. Determining the genuineness of audit records is possible through criminal
investigative methods. Since the final audit is not considered a no-confidence order in the sense of
criminal investigations, the auditor may - in accordance with professional standards - presume the
authenticity of the records and documents presented to him as long no indications are present which

could shed doubt on the genuineness of the documents."

Because a properly conducted annual audit is NOT intended to search explicitly for forged records,
system checks are carried out in the scope of a risk-oriented auditing approach.'' In easier words, at
the presence of a functioning internal control system is ASSUMED that business transactions were
correctly recorded and processed and, manipulations will be discovered at subordinate levels.
However, this auditing approach is ineffective if a member of the management (or another employee
with the relevant capability to influence) of the audited company circumvents the existing controls and

processes or uses employees in an instrumental manner (so-called “management override”).

Fraud is a global phenomenon with increasing importance'> which results in a dynamic development
of the pertinent auditing standards. In accordance with all current standards, the auditor must explicitly
include the fraud risk in the audit planning (and later during the audit). Where it is determined that the
continual functional ability of the internal control system can no longer be trusted or other signs of
fraud exist, the auditor must adjust his auditing approach by extending the audit procedures: If

necessary as far as conducting a full audit of risky audit fields or calling in forensic specialists.
3. Fraud-Risk-Model

Motivation for malicious actions can be economic pressure on the company or a financial shortage of
the perpetrator.”® In doing so, the perpetrator must be able to justify and rationalise his behaviour to
himself. Typical rationalisations are: “It is for the welfare of the company.”; “It is only temporary.” or

“I have earned it.”

Add to this the possibility to commit the act, then three factors are given, which form a so-called

% Cf. IDW PS 210, WPg 2003, S. 655 ff., Rn. 17.

0 ¢ Ipwps 210, WPg 2003, S. 655 ff., Rn. 15. 10

' Cf. IDW PS 210, WPg 2003, S. 655 ff.,, Rn. 14.

2cy, PWC, Global economic crime survey 2003, S. 6, www.pwc.com/crimesurvey (Status: 8 Aug 2004).
13 Further, less probable motivations are revenge or the challenge of “outsmarting the system.”
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“Fraud Triangle.”"* This model underlies the approach described here for the fraud risk prognosis. In

the case of fraud, there are in general three conditions which are met simultaneously:

= The possibility to commit fraud. This includes both the absence of controls as well as ineffective

controls or the possibility to bypass the controls (Management Override) by the management;
= A motive, i.e. a benefit from the act or pressure to commit the act;

= A personal, character or cultural component that allows the perpetrator to commit and /or justify
the act. There are individuals who in terms of character are more willing to knowingly and
wilfully commit fraudulent acts. However “honest” people under great pressure can also be placed

in a position to accept fraudulent acts.

Consistently to the Fraud Triangle approach, the fraud risk is high when one or more persons,
who are motivated by private or company circumstances, find an opportunity to act and in
doing so, are not restrained from this behaviour by applicable economic morals. In other

words: “If the ground is fertile and is not weeded, sooner or later ill weeds start to grow.”

Usually, it is not possible for the auditor to record motivations of the potential perpetrators of
material fraud in a company completely.” That would require extending audit procedures in the
private sphere of the acting person (which is impossible due to legal and ethical reasons). Furthermore,
recording economic morals requires qualifications and approaches that are not available in a regular
audit of annual accounts. Nevertheless, to some extend may it be possible for the auditor to obtain

information about these two items directly or indirectly."®

14 Cf. IFAC, International Standard on Auditing (ISA) 240 (rev.): The Auditor’s Responsibility to consider Fraud in an Audit of Financial
Statements (ISA 240 (rev.)), Rn. 51; Krambia-Karpadis, Enhancing the Auditor's Fraud Detection Ability — An interdisciplinary
Approach, Frankfurt u. a. 2001; Leobbecke/Eining/Willingham, Auditors’ experience with material irregularities — Frequency, nature, and
detectibility, Auditing 8/1989, S. 1-28.; Albrecht/Wernz/ Williams, Fraud — Bringing Light to the Dark Side of Business, Burr Ridge, IL,
1995.

13 Cf. IFAC, ISA 240 (rev.), Rn. 18.
16 Cf. IFAC, ISA 240 (rev.), Rn. 51.
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Figure 1: Fraud-Triangle-Approach

The underlying question is whether it is at all possible to assess the risk of material fraud with
sufficient certainty, given the information available within the framework of a normal annual audit,

especially about the possibilities for committing an act.

4. Requirements for the assessment of fraud risk

In accordance with the Fraud Triangle model, the fraud risk is low if one of the three factors
mentioned above is not there. If, for example, the probability of the existence of possibilities of fraud

is low, the overall fraud risk will consequently be low.

A procedure is thus searched for which enables the auditor to assess fraud risk using the information
available during the annual audit. As fraud is a worldwide and branch-overlapping phenomenon, and a
solution of the problem as general as possible is aimed, the question arises whether the assessment of
fraud risk can be dealt with independent on the country, i.e. whether country specifics such as
differing legalities, economic development, and economic culture have an effect on the assessment of

fraud risk and, if so, whether they require special approaches.

Since auditing standards'’ assume that they lead to very different possibilities and incentives

17 Cf. IFAC, ISA 240 (rev.), Rn. 36 £, 52 f.
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for fraudulent actions, the same type of question comes up with respect to branches, company
size, and/or legal structure of the audited company. Furthermore, many fraud patterns are
known which can be declined in a non-determinable amount of situation-linked special cases,

creative variants, and possible veil tactics.

It will thus be checked whether there is one suitable approach for all variants of fraud or

whether special solutions are necessary.

5. The derivation of the procedure

In selecting suitable procedures it should be principally considered that no simple, universal rules are
known for differentiating between fraud cases and non-fraud cases. It is therefore desirable to establish

such rules.

Due to fact that fraud is veiled by the perpetrator, fraud risk cannot be assessed directly. Data of
known fraud and non-fraud cases is used to gather statistical information and, if possible, to identify

existing patterns of characteristics of fraudulent companies.

If a pattern is recognised and applicable to an unknown case, we assume in line with the Fraud

Triangle Model that a fraud risk constellation exists.

Hence indicators are to be identified which enable conclusions about fraud risk. With these indicators,
also called ‘red flags’, we are dealing with results or circumstances that point to incentives or pressure
to commit fraud or possibilities to create fraud. Although these fraud risk indicators do not necessarily
prove the existence of fraud, they frequently occur in connection with fraud.'® There are not just a few
indicators, but rather, in line with the numerous possible manifestations of fraud, a multitude of
potentially suitable red flags. However, none of these fraud risk indicators alone can enable a decision
for the selection of an audit approach.'® For systemisation and better manageability, these (potential)
indicators are compiled in red flag checklists. These checklists — as well as other publications of
possible red flags — represent personal experience of auditors and/or authors. We note that research on
the quality of fraud prognoses using these indicators is merely existing. Until now, it is not known

which characteristics of a company in which combination will enable the best assessment of risk for

18 Cf. IFAC, ISA 240 (rev.), Rn. 49.
19 ¢f. schruff, WPg 2003, S. 908.
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the various manifestations of fraud.

Due to this deficiency, we include as many of these red-flag-indicators as possible in the examination
for the statistical identification of fraud patterns. In order to additionally collect the characteristics of
the investigated fraud and non-fraud cases in a standardised manner, it was necessary to develop a

comprehensive survey.

The sources for potentially suitable fraud risk indicators® were primarily provided by audit checklists
of the big auditing firms, the auditing standards®' used during the development period, and a multitude
of publications.”” During the development of the survey, it was important to consider that the
indicators must be applicable within the scope of an annual audit. In order to enable the international
application of the approach, the survey had to be internationalised, i.e. country-specific aspects and

questions were avoided and, where possible, neutralised.

The result was a survey comprising more than 300 qualitative, process-oriented indicators
(environment information, (internal) process-overlapping controls and process-internal controls, as
well as an evaluative form with more than 300 quantitative values from the final analysis (annual
figures, from which financial and performance ratios as well as time and branch comparisons were

derived).

For this analysis, 115 fraud and non-fraud cases from Germany, Great Britain, France, Switzerland
and the Netherlands were identified and anonymously made available in an overall time period of
three years. These cases were selected to become a representative sample regarding the branch and

nationality of usual audit clients to avoid fraud or non-fraud clusters.

20 Status: 2002.
2

1
AICPA, SAS 82: Consideration of Fraud in a Financial Statement Audit (AICPA SAS 82); IFAC, ISA 240 a. F.: The Consideration of
Fraud and Error in an Audit of Financial Statements (ISA 240 a. F.); IFAC, ISA 250: Consideration of Laws and Regulations in an Audit
of Financial Statements (IFAC ISA 250); position of HFA 7/1997: the detection of irregularities within the scope of an annual audit,

WPg 1998, S. 29 ff.
22 .
Cf. e. g. Heiman-Hoffman u. a., The Warning Signs of Fraudulent Financial Reporting — What do auditors believe are the best ways to

spot fraud?, JoA 10/1996, S. 75-77; Huntington/Davies/Lohse, Wirtschaftskriminalitdt im Unternehmen — Betrug erkennen und be-
kdampfen, Frankfurt/New York 1999; Langenbucher/Blaum, Die Aufdeckung von Fehlern, dolosen Handlungen und sonstigen Gesetzes-
verstofen im Rahmen der Abschlusspriifung, DB 1997, S. 437-443; Strand/Strawser, Help for Internal Auditors — SAS No. 82 identifies
risk factors for misappropriation of assets, Internal Auditing, January/February 2000, S. 9-14; Odenthal, Verfahren und Instrumente zur
Aufdeckung wirtschaftskrimineller Handlungen, Osterreichische Zeitschrift fiir Recht und Rechnungswesen 1999,

S. 1019-1023; Mdller, Wirtschaftskriminalitédt — Analyse eines interdisziplindren Phanomens, Der Schweizer Treuhdnder 1995, S. 839—
846; Mertens, Fritherkennung von Bilanzmanipulationen bonitétsschwacher mittelstdndischer Unternehmen, Diisseldorf 1998; Lohse,
Wirtschaftskriminalitdt — Pravention und Priifung, Die Bank 1996, S. 196-200; Krambia-Kapardis, a.a.O. (Fn. 3); Gill, The effects of a
red flags questionaire and selected elements of cognitive style on the audit planning task of assessing the probability of material
management fraud, Diss., The University of Mississippi, 1992; Baucus/Near, Can Illegal Corporate Behavior Be Predicted? — An Event
History Analysis, Academy of Management Journal 1/1991, S. 9-36; Albrecht/Romney, Red-flagging management fraud — a validation,
Advances in Accounting 1986, S. 323-333.
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In order to reduce counterproductive effects of the checklist approach — such as misinterpretations or
the subconscious entry of a desirable debit balance instead of the actual balance which is perceived as

an exception — two means were combined:
»  The possible answers were (for technical reasons) reasonably standardised

» The questionnaire was answered in a dialogue situation between an expert and a managing

member of the audit team.

The simultaneous existence of a relatively low number of cases (115) and a high number of indicators

(over 600) led to the result that classical statistical procedures cannot be used.

Techniques and methods such as Benford-, time series analysis, and branch comparison solutions
require a larger population than was available in order to produce statements with a sufficient
certainty. For expert systems which can deal with with a lower case number due to the presence of a-
priori knowledge, the number of potentially appropriate fraud indicators is too high. In practice, red-
flag checklists are considered to be appropriate for fraud risk prognosis, however, they have a number
of disadvantages. In particular, it cannot be guaranteed that such a list contains the correct or best red

flags, nor how these have to be evaluated in relation between them.

These problems when dealing with data do not occur if we use modern statistical procedures such as
machine learning methods. Selecting the best indicators and learning the rules using available data
from previous audits ensures that the optimal indicators are selected for the prognosis and that no
statistically invalid, preconceived “personal judgments™ influence the objectivity of the assessment.
Research from the US® using data of the 500 US companies with the highest turnover (US Fortune
500) demonstrates that artificial neural networks (ANN), a sub-class of machine learning and the
predecessor of the methods used here, were more successful than expert systems and classical

methods of statistics in statistical identification of fraud patterns.

Machine learning methods are able to recognize complex dependencies of the indicators which by far
exceed the simple quantification of the active indicators and the simultaneity of their occurrence. With
the aid of the rule being sought, it is aimed to obtain a reliable statement about the fraud risk by

answering a low number of questions in an electronic questionnaire. Te keep such a system useable for

23 .
Cf. Green/Choi, Assessing the Risk of Management Fraud Through Neural Network Technology, Auditing 1/1997, S. 14-28.
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practical use, it was predetermined that the relevant indicators should be assessable with no more than

40-50 questions, whereby the certainty of the evaluation must be at least 95 %.

6. Machine Learning (ML)
6.1 What can machine learning do?

Machine learning deals with the question of how data analysis can be automated by computers. Trs
characteristic is that the automation must not be done by a human expert but rather the machine learns

on its own from available data.?*

Machine learning is so powerful and successful in solving complex problems, because it builds upon a
foundation of extremely exact mathematical research. Its foundation comprises example-based
learning and the computational learning theory. The central recognition of the computational learning
theory is amazingly intuitive: The simplest solution to a problem which offers an acceptable
explanation, is the best. However the underlying mathematics of this insight and their use in practical

applications is extremely complex.

The aim of learning methods™ lies in deriving statements about unseen data, i.e. to forecast the future
by observing the past. Possible applications and thus prognoses are almost unlimited: from solving
simple technical problems (virtual chemistry, process guidance) to the analysis of the human genome,
to brain signals, to documents even as far as predicting complex, dynamic systems. In fact, many
current problems such as the location of genes in bioinformatics, can not be solved with the necessary

.. . . . . 26
precision and efficiency without machine learning.

The essential difference to an expert solution of a problem is that expert knowledge of a particular area
of application can be dispensed with: “The data speaks for itself.” On the other hand, it is also true that
it is possible to bring in knowledge from the respective application domain - so-called a-priori
knowledge - and use this during the modelling. Assuming an accordingly careful use, ML-systems

lend themselves to high security applications such as medical technology or to sensitive problems such

4
Machine Learning (ML) can be considered as both a component of artificial intelligence (AI) as well as applied statistics.

25

Cf. Here, in particular Miller u. a., An Introduction to Kernel-Based Learning Techniques, IEEE Transactions on Neural Networks 2001,
Band 12:2, S. 181-201; Schélkopf/Smola, Learning with Kernels, MIT Press, Cambridge MA 2002.
% Cf. Mjolsness/DeCoste, Machine Learning for Science — State of the Art and Future Prospects, Science 2001, S. 2051-2055.

36



as the current case. The following gives a short overview of typical problems that can be solved using

ML-methods:

= Detection of unusual incidents, in other words, the identification of processes that do not fit into a
confirmed model, e.g. for identifying credit card fraud, insurance fraud, or embezzlement. Based
on available data of permissible and fraudulent behaviour, the adopted method automatically finds

the connection which enables the discovery and/or prediction of unusual or risky behaviour;

= Definition and calculation of scores, e.g. for evaluating credit worthiness, the compliance with
diverse guidelines (e.g. Basel II), the risk of loan loss, or the probability of sickness. In awarding
credit, for example, the aim is to achieve an accurate-as-possible statement concerning the risk

associated with the credit through the use of a few relevant figures;

= Prediction and Analysis of (non-)linear time series, e.g. in portfolio management or for market
analysis; machine learning methods belong to the most advanced, especially when used with non-

linear and non-stationary time series and with great time-variable dynamics;

= Clustering, classification, and visualisation: In these areas machine learning offers a multitude of
new, performance methods such as support vector machines (described later in deeper detail);

these lend themselves especially well to the robust analysis of complex data.

6.2 How does machine learning work?

Machine learning represents a specific approach to a basic problem of recognising regularities
(statistical correlations) in a complex environment, a simplified form of which can be modelled as
follows: On the basis of empirical observations of two random variables or quantities x and y, an
attempt is made to estimate the correlation of these quantities, so that upon the observation of a new x’

entry, a good prognosis for y’ can be made.

Pattern recognition, classification, regression or time series prognoses are just a few examples, which
fit into the paradigm. Generally can be stated that this statistical approach for estimating regularities is
distinguished in that it can be applied to problems, for which the explicit modelling of the correlations
is difficult or impossible, and for which empirical observations are available. A good example for this
is the recognition of handwritten digits. The way a digit is written depends on a range of factors that
are difficult to model. Although it is theoretically possible to provide rules for form and writing style

of a digit, doing so would require several tens of thousands of rules, which is of course practically out
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of the question.

In the present application case of assessing fraud risk, the manual formulation of a system of
rules in the form of red-flag lists is difficult due to reasons already mentioned. If one
additionally considers the aforementioned requirements for the development of the procedure,

it appears unlikely, if not impossible, that these could be fulfilled on the basis of red-flag lists.

6.3 Differences to classical statistics / Advantages of modern ML-methods

Usually, pattern recognition is aimed to work with a few but strong indicators, similar to the
approach of a human expert. Modern ML-methods, such as the support vector machines
applied here, to not follow this “philosophy” of strong indicators. Through the use of so-
called kernel functions for efficient representation of data in a high-dimensional space, a very
high, substantial number of indicators is generated which is available to the subsequent
processing steps. Consequently, a change in paradigm is reflected in the kernel algorithms>
Instead of modelling realistic datasets with low-dimensional models that are as simple as
possible, the possibility of solving complex non-linear problems with higher accuracy exists
due to the use of kernel functions. Compared to classical methods of statistics (e. g. decision
trees, density estimation or factor analysis) and also to methods which are usually referred to as

“neural networks”, machine learning methods offer three significant advantages:

= Machine learning is more precise: A higher degree of accuracy in the prediction leads to

qualitatively better solutions.

= Machine learning can be used where traditional methods fail: Statistically valid statements can
already be reached with relatively small samples. Classical inference statistics requires a larger
number of datasets in order to achieve similarly reliable claims. If only small amounts of data are
available due to system or cost reasons, such problems cannot be satisfactorily be solved using

classical approaches.

7 . .. . . . . . . h
See also Boser/Guyon/Vapnik, A training algorithm for optimal margin classifiers, in: Haussler (Hrsg.), Proceedings of the 5\ Annual
ACM Workshop on Computational Learning Theory 1992, S. 144— 152; Vapnik, The nature of statistical learning theory, New York
1995; Muller u. a., a.a.O. (Fn. 24).
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= Application with complex, non-numerical data: The methods used in this project are directly
applicable to complex, non-numerical data such as texts, questionnaires, or figures. Using
classical methods, it is difficult to work with discrete quantities or structured data. Such data exist,

for example, in chemistry or bioinformatics or — like here — in the analysis of questionnaires.

In particular, for our case of analysing data from the final audit for fraud detection, it holds:

i. A high degree of accuracy must be achieved,

1i.  Rather few data is available (Obtaining further data is time-consuming and would not be

ready in time to be considered for the result.), and

iii.  The data is differently scaled, e.g. discrete outcomes (yes-no questions), ordinal

ones (I agree, I fully agree, ...) and continuous quantities (e. g. turnover).

Since the underlying statistics of the fraud problem are unclear, various modern procedures had to be
evaluated. The tests included so-called radial basis function (RBF)-networks, decision trees and
kernel-based methods — e. g. linear programming machines (LPM), support vector machines (SVM)
and kernel-Fisher discriminants. We found out that the results of the requested quality could only be

reached using LPM and SVM.

6.4 Support Vector Machines

Support vector machines for pattern recognition can learn from a training dataset to differentiate
between two classes, e. g. fraud and non-fraud. Moreover, they can find a hyperplane w with minimal
complexity (equation (1) in figure 2) in a space of any dimension. The calculation of, for instance,
scalar products in this space is only possible through the use of kernels. The latter would be very
troublesome, perhaps even impossible in high-dimensional spaces. The key point is that all
computations, which are necessary to find the optimal decision function, can be expressed by such
scalar products. This leads to a support vector decision function f (x) (equation (3) in figure 2). Now
the scalar products are replaced by kernel functions (the so-called ‘kernel trick” — equation (4) in
figure 2). In order to find the optimal function, a quadratic optimisation-problem has to be solved

(equation (5) in figure 2).
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Hyperplane in a feature space f (x) = (w - ®(x))+ b
x is the entry (e.g. the answers to a survey), and
@ is the illustration in a feature space.

Scalar product in the feature space: (w - ®(x))

Support vector decision function: f(x)=3 yi ai K (x;, x) +b

In doing so, it is helpful that: )’ y; a; D(x;).

Decisions are then made depending on whether f (x)is greater than or less than zero.

Kernel trick: K(xi, xj) = (D (xi )* D(x;)).

Optimisation problem of SVM min %2 Y ai, o yi yj K (xi,xj) + C Y &

With the given conditions y; f (x;) > 1- &

And 0;, & > 0, where C is a ruling constant.

Figure 2: Support vector decision function f (x)

7. FRAT44*: Machine Learning for the assessment of fraud risk — initial results
7.1 Classification performance

The statistical evaluation of the final system shows the impossibility to identify the existence of a
fraud pattern with sufficient accuracy through this approach and, moreover, to help — in accordance
with the Fraud Triangle — to assess the fraud risk in the auditing process. With the aid of the chosen
learning machine a procedure was developed, classifying the analysed companies with an average
certainty exceeding 96.5 % (measured from the training data) into a known fraud pattern and

consequently enabling a conclusion about the fraud risk. For better application, the model classifies
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not only into high-risk cases and low-risk cases, but additionally provides the certainty to which the

classification is accurate. In more than 3 of 4 cases, the certainty is very high at more than 99%.
7.2Questionnaire and most important indicators

At the end of the development’s stage and therefore also during the data collection, the survey
comprised 180 questions which represented a total of 331 fraud risk-indicators.”” The analysis of the
accounting data produced another 336 indicators such that altogether 667 indicators were available per
case. Since this extent is too large for practical use, a reduction of the questionnaire down to the most
important questions and/or accounting data was necessary, this under constraint to keep (almost) the

performance level achieved through the use of all indicators.

The selection of relevant indicators is a highly challenging problem and presently one of the main
research lines in machine learning. A triple-nested “leave-one-out” cross validation process was
applied for the selection which required a calculation time of 13 days using a 1000-machine computer
cluster. That was necessary in order to obtain error bars for each indicator combination and testing
their statistical significance and stability afterwards. Through the use of Linear Programming Machine

(LPM), it was determined how frequently each individual indicator was used for the classification.

Another point rendering the computations more difficult was that about 10 % of all cases in the
development phase contained unanswered questions. The problematic aspect of the missing answers
cannot be eliminated in practical usage, since they are the result of both not answering questions due
to not knowing as well as the non-applicability of all questions in the survey to all companies.
However, by using methods for calculating the most probable values for the missing answer, a more

than sufficient result for the requirements can be achieved.

28 Fraud risk assessment tool based on 44 questions
» Through the use of appropriate question phrasing, occasionally several indicators could be collected in one question.
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It is noteworthy that information necessary for classification is contained in less than 15 % of the
original 667 questions, which were regarded as potentially appropriate fraud-risk-indicators.
Consequently, the questionnaire was reduced to 44 questions, whereby a classification was ensured
with a certainty of more than 95 % on average. The reduction of the questionnaire focussing on the 45
most important indicators, resulted in the following 44 questions, ordered according to their

. . 30
significance (Score™):

Nr. | Score | Question ep/ea31
1 76.90 Unusual business deals ep
2 57.60 Accounting personnel ep
3 56.96 Terminations due to malicious acts ep
4 36.68 Personal aims of the owner / manager ep
5 29.91 Restructurings ep/ea
6 28.50 Critical company situation ep/ea
7 26.67 Unusual transactions ep
8 23.13 Truthfulness of responses ep
9 21.78 Personal connections ep/ea
10 20.87 remote branches ep/ea
11 20.79 Receipt of audit confirmation ep
12 16.99 Knowledge discharge ep
13 16.38 Management type ep
14 16.34 Speciality, tax advisor, attorney, advisor ep
15 16.11 Trade of business departments ep
16 15.72 Existence, dissemination, regulation, and adaptation of a corporate mission ep
17 14.63 Legal form ea
18 14.48 Bill payment (outgoing bills) ep
19 13.50 branches / participations ep/ea
20 13.30 Bill payment (incoming bills) ep
21 12.48 Business deals with certain countries ep/ea
22 12.31 Bank accounts ep
23 11.73 Cashier management and monitoring ep
24 11.07 Implementation of accounting principles ep
25 10.59 Number of members of and their years served in the top management ep/ea
26 9.83 Attitude towards audit results ep
27 9.50 Overall impression ep
28 9.05 Separation of duties ep
29 9.00 management overview ep
30 8.77 Information behaviour ep
31 8.37 Performance-oriented remuneration ep
32 8.20 Voucher preparation ep
33 7.87 Documentation of access rights to networks and applications ep
34 7.87 Audit results ep
35 7.57 Requests for bids ep
36 7.08 Concentration of power ep

30 The score is based on a score function that comprises two components: (a) a projection of the respective question onto the solution vector
(e.g. hyperplane vector), in other words: how greatly is the solution influenced by the question, and (b) how important the question is for a
prediction of the missing answer. The latter is very important in practice, since the data contained approx. 10 % missing answers. Hence,
one must weigh out whether it is more important to obtain a question which allows a good prediction of missing answers or to prefer a
question which influences the solution. The configuration of this balance was learned from the data.

3 Collectabilty as “ex poste” or “ex ante”
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37 6.92 Code of conduct for employees in purchasing ep
38 6.82 Product changes ea
39 6.45 additional orders ep/ea
40 6.40 Numbering ep
41 6.35 Behaviour towards to regulatory authorities ep/ea
42 6.22 Promotion ep
43 6.15 Installed data media ep
44 | 6.04 Age ea
739.88 | (total score of the 44 most important)

Table 1: The 44 most important questions

Among the 44 most important questions (cf.table 1), there are only twelve questions which can be
possibly collected before an initial audit through the evaluation of externally available sources.
Because 32 questions could not be answered without knowledge from past audits of the company, this
approach is not suitable for the decisions about order acceptance (original inspection), but suitable for

the support of the deliberations over the acceptance of a follow-up order.

7.3 The significance of accounting data for the fraud risk-prognosis

Very interestingly, among the 100 most important indicators was not a single one derived
from the analysis of the accounting data, nor from the ratios derived from these, nor from the
time and branch comparison values. As a matter of fact, these values only worsened the result.
Using support-vector-machines and linear-programming-machines, the best result obtained
by exclusive use of accounting data had an error of approx. 21% (or a classification
performance of 79 %). This is — neglecting cost-effort considerations - far from the 95%

assessment certainty required by professional standards.

The following natural question was whether the analysis of the accounting data in addition to
the analysis of the qualitative data led to an improvement in the classification result. If one
uses the accounting data in addition to the data from the questionnaire, the results are
worsened by 3 — 4 %, i.e. the accounting data confounds the methods more than that they
help. As a result, only the development questionnaire had to be reduced; the analysis of

accounting data is irrelevant to the considered system.

The cause for the low significance of the final data for fraud risk assessment is likely the fact that it is
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in the usual case precisely the accounting data in which the malicious actions are veiled. It is a primary
desire of the perpetrator to present the accounting data so that they do not stand out. Of course this
does not work completely and not every perpetrator has the know-how and organisational capacity to
veil the accounting traces of his actions. Nevertheless not each additional expense and/or small
turnover proceeds have their immediate cause in fraud. The fact that it even shows a classification
result of 79% on the basis of accounting data, can likely be traced back to the allegedly high
correlation of a difficult economic situation, which can be perceived relatively well through the final
statements, and the fraud risk. This link can also be determined through qualitative questions to the
auditor, especially since a difficult economic situation is reflected not only and above all, not

immediately in the financial statements.

The collection of accounting is furthermore very difficult in practice. Normalising the information
and obtaining suitable values, e.g. for branch analysis, requires great expenditure in international

environment.

In consideration of these unequivocal results, the recommendation of the auditing standards is
confirmed, which was to support the assessment of fraud risk on analytical auditing procedures® — at

least with regard to time and branch comparisons of accounting data.

7.4 Stationary Aspect of Fraud
7.4.1 Internationality of fraud

One aim of the work was to make the approach as non-specific as possible with respect to the country.
As a test of the persistence of the approach’s performance under application in international cases, the
learning machine was trained with 100 cases from Germany and Great Britain and then confronted in
a blind test with 15 unknown cases from France, Switzerland, and the Netherlands.” From these 15
cases, eleven were classified with certainty. These eleven cases were classified correctly. Among the
four cases not classified with certainty, only one assessment was actually incorrect. In this way, it was
shown that a machine trained with German and English cases can be used without further hesitation

for cases from France, Switzerland, The Netherlands.

32
Cf. AICPA, Statement on Auditing Standards (SAS 99): Consideration of Fraud in a Financial Statements Audit (status: 2002), Rn. 28 ff.;
IFAC, ISA 240 (rev.), Rn. 53 f.; IDW PS 210, WPg 2003, S. 655 ff., Rn. 44.

3 Up until the tests, these 15 new cases were held secret. The prediction was “blind” and it was guaranteed that the FRAT44-system had
never seen these data before.
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Since the method is based on the principle of identifying fraud patterns, it may be deduced that the
patterns - at least in these EU countries - are very similar. That is even more considerable, as the

economic and legal conditions in the five countries tested differ significantly.
7.4.2 Stationary aspect with regard to the branch, legal structure, company size

The aim of the approach was a correct classification of audit-obligated companies representing
different legal structures, branches, and sizes with regard to their fraud risk. The international auditing
standards presume that the significance of fraud risk-indicators depends on the size, legal structure,

and branch so that putting each of these in relation lastly falls to the auditor.**

Since, with exception of the exclusion of the companies from the financial sector’ , no prescribed
limitations®® existed with regard to branches, legal structures, and sizes, due to the very high
classification result of more than 95 % we concluded that the fraud risk underlying patterns do not

strongly depend on legal structure, branch, or size of the audit-obligated company.
7.4.3 Independency of the type of act

Since fraud-cases are included in the investigation where fraud was evident in the final audit, the type
of act was not decisive for this inclusion. Among the examined cases, all types of irregularities as
balance manipulations, financial losses, and legal violations® (whereby the balance manipulations far
outweighed the others) were relevant to the audit report. As such, the types of acts occurred frequently
in combination with one another which is obvious, since a financial loss is veiled in the annual audit,

and financial losses can result in a balance manipulation.

Therefore the development of special prognosis methods for detecting the various and many
manifestations of fraud seems unnecessary, since the given fraud indicators are obviously clearly

different ‘symptoms’ of the same ‘illness’.

34
Cf. IFAC, ISA 240 a. F., Rn. 36 f.; IFAC, ISA 240 (rev.), Rn. 51 f.

35 . . . . . . .
Due to the very specific nature of processes and financial statement information, companies from the financial sector (banks, insurance

and leasing agencies, etc.) were excluded.

36 s . L . S
Although no limitations were specified, the current number of companies in the population, which is limited to 115 cases, leads to an

actual limitation, because theoretically no statement can be made about branches, legal structures or company sizes that are not
represented in the population. The fact that almost exclusively audit-obliged companies were incorporated in the investigation, limits the
significance to small companies, individual companies, and partnerships. However, since ‘niche’ companies, companies with a majority
of public interest, audit-obligated partnerships, and voluntarily audited corporations (start-up-companies) were also contained in the
population and this did not lead to special difficulties in the collection and classification, the generalized statement concerning stationary
aspect can remain under practical considerations.

37 ¢f. IDW PS 210,WPg 2003, S. 655 ff., Rn. 7 ff.
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7.5 Explanation components

In order to further increase the significance and acceptance of the approach, an explanation component
was created, which mitigates the “black box” character of a sole classification tool.*® For this, different

uses were discussed with regard to their achievability:

(1) A visualisation of the process information relevant to the decision that is also represented in

the survey.

(2) The naming and ranking of questions relevant for the decision according to their result

contribution and
(3) A link based on true values of the applied indicators.

Variant (1) has too little practical use. If only a process step is named in the explanation component,
that may-- depending on the circumstances - reveal no new information for the team; if too much
process information is shown as relevant, this hinders a targeted fraud-risk-oriented set-up of the audit.
Variant (3) is eliminated because the computation time for the exact calculation increases
exponentially with the number of indicators. Heuristic (polynomial) approximations exist for this

problem, but these are not simple to implement and/or adapt to the problem in question.

With the others ruled out, the solution is variant (2), in other words the creation of those questions that
are decisive for the classification. The FRAT44-system generates not only a risk-assessment and a
certainty value, but also makes statements about the decision process through the reproduction of the
questions corresponding to their classification entries. The developed explanation model delivers three

lists:
a) All questions that support the classification,
b) All questions that oppose it, and

¢) Those questions that both support and oppose it .

38 . . . . .
The “Black Box”-character also has advantages: SAS 99, Tz. 50, requires the incorporation of “unforeseeable elements” in the audit

procedures, i.e. audit procedures for subjects at a time and place not required by the client. A similar result can be achieved when one
obtains a classification with no clues it came about. Support-Vector-Machines are deterministic in this case, i. e. in a certain case
constellation, the same classification is always generated. The classification assessment is unequivocal but due to the complexity of the
decision making for the user— is not immediately foreseeable for the audited company.
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In this way, the auditor has the possibility to limit the risk constellation. In particular, if the questions
about “product changes,” “knowledge discharge” and “documentation of access rights to networks and
applications” have supported the classification, this indicates a risk constellation in the area of

“intellectual property”.

7.6 Comparison of German and international auditing standards
7.6.1 Comparison of the results to IDW PS 210.

The IDW PS 210, which passed into legislation on May 8th, 2003, contains an example enumeration of
red flags to be used as a guide by the auditor. This enumeration largely corresponds to the list*
contained in ISA 240 a.F. (alte Fassung: old version) since ISA 240 a.F. and ISA 250 were already
available at the time of development of the survey and were taken into the development version, the

empirical relevance of the fraud indicators of IDW PS 210 can now be checked.

In IDW PS 210 the following red flags are named:

FRAT44*!

Control of the management body by one or several persons... v

... without an effective monitoring unit —

Intransparent organisational structures

Aggressive use of voting rights and interest leeway by the top management

Absence of readiness for the improvement of internal control systems

Unwillingness of the of the top management to correct known mistakes from past years in the
bookkeeping

<] <2/=2]/=21]

Frequent change of personnel in managerial positions

Permanent understaffing of personnel in the bookkeeping department

Frequent change in auditor

<1

Shrinking, stagnating, and also rapidly expanding business activities

Insufficient stocks of capital as well as dependency on individual credit suppliers -

Development of unfavourable results -

Risky revenue sources or increasing percentage of non-operational revenue —

Necessity to compensate profit reductions in operations through special measures

Dependency on a few suppliers or customers

< |

Transactions with substantial profit effects (especially at year-end)

3% Violation of intellectual property (Industry espionage, product piracy).
40 IDW PS 210 replaces ISA 240 and ISA 250 in federal law; cf. WPg 2003, S. 655 ff., Rn. 3.

1 Contained In FRAT44. The result is derived from the comparison of the wording of the question or answer alternative, respectively. If a
red flag is contained by IDW PS 210 in FRAT44 (\/), then it can be considered empirically confirmed, otherwise not (-).
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complicated transactions ...

... or unusual balancing of transactions

Transactions with persons or companies of close standing.

Excessively high expenditures relative to the received service
Expenditure for procurement provisions and for legal or business advising

Deficient recording or documenting of Business transactions

High number of differences between the results of bookkeeping and third-party confirmations

Bookkeeping systems difficult to audit

2l 2|2 22 2|2

Evasive or convoluted responses from legal representatives to questions from the auditor

Legal representatives unwilling to release the previous auditor from his duty to maintain
secrecy at the request of the auditor

<

High performance-dependent remunerations for employees in managing positions

Unreasonably short time to produce the financial statements —

The upper management is under great pressure to fulfil their own expectations for results —
(perhaps which were already published) or those of third parties (e.g. analysts or institutional
investors)

Insufficient effectiveness of the internal revision —

Missing or outdated documentation concerning the set-up of data or programs -

Numerous program changes that are not documented, permitted, or tested —

Official investigations as well as penalty or fine notices —

Payments for unspecified services or loans to advisors or persons of close standing as well as N
company employees or agencies and also persons of close standing to the named circle of
people.

Unusual purchasing or selling prices, high provisions \

Unusual payments in cash, through owner’s checks or to numbered accounts or payments that
lack sufficient documentation of the reason for payment

Unusual transactions with companies in countries with a low tax rate N

Payments to recipients in a country other than the country of origin for the respective good or —
service

Unauthorised or insufficiently documented Transactions v

Unfavourable press reporting —

Diagram 4: Comparison of IDW PS 210 and FRAT 44

Here, 21 of the red flags named in IDW PS 210 were identified as statistically significant (18
statistically insignificant) elements of FRAT44. Although the “measurement” is not exact by counting
questions, this value is very high in comparison to the 15" percentile of relevant questions on the
development questionnaire. The relevant questions show - in terms of their significance or, measured
by score (cf. Table 1) — a relatively equal distribution. Five of the ten most important questions from
the final version of the questionnaire include the red flags from IDW PS 210, whereas the most
important question of FRAT44 “unusual business deals” represents already four red flags from the
auditing standards in its selected form and, with the corresponding answer alternatives, which

underscores the significance of this question.

The other half of the red flags named in IDW PS 210 which were not present in the final version of
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the questionnaire, are not necessarily unimportant. In isolated cases, they may well provide decisive

indications for the detection of irregularities.

7.6.2 A look towards the future: Comparison to ISA 240 (rev.)

ISA 240 (rev.), which became legislation in February 2004, is largely based on the US-American
standard of AICPA (SAS 99) and also contains an enumeration of red flags, which in contrast to the
indicator-list in ISA 240 a.f. follows the Fraud-Triangle principle**: The fraud-risk-factors are outlined
according to incentive, pressure, possibilities to commit the act and signs of an ability to justify the
act. In doing so, the respective indicators for balance manipulations and financial losses were provided

separately.

From the 44 factors which indicate a risk of balance manipulations, 37 were contained in development
version of the survey; from the 23 risk factors which could occur in connection with financial losses,

19 were represented in the development version.

The risk indicators not contained in the development version have almost exclusively to do with
questions that are theoretically deceitful and known in literature, but are difficult to locate within the

scope of an annual audit and therefore were not included in the formation of the development survey.

From the red flags pointing to balance manipulations, 19 were shown to be empirically relevant
through their presence in the final version of the survey (FRAT44).* From the fraud-risk-indicators
according to ISA 240 (rev.), only three were found to be decision-relevant in the final version of

FRAT44.

The reasons for this could be manifold. A main cause is certainly that the indicators suggested in the
standards can indeed be answered theoretically but not necessarily in practice. When is the border
crossed at which differentiated structures are not yet unusual in terms of business, aim, or legal

formations?

This example makes the problem of checklists clear, namely that many questions can be widely
interpreted. Even the selection of standardised answer alternatives (not mentioned by professional

standards) and their evaluation in the expert dialogue cannot — as the practical data collection showed

2 Cf. IFAC, ISA 240 (rev.), Appendix 1.
4 Of course those questions not contained in the development version of the survey could also be evaluated.
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— entirely eliminate this assessment problem. After all, the auditor is reliant here on his duty-bound

judgment.**

Development
ISA 240 Version of the FRAT44
(rev.)
survey
Indicators for balance manipulation 44 37 19
Indicators for financial loss 23 19 3

Table 2 Comparison of the red flags in ISA 240 (rev.)/SAS 99* with FRAT44

Even though the majority of the fraud-risk indicators prescribed by the standards were shown to be not
empirically suitable for a concrete measurement of risk, these red flags can nonetheless provide ‘food-
for-thought” for the audit, e.g. during the discussion within the audit team about the fraud
susceptibility of the audited company™. This significance should not be underestimated since an

annual audit is primarily an intellectual task.
8. Result

ISA 240 (rev.) assumes that combining fraud-risk indicators in an effective prediction model is not
easy.” FRAT44 provides evidence that such a combination is possible and effective. While it requires
an empirical approach based on many suitable indicators and highly developed mathematical-

statistical methods, the necessary information can be derived from appropriate red flags.

Using machine learning methods and information available within the scope of an annual audit, FRAT
shows the possibility to identify fraud patterns with more than 95 % certainty and to limit the risk

constellation.

The investigation shows that machine learning methods deliver excellent results for audit applications,

i.e. for classification decisions with uncertain decision criteria, as they are capable to extract a

4 Cf. IFAC, ISA 240 (rev.), Rn. 50.

> The list in ISA 240 (rev.) is with exception of four additional indicators identical to the fraud risk-factors provided in the appendix to
SAS 99, which served as a model for ISA 240 (rev.).
46 Cf. IFAC, ISA 240 (rev.), Rn. 27-32.
4T Cf. IFAC, ISA 240 (rev.), Rn. 50.
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maximum amount of decision-relevant information through pattern identification from the available

data.

Due to the empirical basis, the use of machine learning methods leads to objectification of risk

assessment.

Because the fraud-risk approach makes assessments by identifying fraud patterns, the auditing process
includes an (early) warning system; in case of a definite fraud classification, the auditing team must
check whether the selected auditing approach is appropriate for the fraud risk level. Where applicable,

the team must adapt the audit procedures — including calling in forensic specialists, if necessary.

As such, FRAT44 represents a fraud-specific auditing instrument in context with other audit

procedures.

This provides a contribution towards the reduction of the so-called “performance gap” as a part of the
expectation gap*’. FRAT44 can contribute to an earlier detection of fraud cases than has been possible

to date.

The expectation gap is--according to general understanding--composed on the one hand from a performance gap for which the auditor is
responsible and on the other hand from an unjustifiably high public expectation; cf. Schruff, Aus der Facharbeit des IDW, WPg 2004, S. 455.
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