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ABSTRACT

The technological advancements of virtual assets are growing exponentially in numbers now
providing better security and enhanced privacy for its users. Furthermore, users may scramble
and tumble virtual assets disguising their records of transactions. Innovations such as these
although allow users to enjoy enhanced privacy in a world of constant supervision and
“liberalization” of currency from the state, has however also opened a milieu for criminals to
operate in, allowing money laundering, terrorism financing, tax and sanctions evasion, and
other financial crimes to go unnoticed.

In that regard, this thesis focuses on how the European Union has managed to catch up with
the continuous innovations in virtual assets in terms of managing to rein in and regulate the
market.

Keywords: Financial crimes, anti-money laundering, cryptocurrencies, compliance.



SUMMARY

The survival and the boom of virtual assets have managed to bring them to popular and
mainstream use. One of the biggest concerns for the virtual asset holder however has been its
total lack of privacy due to blockchain technology which stores virtual assets' transaction
history and acts as a ledger.

As virtual assets have become more and more widespread, even attaining the title of the
national currency in certain jurisdictions, the lack of anonymity and security it displays has
become a matter of great concern. This has resulted in innovations in transaction methods and
virtual asset types and blockchain technology resulting in increased access to the wider
populace and increased anonymity and security for their concerned users from third parties and
bad actors. However, virtual asset advancements cannot be assessed without additionally
examining blockchain advancements due to their interlinked nature, resulting in further
analysis on how smart contracts have affected the evolution of virtual assets themselves.

The paper analyses the evolution of the EU's attention on developments regarding
virtual assets. The paper recognises that virtual assets are becoming more integrated within the
legislative framework of the EU. This integration has happened at multiple stages, starting from
seemingly ignoring the new technology to developing a legislative framework for the virtual
asset market through a new and comprehensive Regulation. A step of this evolution is ongoing
at the time of the writing of this paper. However, this evolution has happened at various stages,
such as the inclusion of virtual assets within the scope of the EU’s Anti Money Laundering
framework through amendments of its Directive on money laundering prevention. The paper
explores the variety of financial crimes that have been granted new techniques and
environments, and analyses how the evolution of the EU’s integration of virtual assets within
its legal framework responds to the financial crime risks.

This paper shall focus on how the EU’s legislative framework has managed to respond
with innovations such as decentralised exchanges, unhosted wallets, and crypto
tumblers/scramblers. However, as the EU has left a significant segment of the virtual asset
market unregulated, the member states have maintained their competence to fill in the gaps. As
a result, examples from how some of the member states have managed to regulate virtual assets
will be used to analyse if they should be adopted as an EU-wide policy. For additional
perspective regulatory methods of virtual assets in the USA will be also taken into
consideration.
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CHAPTER |
VIRTUAL ASSETS AND THEIR USES

INTRODUCTION

Financial crimes such as money laundering not only enable bad actors with legitimate
appearing funds but also damages the country’s economical, and social well-being as the funds
may be used to finance terrorist activity, human and drug trafficking, smuggling, or other illicit
activities.! Therefore, combating money laundering is one of the most effective means of
opposing these forms of criminal activities which constitute a particular threat to Member
States' societies.?

Historically within the EU/Economic Community combating financial crimes has been
the member states' competence. However, in 1991 the first anti-money laundering (hereinafter
AML) Directive was introduced in an attempt to harmonise the regulative framework and adopt
coordinated measures.® This was due to the Union becoming aware that single market and
integrated financial systems are incomplete and inconsistent without measures ensuring that
the provided freedoms will not be abused.* Similarly, with tax evasion, after recognizing the
international nature of the problem and acknowledging that “national measures, whose effect
does not extend beyond national frontiers, are insufficient; whereas collaboration between
administrations based on bilateral agreements is also unable to counter new forms of tax
evasion and avoidance, which are increasingly assuming a multinational character” bringing in
to a conclusion where the competence of collaboration with tax authorities must be delegated
to the Union resulting in the formation of the Council Directive of 19 December 1977
concerning mutual assistance by the competent authorities of the Member States in the field of
direct taxation (77/799/EEC).>

Due to the multi-faceted and multi-national nature of financial crimes, the
implementation of methods of detection has remained a challenge. The rise of virtual assets
has allowed yet another habitat for criminals to take advantage of and flourish in. This is due
to virtual assets being recognized as a national currency and as a legal tender in certain
jurisdictions while simultaneously maintaining their legal ambiguity to some extent in others.%’

This research aims to answer three questions: First, how has the EU’s attempts to
regulate virtual assets evolved? Second, are the measures taken to mitigate the risk of financial

! Financial Action Task Force. “Money laundering”. Accessed November 20, 2021. Available on:
https://www.fatf-gafi.org/fag/moneylaundering/.

2 Council Directive 91/308/EEC of 10 June 1991 on prevention of the use of the financial system for the purpose
of money laundering OJ L 166, 28/06/1991 P. 77 — 83. Available on: http://data.europa.eu/eli/dir/1991/308/0j.
Accessed November 20, 2021.

3 Directive 91/308/EEC.

41d.

5 Supra note 3.

® The New York Times associated press, “El Salvador Becomes First Nation to Make Bitcoin Legal Tender.” The
New York Times. Published on: 09.06.2021. https://www.nytimes.com/2021/06/09/world/americas/salvador-
bitcoin.html.

" European Securities and Markets Authority, >’Advice on Initial Coin Offerings and Crypto-Assets.”” Report
published on 9th of January 2019, ESMA50-157-1391. P.18.

Auvailable at: https://www.esma.europa.eu/document/advice-initial-coin-offerings-and-crypto-assets.
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crimes technologically neutral? Third, is the EU legislation evolving in the right direction,
which is mitigating and countering financial crimes in a new environment to combat the misuse
of new technologies that circumvent traditional supervision measures in anti-money
laundering?

Before exploring these questions, the paper elaborates on technological innovations
introduced after Bitcoin entered the playing field, and what economic implications for
developments in sustainability, financial management, and business models have been
rendered and conceptualised, underlining the importance of regulating virtual asset and the
market they operate within without providing hurdles for continued development within the
EU.

The analysis will be conducted by investigating the EU's legal development and its
institutional responses on the issue of virtual assets. This research will be juxtaposed to the
technical developments of virtual assets to determine whether or not the EU’s legislative
response has taken into consideration the technical challenges blockchain technology and its
decentralised elements create in regulating and enforcing legislation. Furthermore, the
technological neutrality of the EU’s responses will be taken into consideration.

This paper conducts qualitative research and uses methodologies of interdisciplinary
and empirical research methods as the paper analyses the perspective of the EU’s regulatory
policy in response to developments of virtual asset technology, its implications on global
sustainability and economic developments, focusing on both sides of the coin - financial
innovation and financial crimes. The paper further focuses and provides analysis of the EU’s
regulatory evolution in integrating virtual assets in its legislative framework with two goals:

1. Countering the use of virtual assets in financial crime and ensuring a safe market for
consumers, investors and developers;

2. Establishing a coordinated legislative framework for virtual assets to counter
legislative fragmentation among member states.

Furthermore, the paper has been divided into three separate parts. In the first part,
elements of virtual assets will be investigated and implications of virtual asset integration
within the global sustainability context are explored. In the second part, the EU's necessary
legislative information, loopholes, financial crime risks and key points of response will be
analysed, ascertaining whether or not the EU has managed to successfully regulate the
decentralised elements of the virtual asset market, and what are the ongoing plans of action in
regards to further regulation and supervision through developing the AML directive and the
proposal of regulating the virtual asset market with the European Commission’s proposed
Markets in Crypto-assets regulation (hereinafter the MiCa regulation) for virtual assets and
their service providers.® The paper recognizes the fact that the MiCa proposal has been
internationally recognised as bespoke and comprehensive,® with the potential of setting global

8 European Commission, Proposal for a Regulation of the European Parliament and of the Council on Markets in
Crypto-assets, and amending Directive (EU) 2019/1937. COM/2020/593 final. Brussels, 24.9.2020.

o Vermaak, Werner. “MiCA: A Guide to the EU’s Proposed Markets in Crypto-Assets Regulation.” Sygna.
Available on: https://www.sygna.io/blog/what-is-mica-markets-in-crypto-assets-eu-regulation-guide/.
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standards.? In the last part, the conclusion of the analysis with an overview of discoveries will
be provided.

This paper was limited in the use of quantitative data regarding virtual assets and their
functioning within the EU financial market as quantitative research regarding virtual asset
related crimes is highly limited. In the cases of it being available it is too broad and unreliable.
For example, in 2019, an analysis of various empirical studies identified that the rate of Bitcoin
transactions that are connected to illicit activities falls between 1 % and 46 % of the
transactions.'! While such data is being used, the paper identifies the broadness of it. However,
as the market grows in regulation, qualitative research on the effect of regulation on the market
will deepen as finance, legal and computer technology scholars will research this area through
a quantitative approach while international relations scholars would focus on the political
ramifications. Additionally, more doctrinal research can be conducted in the future with the
increase of available case laws and as the financial sector will likely grow more digital and
older legal doctrines will need to be examined in their functioning in the modern context, an
example being the role of institutions within the digital market.

1. TYPES AND USES OF VIRTUAL ASSETS

The inception of the current mainstream virtual asset market can be traced to the launch of
Bitcoin in 2009 from which it slowly began attaining monetary value, finally reaching its
current status where it is regarded as a legal tender in some jurisdictions. %13

As a result of the worldwide general accessibility of the virtual asset and the legal void,
they have operated in, within their jurisdictions multiple regulators have begun asserting their
authority by defining and categorising virtual assets, creating a complex and disharmonized
legal milieu where there is no general consensus on the definition of virtual asset.'*

While commonly accepted definitions of virtual currencies or virtual assets have yet to
be established,*® the EU provides the following definitions within its regulatory framework.
Within the EU, the European Banking Authority (hereinafter the EBA) has defined virtual asset
as “a digital asset that may depend on cryptography and exists on a distributed ledger” while
in the proposed MiCa regulation, virtual assets are defined as “a digital representation of value
or rights which may be transferred and stored electronically, using distributed ledger

10 Dashveenjit Kaur, “EU lawmakers approved a crypto legislation. Here’s how it plans to regulate digital assets.”
Techhg. Published on: 21.03.2022. Available on: https://techhg.com/2022/03/eu-lawmakers-approved-a-crypto-
legislation-heres-how-it-plans-to-regulate-digital-assets/. Accessed: 19.04.2022.

11 Infra note 124.

12 piergiorgio Valente, 'Bitcoin and Virtual Currencies Are Real: Are Regulators Still Virtual?', (2018), 46,
Intertax, Issue 6, pp. 541-542. Auvailable at:
https://kluwerlawonline.com/journalarticle/Intertax/46.6/TAX12018055.

13 Supra note 7.

14 Deloitte, “Market Manipulation in Digital Assets,” March 2021. Deloitte, p.4. Available at:
https://www?.deloitte.com/content/dam/Deloitte/global/Documents/Financial -Services/gx-design-market-
manipulation-in-digital-assets-whitepaper-v2-1.pdf.

15 FI Sweden Supervision Report. “Financial instruments with crypto assets as underlying asset.” Report Nr 21.
Accessed 22 February 2021 p.4. Available at: https://www.fi.se/en/published/reports/supervision-reports/2021/fi-
supervision-report-21-financial-instruments-with-crypto-assets-as-underlying-asset/.
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technology or similar technology”.'®’ Meanwhile, in the Directive (EU) 2015/849 of the
European Parliaments and of the Council of 20 May 2015 on the prevention of the use of the
financial system for the purposes of money laundering or terrorist financing, amending
Regulation (EU) No 648/2012 of the European Parliament and of the Council (hereinafter
AMLD 5), defines virtual assets by what they have in common and what separates them from
other electronic assets such as e-money and central bank digital currency.'® The Directive
establishes the following in order for assets to be regarded as a virtual asset:

a) Value is not issued or guaranteed by a central bank or a public authority;
b) Not attached to a legally established currency;

C) Does not possess a legal status of currency or money;

d) Accepted by natural or legal persons as a means of exchange;

e) Can be transferred, stored, and traded electronically.*®

Researchers point out that virtual asset are not fulfilling traditional fiat money functions
well, and can be understood and classified as “speculative assets expected to yield returns only
as a result of capital gains.”*?° The reality of the virtual asset field is that numerous innovations
are introduced on a monthly basis in the terms of new products that are designed with the
combinations of various features of virtual asset technologies and distributed ledgers.?
However, researchers distribute between two general categories of virtual assets and underline
the importance of the distinction for the purposes of regulating and supervising the realm of
virtual assets.? First, the category that is most similar to currencies - virtual assets, and second,
initial coin offerings (ICOs), which resemble fundraising for institutions or networks with the
promises of services in the future.?® They further identify service providers - virtual asset
exchanges and wallet providers as significant in the context of regulation and supervision as
these are the entities allowing the exchange of fiat currency for virtual assets, providing
brokerage services and holding of wallet keys.?* This paper focuses specifically on the use of
virtual asset, further elaborating on virtual assets as a product of evolving technology and the
issues that arise, and the entities operating within the market of virtual assets.

According to the Policy Contribution delivered at the request of the Austrian Presidency
of the Council of the European Union for the informal ECOFIN meeting of EU finance

16 European Banking Authority, “EBA reports on crypto-assets.” 09.01.2019. Available at:

https://www.eba.europa.eu/eba-reports-on-crypto-assets.

17 Proposal for the MiCa regulation.

18 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive
(EU) 2015/849 on the prevention of the use of the financial system for the purposes of money laundering or
terrorist financing, and amending Directives 2009/138/EC and 2013/36/EU. OJ L 156, 19.6.2018, p. 43-74.
Available at: http://data.europa.eu/eli/dir/2018/843/0j.

19 1d. Amendments to Article 3(d).

20 Grégory Claeys, Maria Demertzis and Konstantinos Efstathiou, ¢’Cryptocurrencies and monetary policy,”’
Bruegel Policy Contribution, N0.2018/10. (2018) Bruegel, Brussels.

2 d.

22 Maria Demertzis; Guntram B. Wolff, “’The economic potential and risks of crypto assets: Is a regulatory
framework needed?’” Bruegel Policy Contribution, N0.2018/14. (2018) Bruegel, Brussels.

23

o
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ministers and central bank governors in September 2018,%° among the key public policy
questions that the paper explores, concerning the developments of virtual assets and the
blockchain technology are their economic implications and potential within the advanced
financial systems already present, the question of best practices in combating illegal activity,
and how to integrate blockchain applications within the existing legal framework.?® This paper
shall explore the identified territories.

1.1  Types of virtual asset

The progress of financial technology in the virtual asset market has in turn resulted in an
increased need from investors and consumers to diversify the utility of virtual assets. As a
result, different types of virtual assets have been developed to meet the specific demands of
buyers. The most significant part of all virtual assets are virtual assets, with Bitcoin being the
prominent one, and as such, the most significant part of the market capitalization of virtual
asset is connected to Bitcoin. Hence, besides being a tool for the transaction of funds, the most
popular virtual asset, Bitcoin is mainly regarded as a “digital gold” and used to store the value
of their virtual investments.?’” Alternative types of categories for virtual assets include
Stablecoins, decentralised smart contract platforms, governance tokens, native exchange
tokens, cross chain protocol tokens, banker’s coins, privacy coins and meme coins.

1.11 Stablecoins

Stablecoins are virtual assets that generally have their value tied to another asset such as a
currency or valuable minerals i.e., gold.?® This is done so to provide the buyers with breathing
room in an extremely volatile and unregulated market where the prices are especially
susceptible to short-term volatilities.?° By providing the buyers with a coin they can cash their
investments in without withdrawing funds in fiat currency, stablecoins have managed to
maintain access to virtual assets for the general public by lowering the volatility of the general
market and by acting as a bridge between virtual assets and fiat currencies. The role of
stablecoins has further been emphasised as the number of transactions in virtual asset increases
making a coin immune to virtual assets volatility necessary for buyers to conduct daily
transactions and commercial exchanges.*°

Stablecoin taxonomy can be divided into four separate categories: Fiat collateralized
stablecoins, virtual asset backed stablecoins, commodity-backed stablecoins, and non-

% Maria Demertzis; Guntram B. Wolff, ’The economic potential and risks of crypto assets: Is a regulatory
framework needed?”’

% d.

Z"Marion Laboure, “Bitcoin could potentially become the 21st century gold.” Deutsche Bank. Available at:
https://www.db.com/what-next/digital-disruption/dossier-payments/i-could-potentially-see-bitcoin-to-become-
the-21st-century-gold.

BAlyssa Hertig, “What Is a Stablecoin?” CoinDesk. Last updated 09.03.2022. Available
at:https://www.coindesk.com/learn/what-is-a-stablecoin/. Accessed: 21.04.2022.

2 1d.

30Nasdagq. “Bitcoin Estimated Transaction Volume USD.” Available at:
https://data.nasdag.com/data/BCHAIN/ETRVU-bitcoin-estimated-transaction-volume-usd. Accessed:
21.04.2022.
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collateralized stablecoins. As their names suggest, these stablecoins are either tied to another
asset or alternatively rely on computational algorithms.3!

1.1.2 Governance & Native exchange token

For exchanges to establish decentralisation, a democratisation of the decision-making process
decision-making must be established. Within Proof-of-Stake (PoS) systems to ensure that the
decisions are made by only those who have a genuine interest in the exchange’s potential,
governance tokens are established and distributed, creating a democracy where each token
represents one vote on how the exchange should shape to best satisfy its client’s needs. The
decentralised governance enabled by smart contracts has led to the formation of Decentralised
autonomous organisations (DAQOs) where traditional hierarchical organisations are instead
replaced by democratised voting systems where every action of the organisation may be
inspected by anyone due to the transparent nature of the blockchain.*?

Alternatively, centralised exchanges distribute their own utility tokens which although
do not provide any decision-making rights to their owners they, nonetheless, provide utility in
a sense that they are incentivized by that exchange via lower transaction fees and reward
programmes.

1.1.3 Banker’s coin

One of the benefits of virtual assets have been their faster transactions and lower costs making
them a more attractive alternative compared to that of traditional banks. For this reason, coins
such as Ripple networks XRP coin have been named as banker’s coins as they have created an
alternative cross-border transactions system exceeding the capabilities of Swift and even the
upgraded Swift-go system.3* However, compared to the Swift system which acts via
correspondent banking accounts that financial institutions hold within each other, Ripple has
the ability to send XRPs user to user, without the use of intermediaries as gateways. Due to its
significant advantages over traditional systems, financial institutions such as Santandar, Axis
Bank and Yes Bank have already begun incorporating the Ripple system.*®

114 Smart contract platforms & Cross-chain protocol tokens

The term smart contract has been coined by legal scholar and computer scientist Nick Szabo
who called the computer programs which are capable of automatically and autonomously
executing an action or even a protocol after a set of conditions "has been fulfilled by parties as

31 Alyssa Hertig, “What Is a Stablecoin?” CoinDesk.

32 Ethereum.org. “Decentralized autonomous organizations (DAOs).” https:/ethereum.org/en/dao/. Accessed:
21.04.2022.

3 Binance. “Benefits of BNB.” https://www.binance.com/en/bnb. Accessed: 21.04.2022.

3 David Rodeck and Johan Schmidt, “Meet Ripple & XRP, Cryptocurrency For Banks.” Published: 12.04.2022.
Forbes.  Available at:  https://www.forbes.com/uk/advisor/investing/cryptocurrency/what-is-ripple-xrp/.
Accessed: 21.04.2022.

3 1d.
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smart contracts due to their substantial functionality compared to their “inanimate paper-based
ancestors” and their considerable potential for even further development.3%37

Technologies such as point of sale terminals, credit card terminals can be regarded as a
crude version of smart contracts as the purpose of a smart contract is to satisfy contractual
conditions by minimising both intentional or unintentional deviations with the help of a
computerised transaction protocol that executes the terms of a contract and replaces the need
for trusted intermediaries.®

Blockchains such as Ethereum have managed to process smart contracts by integrating
an Ethereum Virtual Machine (EVM).® Furthermore, by combining smart contracts with a
frontend user interface one can create digital decentralised applications (DAPP) running on top
of Ethereum blockchains.®® The increase of types of DAPPs available and due to their
permissionless and transparent nature, meaning that anyone can create a DAPP using EVM
while directly copying the code from another developer has led to the iteration of Web3, an
existence of a separate digital milieu based on blockchain technology.*4> With the help of
Cosmos APK developers are no longer limited by Ethereum to build their smart contracts and
DAPPs on but are now able to create their own separate customised blockchains to meet their
own specific needs.*® To further realise the “internet of blockchains” of connecting all
blockchains under one ecosystem a new innovative modular architecture and Intfor-Blockchain
Communication protocol (IBC) has been designed.*

1.15 Privacy coin

As user’s transaction history is publicly displayed due to the transparent nature of blockchain,
a need for privacy-enhanced virtual asset have risen to obfuscate the transaction information
on the blockchain.* Privacy tokens such as Z-cash and monero enable the user’s to opt-in for
an anonymous address providing the user with the privacy sufficient privacy to hide the
transaction amount and parties to the transaction.*®

36 Ethereum.org, “Introduction to smart contracts.” Ethereum. Published: 14.04.2022. Available on:
https://ethereum.org/en/smart-contracts/. Accessed: 21.04.2022.

87 Nick Szabo, “Smart Contracts: Building Blocks for Digital Markets” 1996. Available on:
https://www.fon.hum.uva.nl/rob/Courses/InformationinSpeech/CDROM/L iterature/L OTwinterschool2006/szab
0.best.vwh.net/smart_contracts_2.html. Accessed: 21.04.2022.

% d.

3% Ethereum.org, Ethereum Virtual Machine (EVM). Ethereum. Last edited: 11.04.2022 Available on:
https://ethereum.org/en/developers/docs/evm/. Accessed: 21.04.2022.

40 d.

4 Ethereum.org, “Introduction to dapps.” FEthereum. Last edited on: 11.04.2022. Available on:
https://ethereum.org/en/developers/docs/dapps/. Accessed: 21.04.2022

4 FEthereum.org, “Web2 vs  Web3.” Last edited on: 12.04.2022.  Available  on:
https://ethereum.org/en/developers/docs/web2-vs-web3/. Accessed: 21.04.2022.

43 Cosmos Network, “What is Cosmos?” Available on: https://v1.cosmos.network/intro. Accessed: 21.04.2022.

41d.

% Paul Kim, “Privacy coins are cryptocurrencies that can be traded anonymously.” Business Insider. Available

on: https://www.businessinsider.com/personal-finance/privacy-coins?r=US&IR=T. Accessed: 21.04.2022.
46
Id.
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Another alternative for users to pursue is to use coinmixers in order to obfuscate the
parties of the transaction the mixer blends users' coins in a pool of other virtual asset thus
obfuscating the transaction history of the token.*’

1.1.6 Meme coins

Meme coins are virtual assets based on internet memes resulting in the creation of a highly
volatile and unpredictable market due to their extremely speculative nature. Its value is
commonly dependent on its community and public endorsement.*8

1.2 Types of wallets

On that note, it is best to keep in mind that wallets are another method for users to maintain
their privacy as they no longer need to store their virtual assets in a Know-Your-Customer
(KYC) compliant exchanges but may choose a variety of different types and categories to
alternatively store their virtual wealth.*®

Hosted wallets are provided when one creates an account for an exchange which then
proceeds to act as a custodian for the user’s virtual asset. The drawback of this type of wallet
is its lack of anonymity as exchanges are KYC-compliant and may even freeze users’ assets if
requested by law enforcement.

Unlike hosted wallets, in unhosted wallets, the users themselves are in the possession
of their assets. By bypassing the need to host assets in a KYC-compliant exchange, the user is
in effect obfuscating their ownership of their wallet, making it difficult for anyone to determine
them being the owner of the wallet.>

However, to ensure total control, security, and privacy of their wallets, users may opt-
in to instead use cold wallets. By doing this they choose to trade conveniences provided by
online wallets in exchange for the security provided by offline physical devices such as
hardware that acts similarly to a flash drive or even a piece of paper printed out with the
encryption data, essentially ensuring physical control of one's virtual assets.>

2. THE BENEFITS OF VIRTUAL ASSETS RELATED TECHNOLOGIES

47 Paul Kim, “Privacy coins are cryptocurrencies that can be traded anonymously.”

8 Binance, “What Are Meme Coins?” Published: 15.11.2021 and last updated 22.03.2022. Available at:
https://academy.binance.com/en/articles/what-are-meme-coins. Accessed: 21.04.2022.

49 Binance.com, “What Is a Crypto Wallet?” Published: 18.06.2019 and last updated 22.03.2022. Available at:
https://academy.binance.com/en/articles/crypto-wallet-types-explained. Accessed: 21.04.2022.

0 The U.S. Department of the Treasury, Frequently asked questions regarding the “Requirements for Certain
Transactions Involving Certain Convertible Virtual Currency or Digital Assets.” December 18.12.2020. Available
at:

https://home.treasury.gov/system/files/136/2020-12-18-FAQs.pdf.
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52 Jon Martindale, “The Best Crypto Wallets For Storing Bitcoin, Ethereum, Dogecoin And More.” Forbes.
Published: 19.07.2021. Available at: https://www.forbes.com/sites/forbes-personal-shopper/2021/07/19/best-
crypto-wallet/. Accessed: 21.04.2022.
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Academics and practitioners alike describe the financial innovations as revolutionary to how
humans have learned to handle transactions, and argue that the existing systems for commerce
and exchange of value are at risk of falling apart.>>* At the same time, they argue that these
technologies are opening various doors that were previously closed and optimising already
existing concepts in finance and provide significant benefits due to the economic implications
of the technology. Modern innovations in digital finance hold the potential to revolutionise
finance, and aid businesses and consumers alike, especially after being witnesses to the rapid
nature of digitalisation of processes within the 2 years of the Covid-19 pandemic, and the prior
developments.®® Blockchain and virtual asset related technologies have become flagships in
the development of the FinTech industry.® While the chapter explores various applications of
virtual assets and transformations of financial processes that emerge, the overall potential is
difficult to overstate.’” It is important to underline that the digitalisation of finance aids in
decreasing levels of global poverty while providing access to financial services to a larger
number of individuals and provides alternatives to managing personal finance and business
cash flow in an alternative way in regions in crisis or lacking development.>® That could be,
regions in war or occupation, characterised by unstable governance or a poor financial
infrastructure whatever the reason may be.

2.1 Finance innovations and Sustainable Development

The technologies that have emerged since the introduction of blockchain and virtual assets
allow for innovative business models to operate facilitating innovations in other sectors and the
general economic welfare of societies. The significantly impactful increase in access to
financial services aligns with the sustainable development goals of decreasing global levels of
poverty and increasing global economic developments. This chapter explores the various
technical elements that the technology enables and identifies their impact.

2.1.1 Financial innovations

With Bitcoin becoming more and more mainstream and new virtual assets being developed and
released, the virtual asset has managed to become an attractive environment for the financial
technology industry to expand. With the help of decentralised blockchain innovations this
expansion has proven to be a success as currently parallel to traditional investment and trading

%3 Dirk Andreas Zetzsche and Ross P. Buckley and Douglas W. Arner and Linus Fohr, “The ICO Gold Rush: It's
a Scam, It's a Bubble, It's a Super Challenge for Regulators,” Written on: 24.07.2018. University of Luxembourg
Law Working Paper No. 11/2017, UNSW Law Research Paper No. 17-83, University of Hong Kong Faculty of
Law Research Paper No. 2017/035, European Banking Institute Working Paper Series 18/2018, Harvard
International Law Journal, Vol. 63, No. 2, 2019, Available at SSRN: https://ssrn.com/abstract=3072298.

% Iris H-Y Chiu, “A New Era in FinTech Payment Innovations? A Perspective from the Institutions and
Regulation of Payment Systems,” Law, Innovation and Technology: (2017) 9(2) 190.

% Institute of International Finance / Deloitte, ‘Realizing the Digital Promise: Part 1’ (2020) IIF / Deloitte Study,
4. Available on: https://www?.deloitte.com/global/en/pages/financial-services/articles/realizing-the-digital-
promise.html. Accessed: 22.03.2022.
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% The World Bank, “Digital Finance: Empowering the Poor via New Technologies.” Published: 10.04.2014.
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methods such as derivatives, margin trading, and funds, one can alternatively invest in virtual
asset by the following methods:>°

e Yield farming

Yield farming enables the buyers to earn passive income by storing their virtual assets
in a pool which similarly to banks uses the stored assets to credit loans. Buyers are then
rewarded with a portion of the interest rate.

e Liquidity mining

By pairing their virtual assets into another virtual asset such as Bitcoin and USDC-
stablecoin and locking them in a liquidity pool, users are rewarded with transaction fees
collected from the invested coin pair.®*

e Staking

Buyers who lock their virtual assets in a staking pool are rewarded as their assets are
being used to create new virtual asset and maintain network security.®?

e Airdrops

Method for projects to reward their users by providing them free virtual assets in order
to raise awareness of upcoming projects and services.®?

e Crypto synthetic asset

Synthetic assets enable investments in the tokenized representation of forex exchanges
of real-life currencies and stock markets possible.® This allows the user’s to invest in synthetic
stocks and currencies without the need of withdrawing the funds into fiat currency. Additional
benefits of synthetic assets are its global access as only an internet connection is needed and
its ease of transfer as users can easily transfer funds from wallet to wallet or even switch
between different types of equities, synthetic currencies, or other different types of assets.
Clearly, the way investing is being conducted has been transformed by virtual asset
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technologies, and new doors have been opened. However, the technology allows for
transformations in other fields as well.®

The paragraphs above point out in specific detail what techniques have already been
identified within the modern investing and finance sector based on the innovations that have
emerged since decentralised blockchain innovations emerged on the playing field. The
innovations bring forth opportunities for virtual asset technology enthusiasts, hardware and
software developers, investors, and companies as an increasing amount of digital solutions are
developed by established companies and startups. Yet, the innovations since Bitcoin was
developed in 2009 have been identified to transform already existing financial concepts as well.
The following sub-chapters explore the various points of finance, where virtual asset related
technologies have generated significant transformations, indicating a part of their impact.

2.1.2 Micropayment-friendly finance systems

The emergence of Bitcoin and technologies since have been generating economic implications
through the provision of technical solutions that influence the general handling of finance.
Payments in virtual assets such as Bitcoin may be made up to the eight decimal point, and
without the fixed transaction fees that exist in regular fiat currency systems.%® Companies and
web analysts underline that this innovation is helpful in the digital realm for access to
paywalled content like education courses, blog posts, music, movies, and others of the sort,
providing changes in how subscription-based services may be handled.®’

This development seems to imply that subscription-based services could be paid for
outside of the ‘all or nothing’ access that is so common apart from free trials, as micropayment
infrastructure without significant transaction costs would facilitate the environment in which a
specific article, video or a specific part of an educational course could be purchased.®® This
change might affect business models that operate within the mentioned fields. Granted, the
computing power to process payments increase other costs, e.g. consumption of energy, which
fiat money transactions do not to the same extent, which combined with the environmental
costs of proof-of-work virtual asset mining raise concerns and ought to be mitigated in the case
of this development.®® However, the possibility for effective use of micropayments has
emerged, which had been heavily strained before the technologies that were introduced with
the emergence of Bitcoin.

2.1.3 Ease of accessibility

One of the benefits of virtual asset technology is its accessibility. This transformation caused
by virtual assets in the handling of finance holds potential for facilitating access to transactions
in the developing world with limited access to banking services, but with access to mobile

8 Coinbase. “Around the Block #8: The promise and potential of synthetic assets.”
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networks, presenting a way to conduct global payments and transfers as well as storing funds.’®
This is useful for a plethora of reasons. One of these reasons is the greatly increased access to
financial services, with the only requirements being - access to the internet on some piece of
technology and knowledge on how to open an account. The growth of mobile connectivity to
digital services combined with these FinTech developments change the playing field
fundamentally.

Developing regions might find themselves with a means to access connectivity to what
have been traditionally services of banks, for example - the sub-Saharan Africa region.”* For
example, individuals are granted another way for remittance,’? as the technologies grant an
easy and fast way of sending money home to countries in which bank branches are sparse.
Furthermore, in theory, a person connected to a mobile network provided by a state company
or by means such as Starlink stations provided by Elon Musk’s company or an organisation
aiding regions in crisis would have the possibility to conduct payments for services that would
be relevant for their situation even in the case of traditional banking systems not operating
within their country or being disrupted in functionality by an aggressive actor, terrorist forces
or a foreign military occupation as examples.”® These developments are underlined when
considering the context of sustainable development and the, at the time of writing this paper,
the ongoing war against Ukraine.

214 An alternative in financially unstable regions

Furthermore, an economic implication of this technology is that the technology may be used
by citizens of countries in financial crises that are experiencing hyperinflation.” Even if virtual
assets fluctuate in value frequently and can be deemed unstable, some economies crumble and
their currencies are even less reliable.” As such, citizens of such countries might choose to
handle finance in virtual assets. However, this development requires a certain amount of digital
literacy within the region, country, or city in question. An important factor would be that
businesses in these regions would follow the trend as well. However, to take the leap from a
crumbling currency and/or unreliable financial institutions to a virtual asset is indeed logical
under the right circumstances.

Furthermore, the previously described ease of accessibility, that comes along with the
use of virtual asset technology, makes this leap easier with financial technology applications
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Legal Framework.” Indiana Journal of Global Legal Studies 21, no. 1 (2014): 335-68.
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available on any device with access to the internet, as described before. This is an economic
implication that would be of benefit to the developing world and economically unstable regions
directly. Yet, it is to be underlined that the developments based on virtual asset technologies
are not the ultimate solution for hyperinflation and unstable economies in the developing
world.”® However, the technology does indeed allow for alternative means of handling finance,
provided that there is sufficient digital knowledge and access to the internet, which may be
recognised as points of facilitation in relevant regions through the work of organisations and
companies that work on these causes.’’

As such, the communities of developing and underdeveloped regions, as well as regions
in crisis, have been identified as potential beneficiaries of further developments of virtual asset
related technology and their integration. The scope of the impact shall be seen through the
context of long-term development, especially due to the education that is necessary for effective
and efficient integration and use of these innovations. Furthermore, the experimental nature of
virtual asset development ought to be underlined as well.

The technical points of transformations identified and possible applications of
technology exemplified make a strong case for facilitating research and development of virtual
asset technologies. Any regulatory frameworks implemented shouldn't hinder the innovations
in this field. The paper further explores the beneficial applications and developments caused
by the growth in the use of virtual asset technologies as recognised by the EU.

2.2  The European Union perspective

The European Union recognises the benefits of developing virtual asset related technologies.
Within the discourse of the Parliament of the European Union in leading towards unifying
policies around innovation, the benefits are provided succinctly. The Committee on Economic
and Monetary Affairs report on virtual currencies in 2016,® identify the potential benefits to
the development of the financial sector, economic development, and facilitation of citizens’
welfare held by virtual currencies and distributed ledger technologies within the context of a
“’rapidly evolving landscape of payments’’. The characteristic benefits of these technologies
are the following.

Firstly, the fact that transaction and operation costs are lowered is identified. Emphasis
is set on the lowering of costs to conduct international transactions, where instead of the online
payment system fee of 2% - 4%, and cross-border remittance transfer fee of 7%, a system for
international transactions with a fee of less than 1% is now feasible.” The committee report
references that optimistic estimates of reduction of global remittance cost up to EUR 20 billion
are a potential development.® The developments of virtual asset utilisation in remittance
transfers have been recognised as a significant aspect in decreasing the poverty of citizens
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within at least 18 Sub-saharan African nations,®! to indicate a small portion of where this aspect
generates benefits.®2

Secondly, the fact that access to finance grows easier and democratised, in the sense
that more people would be granted this access, to the point that a traditional bank account may
not be a necessity for transactions, financial inclusivity grows,® as the paper mentioned earlier
in this chapter. The report references the contribution of these technologies in achieving the
reality of the ‘5x5 objective’ set by the G20 and G8 states.®* That is, virtual asset related
technology developments facilitate states’ practical efforts within the objective of reducing
global average remittance costs to 5% or less, important also within the context of the United
Nations Sustainable Development goals.®

Furthermore, the report references observations on enhancements in the resilience of
payment systems and trade in goods and services in the face of network malfunction or hacker
attacks due to the architecture of distributed ledger technologies.® The increased speed of the
payment system depending on which system is used is also identified.®” The report finishes its
listing of the benefits by recognising that the factors of ease of access and use, and low
operating costs and costs of transactions, combine into possible systems with a high level of
privacy of system participants in which technical security solutions for transactions may be
developed to replace existing online business models that ensure less privacy.2 A comment is
additionally made that full anonymity is undesirable in regards to the participants in these
financial systems to ensure that illicit actors are not given full anonymity, and can be tracked
and caught.® And finally, the reported benefits provide a vision that solutions, such as user-
friendly applications that combine payment mechanisms, credit mechanisms, investing, and
other finance mechanisms could advance e-commerce developments within Europe and the
Single Market.®

Clearly, the economic implications of digital transformation of finance, resources saved
and potential for increasing the quality of life of individuals globally, that these technologies
present, paint the landscape in optimistic colours for further innovations, and the EU
institutions promise flexible institutional oversight not to discourage them.®! On the other hand,
the legal uncertainty and the globally uncoordinated approach to regulating and supervising the
virtual asset market and the risks that emerge challenge the work of regulators, software
developers, and investors and hinder the experience of users alike.
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3. LEGISLATIVE BACKGROUND

The continuous high-speed evolution of virtual assets has made regulating them a difficult task
due to their ever changing nature. Furthermore, as virtual currencies are not limited to any
specific border or national jurisdiction but are able to circulate anywhere with internet access
may result in conflicting regulations by different regulatory bodies creating a legal uncertainty
among its users.®?

As virtual assets began integrating a number of new economic activities such as staking
and farming, which in many jurisdictions either operate on total legal void or the legislators
have maintained the one size fits all policy and treat all virtual assets simply as “out of scope”

or “property”.%

However it is best to keep in mind that in jurisdictions such as Finland where virtual
assets are classified as a property, it may not only affect property law and tax law but also have
implications for insolvency, succession, restitution and commercial law more generally, as
property is the foundation of numerous transactions and when virtual assets are operating in a
legal void under the wide definition of property it is apparent that in order to fill the legal gaps
by establishing uniform and methodical regulations a coherent, organised and multi-
institutional approach is necessary.

In the context of the European Union, one of the first institutional bodies to bring up
their concern on virtual assets was the European Central Bank (ECB) which in 2012 recognized
the lack of applicable laws to regulate these assets.®® This resulted in the European
Parliamentary Research Service (EPRS) escalating two main questions regarding virtual assets:
first is even enforcement of legislation a possibility within the virtual asset milieu, and second
would virtual asset be codified via new legislation or through the extension of existing ones.*
In response, EBA provided a landmark opinion on virtual currencies seeking to answer the
raised key questions.

Although EBA did outline the necessity to implement essential legislation for the
purpose of preventing the use of virtual currencies for illegal purposes, nonetheless EBA
maintained that consumers’ privacy, transactions’ security and availability of remedies in case
of failures should be ensured by imposing basic obligations on the users of virtual currencies.
For this reason, EBA put out a five-point recommendation on measures to regulate virtual
assets:%’

(i) establishment of specific (even decentralised) authority responsible for each virtual currency
on the market,

9 Piergiorgio Valente, 'Bitcoin and Virtual Currencies Are Real: Are Regulators Still Virtual?', p.545.

9 European Parliament. “Cryptocurrencies in the EU: new rules to boost benefits and curb threats.” Press release.
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room/202203091PR25162/cryptocurrencies-in-the-eu-new-rules-to-boost-benefits-and-curb-
threats#:~:text=Crypto%2Dassets%2C%20including%20cryptocurrencies%2C,market%20manipulation%20and
%20financial%20crime.
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(if) some identification of consumers by other participants of virtual currency schemes, e.g.
exchange service providers,

(iii) application of rules against market manipulation and insider dealing,
(iv) introduction of minimum capital requirements,
(v) provision of evidence on information technology (IT) systems’ security etc.

EBA also stressed that an optimal regulatory approach should build on global
consensus, taking into account that virtual currencies have by definition a global reach.%
However, as an interim measure, EBA recommended the extension of the current legislation
of anti-money laundering legislation to virtual currency exchange service providers.*

Subsequently, in 2015 the European Court of Justice in a preliminary hearing declared
that “virtual currency has no purpose other than to be a means of payment” and as a result can
be exempted from value added taxation. Although the court's judgement may have confused
many investors it nonetheless allowed for virtual asset exchanges to operate with equal standing
as those in traditional forex exchanges in the VAT perspective.®

Furthermore, ECB emphasised the necessity for member states to implement state level
regulations and classified them into 4 main categories:

1. Defining the legal status of virtual asset via clarifying statements, especially in the field
of legal taxation;

2. Implementing warning statements on the risks related to using virtual assets;

3. Establishing requirements for licencing and authorization of services related to virtual
assets;

4. Establishing legal and illegal parameters for the uses of virtual assets.

At an EU wide level however from a legal perspective, the brunt of legislative resources
for regulating virtual asset has been dedicated to anti-money laundering directives. These have
been amended to include entities that engage in fiat currency and virtual currency exchange
services, and custodian wallet providers. Apart from those, the EU has not taken much further
concrete actions on the matter of regulating virtual currencies and somewhat adopted a “wait
and see” approach. 102
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CHAPTER I
ISSUE & ANALYSIS
4. FINANCIAL CRIMES AND ILLICIT USE OF FUNDS IN THE VIRTUAL
ASSET REALM

Without any doubt, virtual assets are leading the innovation in the field of digital finance.%®
Academics and practitioners alike underline the potential of this technology to revolutionise
how humans organise finance, as explored in the previous part. However, the following chapter
identifies the risks associated with these developments. As the European Parliament Committee
on Economic and Monetary Affairs has noted, the absence of flexible, reliable and resilient
governance structures in distributed ledger technology applications generates uncertainty for
users and problems for user protection.’%* The report further underlines that the issue grows
more problematic in handling challenges not predicted by the designers of the software.1%

The growth of virtual asset related markets has raised concerns within the financial,
regulatory and academic fields on risks to the general financial stability. The volatility of the
value of virtual assets and the potential for speculative bubbles, in a field without a traditional
regulatory framework and oversight, safeguards, supervision and protection of consumers
raises alarms within the Single Market of the European Union, especially as the challenge of
providing a regulatory framework grows more complicated due to the rapid development of
the distributed ledger technology.’®® The risks include operational disruptions, market
fluctuation, the financial crimes of fraud, market manipulation, money laundering,
underground market financing, terrorist financing and other illegal and/or criminal
activities.’?”1% Fyrthermore, the risk of international actors being able to circumvent financial
sanctions by alternative means of transactions and terrorism financing are present as well.*%

The following part of this chapter discusses the environment that is rendered by the
legal uncertainty and general lack of regulation within the realm of virtual assets and the
financial crimes that may reap the benefits of said environment. The following parts of the
chapter shall discuss various financial crime risks that emerge and transform along with the
transformations in the field of finance caused by the innovative technology, and provide
examples of cases of misconduct around the globe. The author chooses to provide global
examples due to the nature of the technology used being digital and internationally available.

4.1  The risky virtual asset landscape
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Since the introduction of Bitcoin in 2009 as the first decentralised virtual currency, with
dependence on cryptography for its processes, virtual assets have grown into vastly known
means of transactions and investments on a global scale with irreversible end-to-end
transaction capabilities.!'° These technologies have not been introduced with the intent to grant
criminals means of operating their activities in new methods. However, just as the legitimate
aspects of the market are transformed and granted layers of privacy, fast transactions without
institutional oversight, and the ability to conduct microtransactions without the limitations of
transaction costs, so are the illegitimate aspects of the market.

The revolutionising nature of this innovation rendered it impossible to provide an
immediate regulatory framework to operate within, AML and KYC processes were not
designed to be inclusive of virtual asset transactions and hence required changes through
developments in AML legislation.*'! The concern grows in that without sufficient regulatory
oversight individuals have the potential to engage in traditionally illegal activities due to the
legally grey and globally uncoordinated area virtual assets operate within.''? Such an
environment is attractive to criminals, specifically cybercriminals due to the technical nature
of the virtual asset field, and the technology has been useful for illicit actors operating within
the dark web or committing crime through fraud schemes and theft.*'® Virtual asset exchanges
act as an intersection enabling users to swap one token to another, while at the same time
enabling the purchase and sale of tokens via using fiat currencies and therefore creating a point
in which illicitly obtained tokens can be exchanged for fiat currency usable for general
purposes. 4

The challenges in overseeing, identifying, detecting and investigating financial crimes
within the realm of virtual assets also stem from the fact that they generally do not operate with
the involvement of traditional financial institutions, as such circumventing the existing
financial structures and mechanisms (e.g. the monitoring and reporting of suspicious activities
conducted by banks) that are traditionally used to monitor suspicious actors and catch illegal
activities.!*® Individuals are granted the freedom to exchange virtual asset on exchange
platforms without involving a financial intermediary and exchange the value of the virtual asset
into traditional fiat money, and while some exchanges have implemented anti-money
laundering rules and protocols, they vary in comprehension, capacity to enforce and include
weak points for potential exploitation.!!® An example of this variation within virtual asset
exchange protocols is also the use of privacy coins such as Monero, Zcash or Dash among
others. The subset of privacy coins are frequently used by criminals due to their specific focus
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on encryption, increased levels of privacy and obscuring sending and receiving addresses and
transaction history.**” While some virtual asset exchanges have taken advice from regulatory
guidelines, some have opted not to follow suit, and the full use of privacy coins is challenging
to estimate due to their technical nature.'® However, the functioning of a digital market with
self-regulation, privacy and focus on anonymity within transactions are among the grounds for
the development of the virtual asset technology itself, and the trends and developments in
regulating the market, raise concerns regarding decreased privacy and limitations on the utility
of virtual assets among its users.'*°

Another aspect of the landscape is that unregulated markets have a higher frequency
and fluctuate on a higher scale than regulated markets tend to.*?° In the case of Bitcoin, holders
have experienced high exchange rate volatility due to waves of publicity and other factors such
as reliance on speculation regarding cyber safety against potential hacks until 2017, the
willingness of consumers to use the virtual asset and the degree of acceptance by merchants. 2
Apart from the volatility experienced in the first 5 years of the introduction of Bitcoin and the
accompanying technology of Blockchain, a vivid example of market volatility and uncertainty
that comes along with it is virtual asset market value fluctuations during the year 2018. In
January 2018 the virtual asset market was at a peak value of over 800 billion U.S. dollars and
in the third quarter of the year, the market value dropped to around 200 billion U.S. dollars.*??
Further, researchers indicate that bitcoins' value commonly fluctuates in hundred U.S. dollars
on a daily basis.*?® These market fluctuations are mentioned as a leading aspect to a conscious
activity that actors of the market may conduct in such an environment identified further in this
chapter.?*

4.2  Financial crimes with virtual assets
In 2019, an analysis of various empirical studies identified that the rate of Bitcoin transactions

that are connected to illicit activities falls between 1 % and 46 % of the transactions.’?® The
figure is vague and unclear, exemplifying the difficulties in tracing and connecting these
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transactions as studies would have such a vast range. The overall landscape of the virtual asset
market establishes grounds for the potential conduct of different types of financial crimes, and
this statement is confirmed by two clear trends that law enforcement agencies indicate. The
trends are: 1) the number of criminal cases that involve the use of virtual asset is increasing;
and 2) criminals increasingly shift to the use of tokens that grant greater levels of anonymity.12
The illicit types of activities using virtual assets can be categorised into the following groups:

1) highly technical cybercrimes that require specialists for conducting, examples being theft,
hacking, attacks on virtual asset exchanges, mixing of illicit funds within the realm of
virtual asset transactions and other technically complex crimes;

2) white collar crimes that are regulated within traditional financial systems, but are in a
legally grey area within the virtual asset realm allowing workarounds to existing legal
structures, examples being - tax evasion or currency manipulation;

3) well known and traditional financial crimes like illegal trafficking, money laundering and
terrorist financing, which are made easier due to the privacy that can be obtained in transfers
and payments and identities obscured in virtual asset usage.?’

The further sub-paragraphs will explore the nature of these crimes in the virtual asset context.
128

A place where all the aforementioned categories can be found in one location is the dark web
where services ranging from kidnapping, assassination and providing illegal substances to
providing criminals with clean bank accounts and money transfer business service accounts
such as PayPal accounts to be used to on and off-ramp their funds.'?® For a list and ease of
access to such services, see Annex | to this paper.

4.2.1 Currency manipulation

White collar crimes traditionally operate well in fields without regulatory oversight. Symptoms
of lacking regulatory oversight are deep, visible and frequent in market fluctuations, which as
discussed has been witnessed in the case of Bitcoin. 1%

Currency manipulation is especially concerning in the case of the leading virtual asset
Bitcoin and in virtual asset networks that are connected to it.*3! The key issue is that a small
number of individuals hold enough of the virtual asset to influence the overall market.'*? The
prominence of potential abuse of market power is identified within smaller networks, the
potential of abuse seems to be correlating with the small size of the network.*®® The trend of
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new small scale networks developing underlines the risk factor. An example of manipulating
the market would be the case of the doge coin which Elon Musk is accused of using for pump
and dump schemes due to him utilising his strong social media presence to spotlight the
token. 134

4.2.2 Illegal market operations and AML and KYC challenges

Money laundering is the most significant point of concern with the innovative technology of
virtual asset related technologies, as it offers a new effective means for the process.'® Money
laundering is understood as the process that is used by illicit market actors to hide the relation
between illegally obtained money and the activities leading towards obtaining these funds,
which has traditionally been a difficult process of integrating the illegal funds within the
functioning of a legitimate business in order to direct the funds into the general market, which
later are replaced by legitimate money from the legitimate business.**

Virtual assets, however, have transformed this landscape and can be attractive to money
launderers due to quite a few characteristics.'®” Two of the characteristics are the difficulty to
trace transactions to any particular individual and the speed of the transaction process.'3 For
example, Bitcoin transactions can be made with pseudonyms and relative anonymity, and
without requirements of connecting bank accounts and cards, with various alternative methods
of obscuring any personal identification by taking extra steps.**®* And even if the blockchain
network of Bitcoin keeps a public ledger of the transactions, the use of aliases and various
identities limits how useful the information of the transaction ledger is to enforcers of law and
investigative entities.2*® An iconic and comic example of the range of this issue are Bitcoin
transactions being traced to an individual of the name Mickey Mouse residing in ‘123 Main
Street’ in subpoena returns.!*! Based on these factors, the traditional methods of money
laundering are circumvented when conducted in virtual assets and the time necessary to
conduct such schemes is condensed into the timespan of a virtual asset transaction.#2
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An example case here can be mentioned is the illegal drug market called The Silk Road
which based its success on perceived anonymity obscuring the identities of the sellers and
buyers which was achieved by utilising the TOR network, which provides internet users with
a certain level of anonymity and by accepting only obscured Bitcoin transactions.'** Due to
procedural mistakes on the part of the website operator, the site ceased action and was shut
down after the Federal Bureau of Investigation (FBI) traced the creator with traditional
investigation methods.** However, other websites operating with the same goal have been
launched,'*® and other virtual assets with increased levels of untraceability have been created,
a strong example being Monero,*® Zcash,** in the subset of privacy coins,**® and the
combination of TOR and near untraceable virtual assets enable various illegal markets to
develop as more layers of privacy can be obtained which may benefit illicit market actors.

Another example worth underlining is a drug trafficking case in which 174 different
bank accounts were used, and recognising how easily traceable their actions were, modified
their operations to integrate the use of virtual asset technologies within their scheme.*® The
case included an investigation conducted by Europol, the Spanish Guardia Civil, the U.S.
Homeland Security and relevant authorities in Finland after detecting and investigating a
globally spanning scheme resulting in the apprehension of 11 individuals and confiscation of
8 million dollars.*>°

In regards to money laundering, large sums of money that could be identified and
monitored through traditional structures and mechanisms of financial institutions become
heavily obscured in terms of traceability and incredibly effective in transaction speed, without
any indication to relevant authorities.®® While the EU requires virtual asset exchanges to
conduct due diligence, and are required to report suspicious activity to investigative bodies,
Financial Intelligence Units (FIUs), money launderers include steps and utilise unlicensed
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exchanges or through virtual private networks (VPNSs) utilise virtual asset exchange services
outside of the EU, with unrestrictive AML and KYC protocols.’®? The issue grows more
concerning as services that explicitly provide money laundering services emerge within the
online realm.>3;%%4 These services are known as mixers, blending various virtual assets towards
various digital wallets and addresses, non-compliant exchanges and other services.'®

Furthermore, a known approach to launder illicit funds through virtual assets happens
within gambling platforms, often in an organised manner, placed in bets and played, and after
cashing out from the platform funds are legitimate.’® KYC requirements are generally low
within such gambling platforms. In 2020 NBC reported the existence of around 70 virtual assets
friendly gambling platforms that have experienced an intake of value of 10 billion dollars in a
year, to underline the usage of such platforms.®’

Apart from the complex financial crime of money laundering, traditional financial
crimes have also been transformed in the new landscape.

423 Fraud

Another type of illegal activity that has been transformed is fraud targeting investors. Fake
exchanges and fake virtual currencies, and fake wallet providers have been witnessed and the
authors of these scams target investors by making them believe that they are acquiring virtual
assets from a legitimate website, asking for credit card information and payments or stealing
the funds from the fake wallet.!*

These criminal activities target the interested audience with various levels of knowledge
ranging from expert investors dabbling in new territory to amateur investors. A historical case
in this regard is the case of Bitcoinica, where the virtual assets exchange service provider was
accused of foul play and theft of investor funds of more than four hundred and sixty thousand
dollars, which became the grounds for the first lawsuit in regards to Bitcoin.*>® Another case
worth mentioning that underlines the risks is the Ponzi scheme set up as a fund by the name of
“Bitcoin Savings & Trust’” which promised incredible returns of 12%+ and higher per month,
scamming investors for approximately 146,000 BTC worth $807,380 at the time of the
scheme.®® Investment fraud issues like these impact the general public’s perception of virtual
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assets and damage public confidence, possibly making virtual assets less attractive to new
investors until more security is established.'® Similarly, a classic illegal activity has been given
the chance to operate on a new playing field.

4.2.4 Theft

The risk of theft of funds is present also within the realm of virtual assets. On one hand,
blockchain technologies that construct the system in which virtual assets like Bitcoin and
Ethereum operate within are incredibly secure, and hacking or creating fake systems that a
knowledgeable user would be introduced to are unlikely.'®? On the other hand, the user-end
computers, broker systems and exchanges all vary in technology competencies and are set up
at various levels of IT security, and can be recognised as vulnerable points of entry for hackers
with the intent to commit robberies.1®3

Europol reports cases in which hackers have identified weak points in the ledgers and
have stolen hundreds of millions of Euros.'®* A case here is a heist conducted by hackers
emptying the digital wallets of a digital wallet service provider company Bitinstant, ultimately
stealing more than twelve thousand dollars, because of vulnerabilities in the security system of
the operator of the service.®

4.2.5 Sanctions evasion & digital cleansing

Another risk that has emerged is a process known as crypto cleansing that has been used in
various states to avoid financial sanctions.’®® This is the case due to the level of technical
privacy possible to obtain within the virtual asset field utilising it to the full extent with privacy
coins and VVPNs, burner email addresses, anonymous digital wallets and involving persons with
clean records to be the strawmen of criminals using pseudonyms. ¢’

The function of these strawmen is both to on-load illicitly obtained cash and offload
clean funds into the virtual asset systems through processes that are known as on-ramp and off-
ramp.2%8 For additional security, these ramps may be located in offshore banks such as those in
Dubai where there are less severe compliance mechanisms implemented and as a result,
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criminal transactions such as large deposits and withdrawals remain unquestioned by local
authorities.'%°

Furthermore, these offshore banks are eager to share their client information with other
countries which will impede any investigations by foreign law enforcement.}’® The deposited
funds are then used to purchase primary coins, which in turn are utilised to obtain alt-coins for
layering confusing the audit trail after the use of developed tools that swap primary coin
addresses to temporary wallet addresses in order to disrupt the traceability in the ledger.tt

The ability to utilise virtual asset technologies to avoid sanctions regimes damages the
utility of financial sanctions as an instrument in international law that is imposed in grave
international concerns, examples being human rights violations, and countering extremist
groups among others.1’2 Countries such as Iran, Russia, Venezuela and North Korea all have
been documented of using virtual assets to circumnavigate the effects of sanctions regimes
imposed by the EU, U.S.A and the UN.1"® Furthermore, financial sanctions are placed upon
certain companies and individuals. As such, insufficient global coordination poses a great risk
within the context of international law and the effective usage of financial sanctions, indicating
a need for global standard setting for virtual assets usage within this context.

Clearly, the emerging virtual asset technologies have been transformative on both sides
of the coin regarding the financial field. In general, the academic and governing consensus is
that an approach to mitigate these risks through regulation is a necessity. Some countries have
already made attempts to integrate virtual asset finance within their systems. However, within
the context of the functioning of the EU Single Market, coordination in legislative frameworks
is desirable for ensuring that bureaucratic redundancies do not emerge that would discourage
developments within the digital finance sector. The further sub-chapters shall explore the
evolution of the EU approach in risk mitigation through regulation of virtual asset use in money
laundering and developing regulation for the market in general.

4.3  Analysis of the EU approach in risk mitigation
Various jurisdictions across the globe have taken varying degrees of action to tackle the matter

of monitoring and identifying money laundering and other illicit activities within the virtual
asset market.1’”* On the other hand, other countries have decided to adopt a ‘wait and see’

189Peter Kirechu, “Dubai’s Vulnerability to Illicit Financial Flows.” Carnegie Endowment For International Peace.
p.49-50.

Available  at: https://carnegieendowment.org/files/PageVittori_DubaiCorruption_final.pdf. ~ Accessed:
11.05.2022.

170 Fabian Maximilian Teichmann, “Recent trends in money laundering and terrorism financing.” Teichmann
International AG, St. Gallen, Switzerland. P.7. Available at:
https://www.emerald.com/insight/content/doi/10.1108/JFRC-03-2018-0042/full/html.

171 pascal Sprenger and Franziska Balsiger, “Anti-Money Laundering in times of cryptocurrencies.”

172 Emma K. Macfarlane, “Strengthening Sanctions: Solutions to Curtail the Evasion of International Economic
Sanctions through the use of Cryptocurrency.” University of Michigan Law School. 2021. Available on:
HeinOnline.

173 | 4.

174 Claire Groden, Edoardo Saravalle, and Julia Solomon-Strauss. “UNCHARTED WATERS: A Primer on
Virtual Currency Regulation Around the World.”; and COIN DESK, “Is Bitcoin Legal?” Available on:
https://www.coindesk.com/learn/is-bitcoin-legal/. Accessed 30.03. 2022.

30


https://carnegieendowment.org/files/PageVittori_DubaiCorruption_final.pdf
https://www.emerald.com/insight/content/doi/10.1108/JFRC-03-2018-0042/full/html
https://www.coindesk.com/learn/is-bitcoin-legal/

approach and are not regulating the rapidly evolving field.!”> The inconsistent regulatory
framework across the globe,}’® especially within the region of the European Union are
identified by academics as a key factor that enables financial crimes to take place within the
virtual asset realm.>’” Increased efforts in the international coordination of regulation of virtual
asset markets and actors would decrease the risks of evasion of international sanctions, foster
legal certainty and predictability of regulation of virtual assets within the geographical scope
of the region.1’® Furthermore, such developments are recognised to incentivise institutional
investors in developing the virtual asset field and to encourage the work to decrease levels of
volatility of the market.*"

In general three fields of issues are recognised in regards to the risk of financial crime
activities mentioned. First, the high levels of privacy, and anonymity granted by the use of
virtual asset transitions, that obscure the transactions of whatever type of financial crimes they
may be connected t0.'® Secondly, there is the issue of uncoordinated regulation and
supervision principles globally, that permit choices of jurisdictions and evasions of developed
regulatory frameworks, hindering also the development of the technology as developers
operate in unpredictable fields.*®* And third, the lack of institutions with authority in assessing
the legitimacy of virtual asset transactions operating as a third party without any conflicts of
interest. 182

While a globally coordinated approach to handle the issues of anonymity, oversight and
other factors that provide vulnerabilities within the virtual asset system and attract the attention
of illicit users is at the level of academic discourse, such a framework has not been
implemented. However, the paper shall now focus on the approach taken and planned within
the EU. The EU is continuously amending its AML regulatory policy as developing
technologies are presented disrupting the field, as a result, an action plan regarding
digitalisation of finance in the EU is on the agenda for the European Commission for the term
until 2024.'8 Furthermore, proposals for an institution specifically designed for AML
purposes, a proposed regulation regarding AML, amendments to the AML Directive and the
MiCa regulation are proposed to establish a coordinated EU virtual asset market regulatory
framework.'® Furthermore, through targeted sectoral legislation amendments and defining
efforts presented in the developing legal framework, boundaries are being drawn regarding
which virtual assets fall within the scope of existing financial services legislation, e.g. MiFID
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I1, and the regulation of stablecoins, which is especially necessary as one size fits all policy
definitions can not accommodate for the diverse range of virtual assets.'®

The framework is described as bespoke and holds the potential to paint the EU as a
standard setting actor in regulation and policy regarding the virtual financial market,
harmonising this sphere of EU legislation on a large scale.'8 Early-stage regulation in the EU
would ensure that various jurisdictions do not further undergo fragmentation or legal
approaches, and avoid the financial risks of virtual assets in a common manner while
integrating the technology in the single market. This chapter analyses the efforts done by the
EU in developing a legal framework for handling these issues while being flexible enough not
to limit the innovations of the technology.

4.3.1 The 5th AML Directive, inclusivity of virtual assets and its drawbacks

The European Union has repeatedly adopted Financial Action Task Force (FATF)
recommendations since 1989, which have been key principles of the AML directives within
the Union.*®” As discussed previously, virtual asset related technology has been integrated into
the techniques of money launderers and terrorism financing, among other illicit activities. The
FATF recommendations have accounted for that and provided recommendations responding
to the use of these technologies for illicit purposes.® These recommendations are continuously
commented on and updated. The 5th Anti-Money Laundering Directive,® transposed in
national legal frameworks by 10th January 2020, replaced the Directive (EU) 2015/849 (4th
AML Directive),'® with the goal of tackling the impact of developing technologies and virtual
asset applications in the conduct of financial crime. This inclusion did not require changes in
the definition of money laundering, as per Article 1(3) Directive 2015/849/EU,*®! indicating
that the illicit action itself, from a legal perspective, has not changed in definition but merely
from technique standpoint.t

This also holds true for the definition in the proposed 6th AML Directive,'*® making
the reference to ‘property’, inclusive of ‘assets of any kind, whether corporeal or incorporeal,
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movable or immovable, tangible or intangible, and legal documents or instruments in any form

including electronic or digital, evidencing title to or an interest in such assets’.!%

Among clarifications and increased strength of measures, the EU has extended the
applicability of the 4th AML Directive to include within its scope virtual currency exchange
platforms and wallet providers by extending the scope to entities ‘“engaged primarily and
professionally in exchange services between virtual currencies and legally established
currencies as well as offering custodial services of credentials necessary to access virtual
currencies”'® As such, entities serving as gates for virtual transactions are targeted by the
Directive, increasing the KYC protocols.® Therefore, these entities became subject to the
same AML and counter-terrorism financing (CTF) rules that regulate other actors operating
within the financial sector, such as traditional financial institutions and auditors. 1%’

The key obstacles in the implementation of AML rules in regards to virtual asset risks
do not relate to the use of virtual assets per se.!®® Rather, the challenges are found in applying
the AML standards and rules in the identification, traceability, and investigating money
laundering in the virtual asset realm.'® This is a slow step-by-step process and a daunting task,
considering the scale of how these technologies transform the nature of transactions and the
rate of innovation present. So, among the key points of the 5th AML Directive is that virtual
asset transfers would be integrated within the scope of the AML/CTF framework of the EU
even in their largely unregulated stage.?® It follows that among the goals is the application of
due diligence, internal control, and reporting procedures to key entities operating in the virtual
asset realm in accordance with the FATF recommendations.?* The first steps of such efforts
were the clarification of what exactly is meant by virtual asset, and the 5th AML Directive
established for the first time a harmonised legal definition worded as follows.?> The AML
Directive identifies virtual assets as a “digital representation of value that is not issued or
guaranteed by a central bank or a public authority, is not necessarily attached to a legally
established currency and does not possess a legal status of currency or money, but it is accepted
by natural or legal persons as a medium of exchange and which can be transferred, stored and

traded electronically”.?%®

As per the Directive, their duties include the performance of customer due diligence,
the submission of suspicious activity reports, journaling, and keeping internal control. Another
key aspect is that the Directive grants the Financial Intelligence Units authority for the
obtaining of identity and address of holders of virtual assets, which in turn directly affects the
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characteristic of anonymity of virtual currencies.?** Further, the Directive required that service
providers are registered by the competent national authorities.?®> Examples of such authorities
would be: in Germany - BaFin,?%® in France - The Autorité des marchés financiers,?%” and in
Latvia - the State Revenue Service.?’® As such, transparency was increased in regards to
financial conduct through virtual assets within the EU through the regulation of gatekeepers by
the means of reports and monitoring in comparison with a largely unregulated market and
difficulties of enforcing obligations that followed.2%°

There are various ongoing questions that are not resolved by the integration of virtual
assets in the scope of the AML rules, one such key question would, for example, be the legal
status of virtual assets. This would especially affect how they would relate to existing concepts
in finance such as securities, money, property, and commodities.?'° Furthermore, the questions
relate to how these financial concepts have operated within the scope of national legislations
which have exercised their competencies in attempts of establishing legal qualifications for
virtual assets to be recognised as one or more of the mentioned financial concepts.?!! The
confusion on the legal status remains due to the fragmentation of legislation stemming from
the various national regulatory approaches, and case law precedents, for example, the VAT
legislation and the case - Skatteverket v David Hedqvist.?2213

Academics point out that the wording of Article 3 (18) Directive 2018/843/EU is
technologically neutral, as no reference is made to the technical characteristics of blockchain
or the use of cryptography.?'* At the same time, the referencing of the exchange and conversion
of virtual assets to fiat currencies and the use of cryptographic keys in articles 1 and 3 of the
Directive do ensure that criminals' use of virtual assets shall be governed by these rules.?*®

Academics further point out the confusion in regards to the applicability of AML rules
to the process that is known as tokenisation.?'® The common understanding of this term is a
‘method that converts rights to an asset into a virtual asset token which becomes a
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representation of such right’.?” The confusion arises from the experimental nature of
developments within the subsphere of Initial Coin Offerings which has significantly diversified
the virtual asset realm not only to include tokens, which would be conceptualised as an
alternative means of payment.?'821° The tokens may grant the holder specific access to certain
rights, services or goods within a system related to such tokens without operating as traditional
means of exchange, as such not being viable to purchase access to other goods or services
outside the system in question.??® Examples of such tokens would be Non-Fungible Tokens
(tokens that provide a certificate of ownership), among others.??! The question of whether AML
rules apply also to such trends emerges, or is the legal framework playing catch-up once again
in the face of new developments in virtual assets? The preamble of the 5th AML Directive does
shed light on the goals of the legislation in this matter as it clearly sets out to ‘cover all the
potential uses of virtual currencies’, including ‘investment, store-of-value products or use in
online casinos’ and refers to govern digital assets representing value not as means of payment
but as means of exchange.??? Even still, the use of the phrase ‘means of exchange’ also sets
room for interpretation and academics have found this confusing, as such phrasing has been
used for the function of money in economic systems.??® This fact underlines that further work
on legal certainty regarding virtual assets is necessary. Are all potential digital exchanges of
virtual assets with value subject to the Directive? The Directive seems to state that with the
goal of full inclusivity.??* The question of what assets do fall within the scope of this Directive
may still be present in the agenda of relevant institutions, and subjects of the Directive - service
providers and issuers of virtual assets, competent national authorities and academics, and
policy makers.??®

In a context where the significant amount of virtual asset market operations is
conducted via centralised service providers, the AML setup may draw inspiration and does not
conceptually differ from how AML monitoring and investigations are conducted in traditional
financial markets.??® The obligated to report gateway entities of the virtual asset market ought
to validate the transactions and holding of their clients’ virtual assets. Yet, such a framework
is recognised as ill-suited to regulate the transactions of decentralised service providers without
an identified entity resembling an institution.??” And the goal regarding such networks is then
to take necessary actions on decentralised systems subject to AML regulation based on
principles, such as ensuring that the technology does not provide loopholes or functionality
meant for illicit activities, ensuring standards for the utilisation of virtual asset keys and
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operation of highest security standards possible, transparency of algorithms and the
performance of services, cyber-resilience, and the legal use of the services by consumers.??

An obvious blind spot in the approach of the 5th AML Directive is the fact that exit
from the virtual asset market might not be a necessity, in the case that goods may be purchased
with virtual assets and as such not trigger the control of the ledger, which indicates an
unresolved risk by Directive (EU) 2018/843.2%° Furthermore, virtual asset to virtual asset
transfers are also not included in the scope of the Directive, as these entities do not fall within
the requirements set for the gatekeeping entities governed by the Directive.?3® What that means
is that the greater part of the entities undergoing the fundraising process through initial coin
offerings may not be within the scope of the Directive as well. This is a major drawback of the
legislative framework of AML in regards to the transfers of virtual assets. Due to the growing
number of services accepting virtual assets,?*! the need to off-ramp is declining, indicating that
the legal framework would be avoided by certain transactions that ought to be within the
provisions of the AML framework.?3?

This blind spot is well known to FATF and is tackled through the amendments of the
FATF recommendations. Furthermore, the trend of tokenisation is also identified in the updated
FATF recommendations and, as such, changes in the legal framework concerning the inclusion
of virtual assets are on the way.?® Indeed, these recommendations largely shape the form of
the anti-money laundering and countering the financing of terrorism legislative package
announced on the 20th of July 2021,%3* which introduces a substantive transformation of the
AML approach in the EU through proposals for a 6th AML Directive,?® a first AML/CTF
Regulation,?3® a revision of the 2015 Regulation on Transfers of Funds,?*" and a new EU AML
Authority (AMLA).3 This framework has since departed and is in the process of development,
however, at the current stage which still includes discussions, changes to the framework are
highly possible. Yet, what can be expected is that the updated FATF recommendations are
integrated within the legal framework of the EU. The updated recommendations seek
AML/CTF governance for entities that would operate as virtual assets service providers. Such
an approach, based on the nature of activities of entities engaged within, would be inclusive of
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virtual to virtual exchanges, transcending the limitations of the scope of the 5th AML
Directive.?®® The recommendations go as far as to regulate the developer of the service. The
following activities would render entities within the scope of the FATF recommendations:

(i) exchange between virtual assets and fiat currencies,
(i) exchange between one or more forms of virtual assets,
(iii) transfer of virtual assets,

(iv) safekeeping and/or administration of virtual assets or instruments enabling control
over virtual assets and participation in

(v) provision of financial services related to an issuer’s offer and/or sale of virtual

assets.?40

As a consequence of the broadened definitions and the inclusive list of activities that
render entities subject to the FATF recommendations, many of the blind spots identified by
academics are covered, including initial coin offerings, exchange of virtual assets, including
the ones described in paragraphs concerning tokenisation, virtual asset to virtual asset
exchanges and decentralised exchange platforms rendering the recommended legislation as
adaptable and inclusive for future developments in the virtual asset technologies.?*! Yet, the
impact of these rules on the implementation of due diligence procedures and the monitoring
requirements of the various entities within virtual asset markets remains to be seen. It shall be
underlined, however, that various entities differ structurally and vary in difficulty to ensure full
compliance with such rules.

The Directive has had consequences on entities operating in the market. Among them
is the increase in compliance costs affecting firms working on virtual assets. Generally, these
firms are startups developing innovations or established companies taking up the development
of innovative technologies. Yet, mostly a piece of software or hardware needs to obtain a
certain level of traction before being able to fundraise enough to initiate production. This stage
may be hindered by a too strict set of rules at an early stage of technology development that
wide inclusivity may bring to the startups. As such, it could become a trend for startups to
consolidate with established companies or cease operations before their ideas gain traction.

Furthermore, the issue of using ‘strawmen’ in the avoidance of AML and KYC rules
has not been fully resolved, as criminals identified that the use of other legal or natural personas
may be used to clean their funds without any relation with the actual source of the illicit,
obtained funds which allow for confounding the system and circumventing the legislative
framework.?*? Apart from the regulation of virtual assets in regard to illicit financial misuse,
the EU has taken the first steps of regulating the market of virtual assets as well.

4.3.2 MiCa and the digital finance package digitising the market within the EU
- Proposed market regulation and its effects on identified virtual asset risks
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A turning point for the EU in regulatory policy regarding virtual assets is the regulation on
Markets in Crypto assets (MiCA) which was published on September 24, 2020.24% It was
published as a part of the Digital Finance Package that aims to transform the EU’s
economy.?*4245 By regulating the virtual asset market through the means of a regulation,
harmonisation of the specific market is facilitated, contrasting with the previously established
legislation regarding financial services through directives as exemplified within the MiFID
11246 As such, the risk of further fragmentation of legislation at the national levels would be
tackled.

At the time of writing this paper, MiCa remains a draft proposal of a regulation,
evolving and in the process of review, with a plan to implement the blockchain and virtual asset
regulatory framework by 2024. However, there are not any specific implementation timelines
as of yet. Among its objectives is the provision of legal certainty regarding all virtual assets
that operate outside the reach of existing legislation on financial services.?*” Examples to
mention here is the exclusion of electronic money tokens and deposits, even if they operate
based on blockchain technology, as these assets are within the scope of MIFID 11.2%8
Furthermore, the EU sets out to establish uniform rules regarding service providers (virtual
asset exchanges, digital wallets, and others) and their operations, replacing the various
established and emerging national legal frameworks.?*® A key goal of the legislation is
establishing EU standards of consumer and investor protection and market integrity, working
to strengthen financial stability considering the volatile market of virtual assets.?*° At the same
time the institutions behind the regulation proposal are clear that blocking technological
innovation and hindering the development of virtual asset related technology, and their
applications in products, is not a desirable outcome.?®! The proposed regulation is built based
on the following four key objectives: legal certainty, support of innovation, consumer and
investor protection and market integrity.?®?
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In regards to legal certainty, MiCa addresses the issues of defining and classifying
various virtual assets by establishing certain far-reaching terminology. Broad definition to
ensure that all virtual assets, except for the explicitly pointed out exceptions that are within the
scope of existing directives, fall within the scope of the regulatory framework is provided.?3
A virtual asset is defined broadly as a digital representation of value or rights, which may be
transferred and stored electronically, using distributed ledger technology or similar
technology.?* Further, e-money tokens, asset-referenced tokens and utility tokens are
differentiated and defined.?® It is noteworthy to mention that MiCa regulation is designed with
the anticipation of adjusting definitions following the innovations and further developments of
the virtual asset market and related technologies.?>®

Virtual asset issuers and Virtual assets service providers (VASP) are within the scope
of the MiCa regulation, which shall set regulatory standards.?® Issuers will be obliged to
provide a whitepaper detailing the rights, obligations, and the key characteristics of their virtual
asset.?>® Furthermore, MiCa sets cybersecurity requirements to mitigate the risks emerging
from blockchain technologies with the aim of investor protection.?® Even further, an additional
set of rules is provided regarding significant asset-referenced tokens and e-money tokens, with
a focus on supervision of governance, investments, custody of assets, and conflicts of
interests.?®® Another key factor of this regulation is the fact that issuers of asset-referenced
tokens and e-money tokens will have the requirement of being also authorised and established
in the EU.?%! This factor generates compliance burdens that will particularly affect issuers
outside of the EU and has the potential of granting an advantageous position to already
established issuers in the EU and institutions authorised in the financial sector.?5?

In regards to VASPs, certain operational requirements and standards for authorisation
are proposed.?® Competent member state governmental institutions’ authorisation is required
for a VASP to legally operate within the EU.%%* Once again, the exclusions of this requirement
would be companies already authorised under MiFID as financial services.?®> The proposed
requirements for VASPs include safeguards, requirements in the organisational sphere, the
establishment of consumer complaint systems and complaint handling procedures.?%® Certain
services, such as virtual asset trading platforms or digital wallets holding custody of virtual
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assets, virtual asset and fiat money exchanges, and general virtual asset exchanges among
others fall within the scope of even more specific requirements in the proposed MiCa
regulation.?®” Market abuse is prevented through the specific requirement of disclosing insider
information,?®® and prohibitions of insider dealing,?®® unlawful disclosure of inside
information,?® market manipulation are provided.?’* These prohibitions apply to anyone
admitted to the services of VASPs, as such encompassing within their scope all entities
operating on the virtual asset market within the jurisdiction of the EU.

Academics expect that established financial institutions and service providers will find
it easier to comply with the requirements set by MiCa on the virtual asset market.?’? This trend
once again may generate hurdles to start-ups and general newcomers to the market that do not
have present competences in regards to the legalities of the European financial market, AML
and KYC and the developing MiCa Regulation, or the funds to retain consultants for their
operations to comply with. On the other hand, established institutions and entities might face a
requirement of varying degrees of costs in assessing their current compliance with the expected
market regulation and potential costs in ensuring ongoing and sustainable compliance.?”® To
what extent the innovations of the virtual asset market in the EU may decrease or increase
remains to be seen.

It is clear that the EU’s regulatory approach towards virtual asset misuse and towards
the virtual asset market has transformed significantly at various stages, most impressively the
latest evolution that currently passes through the institutions of the EU - the MiCa regulation
proposal, as a part of the EU’s efforts in digitalising the financial sector, and the AML
legislative package introduced last year, in order to strengthen the regulation and resilience of
the EU market against criminal activities, the flow of funds for terrorism financing and money
laundering. The EU has focused on requiring that service providers within the virtual asset
market comply with AML and KYC standards. The manner that the EU opts for ensuring AML
in a virtual asset market, is to integrate the market entities developing technologies - service
providers, within the scope of existing AML legislation through terminology applicable to the
exchange of virtual assets through VASPs. The EU has focused on the gate points where fiat
money is exchanged for virtual assets and vice-versa as points of supervision, but the recent
regulatory trends indicate that it is the EU’s understanding that the market grows more
complicated, and therefore aims to make other entities within the virtual asset market subjects
to the regulation. Furthermore, the proposed MiCa regulation would require resilient resistance
to cybercrime through IT standards on the behalf of VASPs and would prohibit market actors
from participating in traditional white collar crime, as identified at the beginning of this chapter.
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The regulatory approach is broadly inclusive in regard to companies and institutions operating
within the EU virtual asset market, to the point that yet undeveloped virtual asset innovations
would highly likely be within the scope of the regulatory framework. However, how can the
regulations be enforced in response to decentralised virtual asset networks? While the
legislative framework is inclusive of technology like this, it remains a question of who is
responsible for supervision and reports in such networks without a clear centrepiece.

4.4  Challenges with regulation of decentralised systems

Achieving all encompassing legal regulation and enforcement in response to decentralised
systems remains an impossibility. An example of this would be internet piracy as it had battled
with implementing necessary regulations as it would possibly breach privacy and freedom of
speech laws and even compromise the internet's underlying architecture.?’*

Nonetheless, the extensive research on the subject and the methods used for battling the
cybercrime can similarly be applied to combating crimes involving virtual assets.?” Influenced
by the study published by the U.S. Patent and Trademark Office a combination of efforts is
required to prevent the misuse of virtual assets from becoming mainstream and from
compromising legitimate markets. Therefore a multifaceted legal, economical and political
strategy is necessary to successfully combat such criminal activities.

Similarly to combating internet piracy the legal enforcement of virtual-asset related
crimes can be classified into either the “supply” or “demand” side. The supply side of legal
enforcement references to websites, software, payment processors, or protocols for criminal
activities.?’® Alternatively, the demand side refers to actions or policies that aim to educate and
penalise users who consume illegal services that are known to be utilised by criminals.
Educating the users is necessary so that they are made aware of the damage caused by the crime
and the possible consequences while the penalization of such crimes would not only act as a
deterrent but would communicate to users that the related regulations are indeed being enforced
that in turn would prevent the establishment of “a broken window” according to which an
unpoliced crime would signal to the public that the crime is acceptable.?”” The combination of
these two efforts would in turn result in the removal of criminal websites and enablers from
clearnet and increased difficulty and costly to conduct virtual-asset related crimes by pushing
them to the unregulated and risky dark edges of the internet where they themselves become
vulnerable to other criminals and lack any legal protection without incriminating themselves.?’®

However, disincentivising illegal services is not sufficient, legal services must be
attractive and readily available to replace the void in the market. This would essentially mean
incentivising future blockchain innovations to be compliant to state legislations and to avert
anonymity seeking technologies.?”
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Decentralisation means the absence of a single entity to regulate the system.?® Due to
the lack of centralised decision-making entities, decentralised blockchains and DAO’s in many
cases do not have a centralised body to control and manage data and as a result, it creates
difficulty for legislators to pinpoint the primary actor behind the organisation or system in order
to establish legal obligations.?8! As a result, legislators must first and foremost establish an
enforceable body of rules and if possible identify or establish proper authority for the
decentralised systems. Conversely doing so would go against the whole idea and principles of
democratised and decentralised systems resulting in the EU straining and alienating
technological developments in blockchain technology by demanding decentralised systems to
incorporate themselves into a single legal entity and register that entity as a service provider
inside the EU.?82 Such was the case in the U.S with the New York’s Bitlicense law which
resulted in virtual asset businesses moving out of the jurisdiction and blocking their respective
customers’ IP addresses of that jurisdiction.?®® Therefore this raises a question of the
technological neutrality and compatibility of the MiCA proposal due to its centralised model
as it attempts to establish liability to a single actor in a decentralised system.

Currently, in their present condition, the centralised and regulatable elements such as
hosted wallets within the virtual asset market cannot compete with the level of security and
control the decentralised elements provided as centralised and regulated elements require users
to relinquish control to a third party without any guarantees such as deposit insurance
schemes.?8428 With the passing of the application of the travel rule to virtual asset transactions
any service or technology that provides anonymity is essentially cut off from the conventional
financial system, as a result, users utilising such services have access to off and on-ramp
severed.?® By cutting off this access instead of decreeing it to be unlawful the EU has managed
to circumvent the responsibility of taking the gargantuan challenge of regulating and enforcing
its regulation on privacy coins, anonymous wallets and cryptomixers.?8” However, although
the EU did not ban services and technologies that provide anonymity, nonetheless by approving
such a proposal it has become clear that the EU has abandoned its initial “wait and see” policy
and taken a stance of risk mitigation while compromising its technological neutrality policy
towards virtual assets.?®® Furthermore, by imposing such regulations, the costs necessary to
maintain compliance will certainly surge which in turn limit innovation and centralise the
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market into the hands of a few central enterprises .28 If internet piracy comparison is indeed
valid then depending on the efficacy of the services these enterprises are able to provide to
users, the market will either be dominated by few central enterprises or alternatively the users
will be completely pushed to the anonymous decentralised markets outside of the EU’s reach.

Interestingly the virtual asset market has somewhat begun regulating itself as
decentralised tokens especially those that operate in proof of stake (POS) systems have begun
to accumulate in the hands of few. In decentralised POS systems native tokens provide users
with voting rights to take part in the decision making of the future of the blockchain. Due to
the unregulated and free market nature of the decentralised blockchains wealth is beginning to
accumulate into the hands of the few and with it the decision making rights of the whole
system.?® Interestingly the biggest whales of decentralised markets have been European
institutions themselves and thus in essence having ultimate decision making authority within
decentralised POS systems.?%

In the case of Ethereum, a significant portion of the asset had been distributed to
contributors and early investors and now with Ethereum shifting to a POS system it would
essentially mean that these individuals have significant mining and decision-making powers
within the Ethereum system.?2 This, if explored, provides an opportunity for the EU to “hijack”
the decision-making rights of major blockchains by purchasing majority voting rights and
therefore enabling the EU to customise the system into a more favourable shape. However,
keeping in mind the global nature of virtual assets, similar access is provided to all countries
therefore such policies could possibly trigger “an auction” between the states.
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5. FUTURE LEGAL DEVELOPMENTS ON THE INTERNATIONAL LEVEL

Recognising the trends of continuous development of virtual asset technologies and bespoke
international framework adoptions such as the EU proposed framework,?® the financial crime
risks explored in this paper and general concerns regarding the stability of existing financial
systems being revolutionised by virtual assets, potential developments may be predicted within
global policy making and regulatory efforts. As often identified in this paper, a great issue with
virtual assets is the lack of coordinated standards.

In the case of EU regulatory efforts turning out successful, and relevant adjustments
being implemented upon identification of fallbacks, an example framework would potentially
emerge. This standard setting effort could be a leading point toward efforts in establishing new
multilateral treaties, possibly at the level of the UN.?** Arguments have been made that the
establishment of such treaties is recognised as the most realistic solution in establishing
coordinated global standards for integrating the global virtual asset realm within the overall
financial framework.?®® A new treaty would not create hurdles in the functioning of existing
treaties that have been commented as potential candidates in regulating virtual assets, such as
the CISG or WTO treaties for example, and would address the challenges native to the virtual
asset realm specifically.?%

Academics advise such an approach due to the high extent of how revolutionising and
disruptive the technology is by its nature, and fitting it within the already existing concept and
hoping for effective outcomes is analogous to fitting a square peg in a circle.?” The fact that
within the context of AML the inclusion of virtual assets within legislative frameworks in the
U.S.A., the EU and governments of many nations in the Asian Pacific region, examples being
Hong Kong and Singapore, which have worked diligently in integrating virtual assets in their
financial markets through licensing rules and general supervisory oversight of trading, are
based on the same key principles with a few differences in the general understanding regarding
the legal status of virtual asset- whether it’s a currency, security, or a commodity (or some
combination of the three), does indicate that international cohesion among these regions is to
be expected at some level.?%®

CONCLUSION

This paper has managed in its first chapter to indicate the diverse nature of the virtual asset
finance ecosystem as a variety of types of virtual assets and decentralised finance has been
explored. The paper recognises that these financial innovations provide both economical
benefits and new methods of collaborating to reach sustainability goals, the financial risks are

2% European Commission. Anti-money laundering and countering the financing of terrorism legislative
package.https://ec.europa.eu/info/publications/210720-anti-money-laundering-countering-financing-
terrorism_en

2% UN News “Sustainability Solution or Climate Calamity? the Dangers and Promise of Cryptocurrency
Technology.”. United Nations. Accessed May 12, 2022. https://news.un.org/en/story/2021/06/1094362.

2% Macfarlane, “Strengthening Sanctions: Solutions to Curtail the Evasion of International Economic Sanctions

through the use of Cryptocurrency.”
2% 1d.
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also identified, and an analysis of various types of financial crimes that have surfaced with the
emergence of virtual assets is provided by the paper. Although the risks posed by virtual assets
are evident, nonetheless the benefits it provides such as ease of accessibility, lower, faster and
more secure transactions, and new investment methods are impressive enough for the EU to
consider implementing policies that would attract the virtual asset market to the EU via stances
such as technological neutral policies

In conclusion, to answer the first research question that is: how has the EU’s attempts
to regulate virtual assets evolved? The EU has made its aims clear that it intends to integrate
virtual asset use and the virtual market within its regulatory framework with the goal of
digitalising finance and re-working its AML framework. The integration of virtual assets within
the scope of EU’s legislation has been gradual. The level of integration and regulation of the
EU has varied from its initial policy of seemingly ignoring it via a “wait and see” approach
towards current policy of stronger focus on integration within AML and KYC rules and
regulation by amending said rules and establishing MiCa Regulation to govern the European
virtual asset market in a more broad and harmonised manner. In turn this brings us to the second
and third research question, are the measures taken to mitigate the risk of financial crimes
technologically neutral and is the EU legislation evolving in the right direction of mitigating
and countering financial crimes in a new environment to combat the misuse of new
technologies that circumvent traditional supervision measures in anti-money laundering?

With shift in policy in regards to AML/KYC integration of virtual assets, the EU has
given the clarification needed for the speculators that it will be prioritising risk mitigation over
market attraction and therefore somewhat compromising over its technological neutrality
stance as the new KYC/AML compliance requirements would certainly make starting and
creating a new virtual asset related business within the EU jurisdiction much more costly. The
method of regulating the decentralised elements of virtual assets themselves has also been
reflective of the same trend of favouring risk mitigation over technological neutrality with the
travel rule application passing through the European Parliament. Additionally by not outright
declaring decentralised elements of virtual assets illegal the EU has managed to avoid
implementing costly and unenforceable regulations and instead by choosing to exert its
influence over the intersections where virtual assets can be exchange for more traditional fiat
currencies the EU has managed to significantly disincentivise the use of anonymous
technologies and services that compromises the AML/KY C legislations. However based on the
lessons learned from internet piracy, the success of such policies hugely depend on the efficacy
of compliant virtual asset service providers and technologies as it is best to keep in mind that
although legislations are local to jurisdictions, decentralised finance is global and the threat of
alienating the market and future blockchain technologies is a possible scenario. As a result
international cooperation in the field of virtual assets has become increasingly relevant to avoid
a race to the bottom situation and to most efficiently disrupt and deter financial crimes.

Alternatively by having its institutions purchasing decentralised POS systems native
tokens, the EU can in the future capture the said systems and vote them to voluntarily be
compliant towards EU’s regulatory framework.

With the introduction of the new proposed legislation that is the MiCa Regulation the
EU also provides a much needed clarity on the definition and status of stablecoins. As described
in the first chapter virtual assets can significantly vary by nature and may exist to serve a
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specific need of the market and as a result a one size fits all policy appears to be abandoned in
favour of more customised and appropriate legislations.

Therefore, the author concedes that although the proposed legislations are not ideal in
the sense that technological neutrality will be compromised in their implementation.
Nonetheless, under the current circumstances of severe risks posed by non-regulation, lack of
legal certainty and technical inability to enforce legislations within the decentralised virtual
asset realm it still remains as the best possible solution. That is certain when compared to
implementation of a complete ban on any anonymous services and technologies.
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Bitcoin Anonymity

http://y22arit74fqnnc2pbieq3wqgqvkfub6gnlegx3cléthclos4f7ya7rvad.onion/ park Mixer - Anonymous bitcoin mixer
http://hgfldSsmkrdb4xrijcco7zotvoghuuoehjdvoin755iytmpk4sm7cbwad.onion/ Mixabit - Bitcoin mixer
http://mp3fpvexbrwkadskgliiifoizghfbjySuyu77wwnfruwub5s4hly2oid.onion/ EasyCoin - Bitcoin Wallet and Mixer
http://p2qzxkcad2e3wccvqgby7jrcbzlf6g7pnkvybnau4dszlSykdydzmvbid.onion/ onionwallet - Anonymous and secure bitcoin wallet and mixer
http://ovai7wvp4yi6jl3wbzihypbg657vpape7lggriah4pl34utwirpetwid.onion/ virgingitcoins - Buy freshly mined clean bitcoins

Drug Stores

http://wbz2lrxhw4dd7h5t2wnoczmczSsnjpym4pr7dzimah4viéyywn37bdyd.onion/ bcdutchconnectionUK - The dutch connection for the UK
http://iwggpyxn6gv3b2twpwtyhi2sfvgnby2albbcotcysdSf7obrlwbdbkyd.onion/ prchronic - Weed straight from the source
http://rfyb5tlhigtiavwhikdlvb3fumxgqwtg2naanxtigibidglox5vispgd.onion/ TomAndlerry - Cocaine, Heroin, MDMA and LSD from NL
http://ajlubmrc7lwulwakojrgvvtarotvkvxqosb4psxljgobjhurevedkdqd.onion/ 420prime - Cannabis in dispensary quality from the UK
http://guzjgkpodzshso2nohspxijzk5jgoaxzgioa7vzy6qdmwpz3hg4mwfid.onion/ Bitpharma - Biggest european .onion drug store
http://n6qisfgjauj365pxccprSvizmtbSiavgaug7m7edewkxuygk5iim6yyd.onion/ EuCanna - First Class Cannabis
http://kl4gp72mdxp3uelicijslgnpomgfrscbdd3wzoSklo3rjlgjtzhaymqad.onion/ smokeables - Finest organic cannabis from the USA
http://7mejofwihleuugdaSkfnr7tupvfbagntjgnfxcdhwmozlcmj2cey3hqgd.onion/ cannabisuk - UK wholesale cannabis supplier
http://2In3x7rubpsileh7il7jot2ufhol407nd54z663xonnnmmku4dgkx3ad.onion/ Brainmagic - Best Darkweb psychedelics
http://usmostdcbpesx552s2s4ti3cank2xgiu763vhcs3b4ucdppp3zwnscyd.onion/ NLGrowers - Coffee Shop grade Cannabis from the Netherlands
http://xf2gry25d3tyxkiu2xlvczd3q7jl6yyhtpodevijugnxia2u665asozad.onion/ Peoples Drug Store - The Darkwebs best Drug supplier!
http://sga5n7zx6qgjty 7uwvkxpwstyoh73shstémx3okouv53uks7ks47msayd.onion/ beDope - German Weed Store

More Commercial Links

http://prid5pmbug2cnfs67s3y650ds27vamswdaw2inwf45ys3pjl55h2gwqd.onion/ Dark Web Hackers for hire
http://55niksbd22qgaedkw36gw4cpofmbxdtbwonxam7ov2ga62zgbhgty3yd.onion/ AccMarket - Premium Paypal, Ebay and bank accounts
http://s57divisqlcitsyutxjz2ww77vIbwpxgodtijcsrgsuts4jsShnxkhqd.onion/ cardshop - USA CVV KNOWN BALANCE & Worldwide CC & CVV
http://jbtb75gqlr57qurikzy2bxxjftzkmanynesmoxbzzcp7qf5t46u7ekqd.onion/ Darkmining - Bitcoin mining with stolen electricity
http://jhidv5rily75ggha26cu2eeyfhwvgbdedw6d75vepwxt2zhtSsqgfhugd.onion/ Bitcoin Investment Trust - earn 5-9% per week!
http://rxmyl3izgquew65nicavsk6loyyblztng6pug42firpvbe32sefvnbad.onion/ Mobile Store - Best unlocked cell phones vendor
http://vhlehwexxmbnvecbmsk4ormttdvhlihbnyabaidcithvizzaduf3gmayd.onion/ kamagra 4 Bitcoin - Like Viagra but cheaper
http://ymvhtgya23wqgpez63gyc3kedsvju3dmgsby2awnhd3bk2e65izt7bagad.onion/ onionldentityServices - Fake passports and ID cards for bitcoin
http://kém3fagp4wdwspmdt23fldnwrmknse74gmxosswvaxf3ciasficpenad.onion/ Uk Guns and Ammo Store
http://lgcjo7esbfog5t4rdgyy7jurpzfécavpfmcdvkaldk2gdie66ao5mryd.onion/ usfakelDs - US fake ID store
http://qazkxavdzzmtSxwfwemy362jdwhzrcafz7qpdSkugfgx7z7ilSlyb6ad.onion/ Counterfeit USD - High Quality USD counterfeits
http://gd5x24pjoan2pddc2fs6jlmngbawq562d2qyk6ym4peuSihzy6gd4jad.onion/ usAcitizenship - become a citizen of the USA
http://t43fsf6 Somvf7grt46wlt2eo5jbj3hafyvbdb7jtr2biyre5v24pebad.onion/ EuroGuns
http://okayd5ljzdv4gzrtiglhtzjbflymfny2bxc2eacej3tamu2nykaZbxad.onion/ Apples4Bitcoin - Iphones, Ipads and more for bitcoin
http://3bp7szl6ehbrnitmbyxzvem3ieu7ba2kys64oecf4g2b65mcgbafzggd.onion/ uUkpassports - real UK passports
http://xykxv6fmblogxgmzim5wt6akdhm4wewiarjzcngev4tupgjlyugmc7qd.onion/ ccpal - PayPals, Ebays, CCs and more
http://kq4okz5kf4xosbsnvdr45uukjhbm4oameb6k6agjjsydycvflcewl4qd.onion/ Rent-A-Hacker - Hire a hacker for Bitcoin
http://wk3mtlvp2ej64nuytgm3mjrm6égpulix623abum6bewp64444oreysz7qd.onion/ webuybitcoins - Sell your Bitcoins for Cash, Paypal, WU etc
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