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LIST OF TERMS AND DEFINITIONS

Risk - the effect of uncertainty of objectives resulting in negative events, incidents and accidents.
Risk management —a set of technical, organizational, legal methods and measures aimed at reducing
the probability and consequences of adverse events.

Risk taxonomy — comprehensive structure of categories of risk types.

Risk coordinator (‘risk champion’) — a person who has skills, competencies and authority to drive
the risk management process, but who is not the risk owner.

Accepted level of risk (‘risk appetite’) - the amount of risk that the organisation is willing to take
in pursuit of its strategic objectives. It is the level of risk that can be accepted without any additional
risk prevention or mitigation actions.

Risk culture — the values, beliefs, knowledge, attitudes and understanding about risk shared by a
group of people with a common purpose.

Incident - is the materialisation of a risk. It is defined my multiple authors as an event that is different
from regularly followed routine due to failure in process or IT systems, human factor errors or
external environment caused situations

Key Risk Indicator (KRI) — measures designed to monitor changes in the levels of risk exposure
and contribute to the early warning signs that enable organisations to report risks, prevent crises and
mitigate them in time.

Operational risk - is defined by the BCBS as the probability of loss from the actions of people
(human errors, lack of confidence, internal fraud, etc.), deficiencies in processes (process gaps, lack
of documented processes, lack of controls in processes), system downtimes (system bugs and errors,

system’s out-0f-service, etc.) or external events (weather conditions, vendor behaviour, crisis, etc.).
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ABSTRACT

Risk management is gaining acknowledgement in organisational management due to the
benefits it brings with it, such as ability of managers to forecast possible threats and plan the most
appropriate prevention measures. Vulnerabilities and risks in the educational sector affect policy
makers, education providers and education receivers. Weak risk management increases the likelihood
of misaligned priorities, poor service delivery and financial losses. Risk management is crucial part
of effective management of education, provision of qualitative educational services and fair
distribution of financing in education. However, in Latvia this topic is only starting to gain attention
of regulators and managers in the educational sector.

Psychosocial risk group is one of the largest risk group types for the sector of education and is
related to the aspects of staff over-burning, lack of employee motivation, health problems due to
stress, etc. Empirical research carried out in Latvia has shown that the top risks perceived by the
education sector professionals in Latvia are relating to the psychosocial risks group.

The aim of this research is to analyse common risk management practices and tools in order to
draw recommendations on incorporation of the risk management best practices into the management
of education taking into consideration the specifics and needs of the educational sector in Latvia.

This research is based on analysis of existing worldwide research on risks and risk management
practices within the educational sector and empirical study by way of questioning representatives of
the sector of education in Latvia. Upon the results of the research, recommendations for risk
management within the educational sector in Latvia will be drawn.

Keywords: education, educational sector, risks, risk management, quality of education



INTRODUCTION

Research problem and the significance of the research

Taleb (2020) in his famous work “The Black Swan” states, that the history is formed by
unexpected anomalous events with high impact. The accent is placed on the words “unexpected” and
“high impact”. The logic of the Black Swan event makes the unknown more important than the
known, because the unknown shapes the history. The author of “The Black Swan” argues that historic
events are retrospectively predicted, but before they have happened, no one could imagine such events
within perspective predictions. Examples of the Black Swan events are the World War 11, drowning
of the “Titanic”, the Russian financial default, the September 11" bombing of New York World Trade
Centre, the 2008 global Credit Crisis, the 2020 Coronavirus pandemic crisis worldwide, and so on.
All these events were not predicted neither expected and all of them shaped the history, having great
impact on history and society. Taleb (2020) offers as an experiment, to imagine that on September
10™, 2001 (day before the September 11" bombings) some impactful and risk averse lawmakers,
following a consultation with risk managers, enforce a mandatory requirement to get all pilot cabins
of airplanes to be equipped with bullet-proof doors to prevent terrorist attacks of airplanes to protect
the World Trade Centre of New York. As a result of such law enforcement, the bombing of September
11™ may not happen at all and society would significantly undervalue such requirement, airplane
companies would complain that this is useless and expensive requirement and the lawmaker, who
enforced such law, would be very unpopular. This is all due to human nature to underestimate
unexpected risks and the unexpected events, what forms the essence of risk management (Taleb,
2020).

Rapid changes caused by globalization, IT advancements, changing demand perspectives and
even the competition affect educational sector seamlessly. The World Bank in 2019 published a report
“The changing nature of work” (World Bank, 2019), where the changes caused by technological
advancements and globalisation have been analysed on the perspective of changing business
environment, work and societies, however, there are no public strategic documents or risk
assessments available in Latvia how the sector of education shall evolve in order to meet these
challenges posed by the technical progress. Vulnerabilities and risks in the educational sector affect
policy makers, education providers and education receivers and raise a fertile ground for negative
unexpected events (Asian Development Bank, 2010; The Institute of Risk Management, 2002; The
Institute of Risk Management, 2010). Weak risk management increases the likelihood of misaligned

priorities, resource leakages, and poor service delivery. Effective risk management improves



strategic decision-making and increases availability of qualitative and fair education (Asian
Development Bank [ADB, 2010; ADB, 2016; IRM, 2002; IRM, 2010).

The Covid-19 pandemic has provided an evidence of operational readiness in different sectors.
For example, while in banking sector operations were stable from the start of the pandemic and
decisions were taken fairly quickly (Kurens, 2020; De Bolle, Faye, 2021), the sector of education
stagnated with lack of operating strategy for providing educational services during the lockdown
(Hacatrjana, 2021; Blass, 2021; TVNET/LETA, 2020; Vaduguns, 2021). This is mainly due to the
difference in regulatory requirements for the banking sector, where business continuity planning is a
mandatory annual exercise, during which banks are required to simulate different risk scenarios and
plan for operational continuity under any circumstances (Latvijas Banka, 2013; The Business
Continuity Institute, 2016; Tedesco, Ing, 2021; Basel Committee of Banking Supervision, 2021).
Experience of other sectors, such as medicine, banking, aeronautics, navigation and shipping, has
proved that effectively integrated risk management practices serve as the base for effective planning
and strategic alignment, helping to boost growth and ensure healthy development (Achampong, 2010;
Beals, 2015; Beasley, 2013; Chapelle, 2019; Colins, 2013; Dionne, 2013; Meerts-Brandsma, 2017).
Researching common risk management tools and approaches applied in different sectors, where this
area is regulated, in line with the specifics of the sector of education, and developing
recommendations for incorporating it into the sector of education in Latvia, may prove to be useful
to improve the quality of education in the future.

During this research it was confirmed that risk management is gaining acknowledgement in
organizational management due to the benefits it brings with it, such as ability of managers to forecast
possible threats and plan the most appropriate prevention measures. Hence research about risk
management and its integration into the educational sector may provide substantial benefit to the
management of education practices and improve the quality of educational services by looking from
another perspective. Quite often a problem or an issue are disguising and taking attention away from
what has caused a problem or an issue. Risk management on the other hand studies the root cause for
each problem first and then addresses the root cause in order to prevent or mitigate undesired
consequences (Chapelle, 2019). In addition, risk management helps to identify and consider a
combination of different types of events and impacts of those events, thus giving an organization a
chance to correctly analyse opportunities and treats for strategic planning.

The Institute of Risk Management states: “Risk management is a central part of any
organisation’s strategic management. It is the process whereby organisations methodically address
the risks attaching to their activities with the goal of achieving sustained benefit within each activity

and across the portfolio” (The Institute of Risk Management, 2002).
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There is a broad range of risks to which education sector may be especially vulnerable if no
risk management techniques and tools would be employed as demonstrated by the theoretical and
empirical research performed during this research. Risk management techniques are not fully
recognized and utilized for strategic planning and development of the education sector, as was proved
by the empirical research performed for this study and discussed in detail in Chapter 3. As a result,
weak risk management increases the likelihood of misaligned priorities, resource leakages, poor
service delivery and deterioration of existing problems (Abraham, et.al, 2013; ADB, 2010; ADB,
2016; Beals, et.al., 2015; Beasley, 2013; Chapelle, 2019; Garnett, 2019).

The numerous risks specific to the educational sector based on theoretical and empirical
research were compiled by author as a taxonomy of risks for the sector of in Appendix 4 during the
course of this research and can be used by the institutions in risk assessments and for general guidance
on what types of risk and risk manifestations exist. The significance of the research increased with
the new findings provided in this study. For example, during the analysis of risks performed in scope
of this research it was found that the ineffective government budget planning and treatment of
teachers by managers of educational institutions cause lack of motivation among teachers, which in
turn leads to deterioration of the quality of education. Government accreditation of educational
institutions may be based on non-transparent criteria and bribes may be paid to officials in return for
an accreditation certificate, as a result quality of education in the entire sector may suffer too. School
officials may bypass proper criteria for teacher recruitment and promotion and employ “ghost”
employees, what could lead to lack of qualified teaching staff and irrational decisions may be taken
affecting safety and rights of students. There can be risks in procurement resulting in unexplained
delays, bidding irregularities in favour of certain contractors, unjustified sole-source awards
connected to bribes, what may lead to unsafe and insecure environment in an educational institution.
Neglect can lead to confidential data leakages and personal data breaches of students and employees.
In school construction - substandard, unsafe, and unstable buildings prone to rapid deterioration may
be built as a result of neglect or corrupt practices and affect security of students and teachers.
Education service providers, which receive per-student funding from the government, could inflate
enrolment data in order to obtain higher payments, particularly in the absence of third-party validation
of data, what would lead to waste of governmental funds (ADB, 2016). Violent behaviours of
teachers, defined as a behaviour pattern inflicted from power differences that significantly harm
students and have no legal, academic, or ethic purpose, may lead to reputational damage of
educational institution or the entire educational sector. Violent acts from side of students threatens
safety of students and teachers in the educational institutions (Mertoglu, 2015). Natural disasters,
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environmental changes, strikes, armed attacks and national military threat may paralyse the provision
of educational services entirely (UNICEF, 2021).

Understanding the risk environment in education sector and qualitatively managing identified
risks could foster more transparency in management of education at all levels. Throughout the thesis
is analysed how risk management can be useful for the effective management of education and
provision of qualitative educational services. This study is aimed at putting together the most popular
and working practices from other sectors in order to come up with recommendation how to
incorporate risk management into the sector of education and what shall be taken into account.

Object of research - risk management in the sector of education.

Subject of research — analysing components of risk management and assessment of risks in
scope of the management of education.

The aim of research is to analyse common risk management practices and tools in order to
draw recommendations on incorporation of the risk management best practices into the management
of education taking into consideration the specifics and needs of the educational sector in Latvia.

Tasks of the research:

1. To analyse risk management theory and risk management practices across different sectors
and countries.

2. Toinvestigate typical risks relevant for the sector of education.

3. Toanalyse awareness and understanding of risk management by stakeholders in educational
sector of Latvia;

4. To assess level of maturity of risk management in the educational sector of Latvia and to
determine to what extent risk management tools are utilised for risk management routine of
educational institutions.

5. To assess existing risks within the educational sector of Latvia, effectiveness of its
management, risk mitigation needs and problems obstructing effective risk management.

6. Upon the results of the research develop the risk taxonomy for sector of education,
methodological templates for risk management tools, risk management guidelines and
recommendations for educational service providers and regulatory authorities.

Hypothesis:

There is poor understanding of risk management in the educational sector in Latvia, low
maturity of risk management in the educational institutions of Latvia and lack of capability and
capacity to employ risk management tools. As a result, quality of education is affected by many not

well-managed risks.
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Theses for defence:

1) Risk management is an essential element of the future management of education, but its
importance is underestimated at present moment in the sector of education due to poor
understanding of the topic.

2) Risks that need to be assessed and prioritized in terms of likelihood and seriousness, are not
managed well in the sector of education in Latvia.

3) All large educational institutions and education governing bodies shall appoint a risk
coordinator, who will be responsible for building and maintaining risk management
framework and setting the acceptable level of risk, reporting to the management of educational
institutions or governing bodies, where the strategic decisions take place.

Methods of research:

1. Analysis of available theoretical material, including scientific research publications, non-
scientific research articles, legislation acts, academic books and evaluation of practical applicability
of theoretic concepts was performed in the first phase. The research was conducted by qualitative
analysis of available theoretical material, which included academic books, scientific publications,
non-scientific articles, governmental reports and news websites. The materials mainly were searched
in electronic academic databases (EBSCO, ERIC, DOAJ, WoS), as well as in online news portals
(News.lv, bbc.com, reuters.com), institutional websites (CERT.LV, mk.gov.lv, izm.gov.lv,
dvi.gov.lv, knab.gov.lv) and by use of Internet search engine for additional information. The search
words used in the electronic academic database catalogues were “risk management”, “risk
management in education”, “risku vadiba izglitiba”, “crisis management in schools”, “cyber security
in educational sector”, “legal risks in education”, “lawsuits in education”, “fines and sanctions to
education providers”, and other. Search words used in news portals were: “corruption in education

9 ¢¢

sector”,

2 < 2 ¢C

corruption in schools”, “violence in schools”, “crisis management in education”, “cyber
security in education”, “fines and sanctions to education providers”, “korupcija izglitibas sektora”,
“vardarbiba skolas”, “krizes vadiba izglitiba”, “kiberdrosiba Izglitibas sektora”, “sodi un sankcijas
izglitibas iestadém”, and other. All abovementioned search word combinations were used in Internet
search engine for additional information.

2. Qualitative methods, including analysis of policies in different educational institutions,
practical analysis of risk management in institutions, the impact of existence and non-existence of
risk management of the performance of educational institutions, comparison to educational
institutions in other countries in regard to the extent and maturity of risk management, evaluation of

risk culture in different educational institutions in Latvia by means of interviews and questionnaires.
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All found academic books and publications were analysed for definition of risk management by
different authors, the risk management approaches, risk theories, examples and practical application
of risk management techniques in the educational sector across the world.

3. Quantitative methods: data was collected by ways of online surveys and interviews. Upon
performing profound desktop study about risk management in the sector of education, the most
notable risks were formulated and used in developing the questionnaire for educational sector
stakeholders in Latvia, where respondents were asked to rate criticality of the formulated risks and
level of controls for these risks according to provided methodology. Stakeholders within educational
sector and risk experts were interviewed for profound analysis. Surveys were placed into online
platform SurveyMonkey.com and distributed via social networks and e-mails, interviews with experts
were held afterwards. Returned fully completed results were examined for this research. Online
surveys were addressed to stakeholders of the sector of education to perform risk assessment and
clarify opinions, understanding and practical usage of risk management within the management of
education. It was important to analyse whether there is any correlation between the criticality of risk
and its control risk level, as perceived by educational sector stakeholders, in order to draw the
conclusion what is the most appropriate way for management of particular risk. SPSS and Excel were
used to perform descriptive and inferential statistical analysis of the results. The results of online
surveys were analysed by following methods: trend analysis, descriptive statistical analysis (mean,
mode, median, frequency, severity), inferential statistical analysis in form of statistical significance
and reliability scales (t-test, Cronbach’s alpha), correlation analysis (Pearson correlation coefficient),
followed by graphical display and visual analysis. The results were confirmed with several risk
management experts in form of interviews.

Scientific novelty of the research

1. Holistic examination of risk management practices in different sectors where risk
management is mature in the context of applying it to the sector of education.

2. Forming profound and holistic theoretical and practical overview of risk management
beyond the scope of psychosocial and physical risks.

3. Researching best practices of risk management employed in other sectors, such as banking,
medicine, shipping, etc., and in the sector of education of other countries, with purpose of applying
the main principles into the management of education in Latvia.

Practical novelty of the research

1. Providing guidance and understanding of risk management concepts and approaches to
accountable stakeholders in the sector of education.
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2. Expanding the understanding of the key risks in the sector of education and the opportunities
connected to managing these risks.

3. Developing risk management guidelines, templates and common risk taxonomy for the
sector of education, which are provided with the results of this research in Appendix 4. Risk
Management Handbook and Taxonomy of Risks, developed as a result of this thesis, can assist risk
managers of educational institution and governing authorities.

Content and structure of dissertation

Chapter 1 focuses on theoretical aspects of risk management. It will examine risk concept and
definitions, purpose of risk management, roles and responsibilities of stakeholders, the key pillars of
successful risk management and various risk management tools, techniques and approaches.

Chapter 2 examines the risks relevant for the educational sector. Based on desktop research by
examining different authors it will be concluded which risks are prevalent in the sector of education.
Risks are grouped and each group studied in a subchapter.

Chapter 3 describes the empirical study conducted within this research and its results. It will
introduce the methodology of empirical study and provide descriptive statistics of the quantitative
research results. Further on will follow the results of the empirical study, which will provide the
answers to the research questions: what are the key risks in the educational sector of Latvia, how well
are they managed, what should be improved and how it would be possible to integrate risk
management into the management of education in Latvia. The results will be tested with reliability
scales and statistical significance. Through the empirical study the conclusions will be made about
how risk management could be integrated into the educational sector.

Chapters 4 and 5 summarise all of the above into conclusions and recommendations for
educational institutions and governing authorities.

In the Appendix 1 and Appendix 4 are provided Risk Management Handbook and Risk
Taxonomy, as well as other helpful templates for risk managers in educational sector, which can be
utilised by educational sector’s managers, employees and governing authorities.
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1. THEORETICAL APPROACH TO RISK MANAGEMENT

The aim of this chapter is to introduce general concepts of risk management, tools and
techniques that can be applied for effective risk management, study the key stakeholders, their roles
and responsibilities. This chapter’s focus in on exploring and discussing the theory and nature of risk
management. Risk management within the sector of education will be discussed in the following

chapters based on the findings of this chapter.

1.1. Risk concept and definitions

Walker (2019) defines risk as the probability to suffer losses. Chapelle (2019) defines risk is
the effect of uncertainty of objectives resulting in negative events, incidents and accidents. Both
authors mention and discuss financial and non-financial types of risk. Financial risks are market,
credit, liquidity, currency risks, whereas non-financial are operational, reputational, regulatory
compliance, legal and conduct risks.

Tufano (2011) states that Risk management within any organization helps to identify and
consider a combination of different types of events and its impacts, thus giving an organization a
chance to correctly analyse opportunities and treats for strategic planning. Clark, et. al. (2013), APPA
(2018), Ariff et.al. (2014), Clyde-Smith (2014), Adams (1973) et. al. state that ensuring safe
environment, effective and cost-efficient curriculum provision through assessing and mitigating
involved risks is the core responsibility of educational institutions.

Successful management and administration of education institutions is not possible nowadays
without utilising risk management concepts and techniques (3axapos, et.al., 2016). Risk management
is crucial for decision-making as it helps to recognize threats at an early stage. Risk can be also
defined as a threat that may pose implications for organization to meet its objectives (National
Association of College and University Business Officers and the Association of Governing Boards
of Universities and Colleges, [NACUBO and AGB], 2007), hence summarising the above definition,
the key purpose of risk management can be defined as helping organisations to achieve established
goals through structured dealing with threats and issues, which may disturb achievement of the
strategic goals and the mission.

Asian Development Bank (ADB, 2010) sets out an overview of the risks to which the education
sector globally is vulnerable, which are: lack of clearly defined processes and legal frameworks (e.g.,
in such important processes as admissions, recruitment, budgeting, procurement), misaligned
priorities, bribery and corruption, weak financial management, poor internal culture, poor information
systems, lack of relevant expertise on management level, poor security provision. Dunklee and Shoop
(1993), in turn, analyse and discuss risks, mentioned in ADB(2010), related to personnel development
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programmes and their compensations, environment and safety management, disputes and litigations,
usage of institution’s facilities and grounds by the community and risks pertained to the construction
of buildings. Forlin (1995) states that the most undervalued risks are related to the educational
environment, especially health and safety of employees and students. Clark, et al. (2016) further
concludes that the interconnected risks are emerging, such as cyber, data management and privacy
risks, terrorism and violence risks, infrastructure and facilities’ management risks; and that a broader
approach to risk management is required.

All above authors and theories discuss that risks can be generated from internal and external
environment and therefore risk management in any institution is concerned with internal and external
risks, which appear and shape internal and external environment in the educational system. In the
external environment, for example, laws and regulations shape industry specific strategic planning,
rules for textbook and supplies, set the framework for building and construction of educational
institutions, defining co-operation partners and budgets. All of this can be disrupted by corruption
and further impacts the internal environment of the educational institutions. Buildings and
constructions may directly impact the quality and reputation of education as there the risk of student
safety arises. Strategic planning on the industry level impact managers, who further set goals and
objectives for their own organisations. Ability of managers to set goal correctly is impacted by their
professional development. Goals and objectives shape internal attitudes and culture, which are also
shaped by employees and their professionalism. Higher professionalism combined with correctly
defined goals and objectives should shape positive internal attitudes and culture and vice versa. Risks
of violence and bullying arising from unprofessionalism of teaching staff and negative internal
culture, may have the detrimental impact on the quality of education, which in turn affects children
and parents. Depending on the quality of education received, future society and external culture is
formed, which in turn affects the economic environment. With higher quality of education there
should be more positive effect on the society, culture and economic environment and vice versa. This
further on may impact regulations and reforms in the sector. (Forlin, 1995; Clark, et.al., 2016;
Moldovan, 2012; APPA, 2018; The Institute of Risk Management, 2002; ADB, 2010)

1.2. Stakeholders

Stakeholder analysis is important in understanding the governance of the education sector.
Governance tends to be more effective when there is:
(1) demand for accountability from stakeholders; and
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(i) supply of governance (where actors in power share information, take decisions within a clearly
defined regulatory framework and transparently allocate resources, offer space for participation,
and are accountable for their actions).

List of stakeholders in the sector of education looks as follows:

a) policy makers, planners, and researchers;

b) boards responsible for standards and accreditation;

€) education and training providers;

d) suppliers of textbooks and school supplies, equipment, facilities, and services to education and

training providers;

e) students, parents, and employers;

f)  development partners and investors;

g) civil society organizations, including teacher unions, industry associations, and media; and

h) oversight entities responsible for enforcing laws and regulations, such as the ombudsman,

judiciary, and audit offices.

Examining the formal and informal relationships among stakeholders can help identify where
risks may lie. Politicians, for example, may interfere in budgetary allocations and releases. Such
interference can distract the focus of sector plans. Vested interests may influence large procurement
projects because these provide opportunities for personal enrichment. Teacher deployment and
promotion, for example, may be subject to family connections and favouritism. Those without
connections may be assigned to remote locations. Parents may bribe school officials to ensure that
their children will be admitted to the school of their choice. Teachers or examiners may collude with
students by selling examination questions in advance or by manipulating examination results. (ADB,
2010; APPA, 2018; The Institute of Risk Management, 2002; Ariff, et.al., 2014; Clyde-Smith, 2014,
Kirya, 2019)

Conclusion can be drawn from the information discussed above about who are the key
stakeholders in the risk management within the educational sector. By taking the external
environment, the stakeholders are: law makers, regulators, co-operation third-party partners provided
food services and construction works, textbook authors and printing agencies and the society as such.
External stakeholders are affected by the decisions taken in terms of what books will be demanded
for the educational sector, what rules for food supplies or construction works will be made, how many
students will be admitted to educational institutions, etc.

Internal stakeholders of the educational system are teachers, principals and managers of
educational institutions and other non-teaching employees, students and their parents/guardians.

Internal stakeholders are impacted by all the decisions related to safety, supplies, cost of education,
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methodologies of education, which are decided often within the external environment by regulatory
bodies.

All of the decisions taken within internal and external environment impact stakeholders on both
sides. Final and biggest impact through the level and quality of education is created on the society.
(The Institute of Risk Management, 2002; ADB, 2010; Scheer, et.al., 2014; APPA, 2018)

1.3. Who is responsible for risk management?

Basel Committee of Banking Supervision (2011) defines the following common sources of
operational risk, which can be applied to the risk management within educational sector: people,
systems, processes, external events and legal risks. The author mapped the risks mentioned in
previous and further sections with stakeholders discussed above and the sources of operational risk,
as provided the Table 1.1 below. It is important to note, that while trying to identify concrete
stakeholders for different risk scenarios, it was identified that for each risk driver the stakeholder list
would not change due to the fact that it is never possible to predict in what way exactly the risk will
materialise and who would be affected as a result. Therefore, the Stakeholders list is common for all

risk drivers and risk examples.

Table 1.1 Risk mapping according to sources of risks and relevant stakeholders
(developed by author)

Risk driver Risk examples Stakeholders
People Bullying and Violence in educational | - students, parents;
institutions; parent attitudes; corruption; | - teachers, education and

inadequate strategic decision making; lack of | training providers;
motivation; confidentiality and privacy | - policy makers, planners,

breaches. researchers;

IT and Systems | Cyber-attacks; systems failure & downtimes; | -  boards responsible for
data leakage; confidentiality and privacy | standards and accreditation;
breaches - school suppliers;

Processes Accreditation;  corruption; changes in | - entities responsible for

regulatory requirements and processes; | enforcing laws.
overloading of employees; insufficient
funding

External Events | Nature disasters (e.g., floods); fire; terrorist
attack; lack of financing due to
crisis/changes; damages caused by suppliers;
insufficient funding; lack of qualified staff;
changes in regulations and political
environment

Legal and | Incompliance with relevant laws; new
Compliance regulations; changes in law; lawsuits
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Such mapping of risks according to the risk sources and analysis of stakeholders provide a
structured approach to the research of risk management of the organisation.
The role of each stakeholder is important in different situations:

- Students and parents may not comply with the rules and cause an incident: e.g., student
may bring drugs, weapons or other unallowed subjects to the school, parent may be rude
or violent to teaching staff;

- Students and parents may suffer from unstable IT systems, what does not allow to follow
important updates and progress;

- Teachers may suffer from violent behaviour of other stakeholders or from not well-
developed processes (e.g., communication with parents, air quality checks in the
classrooms, requirements related to mandatory documentation, etc.)

- Lawmakers may be taking bribes, be incompetents and implement inadequate
regulatory rules;

- Boards responsible for standards and accreditation may be bribed, may be incompetent
of suffer from unstable IT systems, which does not correctly maintain their records;

- School suppliers may source goods of bad quality of poisonous food, as well as their
staff may be unavailable due to epidemics or IT systems may crash and cancel all orders,
what would result in not supplying ordered goods to institutions.

Thus, although the main responsibility in an institution for designing and implementation of the
risk management framework and rules may seem to lie on the institution’s management and
governing bodies, there are number of aspects where every stakeholder is responsible for risk

prevention and mitigation.

1.4. Key pillars of successful risk management

As concluded by the authors mentioned above, application of risk management techniques
within the educational sector is important for quality improvement, transparency in educational
institutions operations and effective decision-making and strategic planning. Risk management
framework must be established in order to effectively manage risks. Risk management framework
must include techniques and tools to identify, assess, monitor and mitigate risks, establish preventive
and corrective controls, what will be described in further sections. Risk models and processes in this
paper will be analysed in regard to applicability to educational sector. In this section, theory of the

risk management and its application in practice will be analysed.
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1.4.1 Risk Governance

Risk governance is the core of the risk management, as it starts with clearly defining roles
and responsibilities across the institution and transparent segregation of duties (Chapelle, 2019;
Walker, 2013). Clear policies and procedures are the backbone of risk governance, with defined
responsibilities for different tasks, rules and principles followed in the institution and guidelines how
certain tasks need to be executed. Communication of this internal regulation is very important to
ensure implementation discipline. Decisions usually lie with the senior management (school
administration or municipality), who may delegate mandates for decision making to certain
established committees, where collegial decisions are officially taken based on reporting and
escalation activities.

For the risk management to succeed in an organisation and to successfully gather required data
on risks, incidents, customer complaints, etc., it is important for risk coordinators firstly to become
accepted on the operational level. This requires ability to demonstrate the value that the risk
management brings to the organisation. Before arguing the benefits of the risk management, risk
coordinator should build the so-called “business case” for the risk management, which should include
such advantages as reduction of large losses in the long-term, more efficiency, better stability for
employees and customers and increase in productivity, etc., as with fewer incidents there will be less
time required for reporting and for risk mitigation activities. Building such risk management
framework, where the emphasis is put on managing the top risks associated with achievement of key
objectives and respective prioritisation of risk management activities, brings most value to the
organisation.

1.4.2 Risk Identification

Walker (2019), Leitch (2016), Chapelle (2019) discuss the risk identification tools and

techniques. Risk identification focuses on risk event identification through risk cause analysis. Risk

causes can be exposures to risk, vulnerabilities in controls, internal and external environment, as well
as chains of causes and impacts. Operational risk according to definition provided by the Basel
Committee for Banking Supervision (2011) is defined as the risk of losses resulting from inadequate
or failed internal processes, human mistakes, technology and system downtimes and external factors,
such as third-party vendors, external environment, natural disasters, politic environment, etc. Thus,
there are four main causes defined for operational risk management in banks: People, Processes,
Systems and External. People as a cause mean the risks arising from employees, e.g., insufficient
competence, mistakes, poor motivation, fraud, incapacity to work, insufficient experience, poor
engagement and work quality, etc. Processes stand for risks arising from not precisely defined roles

and responsibilities, too complex or incorrectly designed internal processes, manual activities,
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insufficient controls, etc. Systems stand for risks arising from IT systems and telecommunications,
e.g., unavailability of an important system, slow performance of IT system, disconnection of
telecommunications due to systems’ issues, etc. External stand for risks associated with external
environment, e.g., cyber-attacks, third-party service provider failures, weather disasters, pandemics,
political decisions, regulatory actions, behaviour of parents and students that threatens achievement
of objectives or leads to losses. Losses caused by actions of students can be also qualified as Process
risk, if damaging actions were possible due to insufficient internal controls or as People risk, if it was
allowed to happen due to lack of competence, engagement or experience of employees. Thus, these
four criteria cover internal and external environments of educational institution and all stakeholders.
Hence, author believes that classification as provided by Table 1.2 can be also applied in risk

management within the sector of education:

Table 1.2: Examples of cause categories on levels 1-2. Source: Chapelle (2019), p. 25
Level 1 Level 2

Resources/Capacity
Competence
Engagement
Experience

Manual complexity
Documentation
Multiple input
Automation
Availability

Bug

Systems Capacity

Performance
Obsolescence
Socio-political changes
Regulatory

External events | Stakeholder interference
Natural events

Third party

People

Process

Identified risks should be specific to the nature of operations of each concrete firm or institution.
Author highlights that the most dangerous risks are those that are ignored and not known.

Kelliher et. al. (2016) claim that categorisation of operational risk should be as granular as
possible to avoid ambiguity. The author therefore mentions the seven types of operational risk defined
by Basel II, which in authors’ view are too high-level and ambiguous. Authors call for breaking risk
types into more granular levels to ensure transparency in selection of a certain type of operational
risk. Thus, it is not sufficient to break down operational risk by cause categories, but it is also
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important to study the type of loss operational risk causes in granular level. Kelliher et. al. (2016)
suggests to clearly distinguish types of risk, e.g., operational, strategic, legal, etc. in order to have
clear picture as to which risks need to be covered by capital planning tools in different categories.
Risks of one type can be further broken down into sub-types, for example, in banking, operational
risks are broken down into 7 sub-categories by Basel Committee for Banking Supervision (BCBS):
internal fraud, external fraud, workplace safety and employment practices, compliant client, products
and services practices, business disruptions and service failures, damage to physical assets and
execution errors and process management mistakes. These categories on the high level would be
suitable also for the educational institutions, with further sub-level categorisation specific to the sector
of education. Losses arising from these events should also be categorised in the way, that will enable
clear distinguishing of different types of losses and will help to group different losses for clear risk
picture of individual organisation. Already budgeted costs, such as salaries of existing employees,
involved in managing risk event, should not be considered as loss. On the other hand, salaries of new
employees and consultants specifically hired to handle the risk event, should be counted as a loss
(Kelliher, et. al., 2016).

Alberts and Dorofee (2009) and Beasley (2013) stress the importance to identify possible
emerging operational risks — those which are not possible at the point of time, but maybe emerging
to certain trends and developments.

1.4.3 Risk Identification Tools

Chapelle (2019) provides overview of the approaches for risk identification. Top-down risk

identification lies with senior management of an organisation and is focused on risks to the strategy,
emerging risks, global trends and key threats to the organisation’s strategy. Best practice is to
facilitate top-down risk identification and assessment sessions at least 1-4 times per year. Alberts and
Dorofee (2009) call top-down identification of risks as systemic risk management and highlight the
importance of top-down risk identification linked to the key objectives and goal of an organisation.
Through the systemic approach, the risk drivers that could halt or obstruct achievement of the key
objectives should be identified and managed. Thus, against each objective should be developed a
statement, what would help successful achievement of the objective and what would lead to failure,
then these indicators of failure can be translated into the risk statements. It is important to analyse the
environment and conditions surrounding the achievement of key objectives to be able to draw out
potential risks. There can be multiple risks triggered by one risk driver, hence it is important to look
at different risk drivers from different angles to identify all possible inherent risks.

Next approach described by Chapelle (2019) is bottom-up risk identification, which lies on the

business process level or in regard to public organisations - on the operational level. Usually, such
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process is organised at least once per year and involves all managers at the level of operations. Such
process is called Risk Control Self-Assessment (RCSA). The process focuses on operational
efficiency risks, organisation of processes, efficiency of systems, competency of staff, external risk
factors, etc. It is important to exercise both top-down and bottom-up risk identification approaches,
as Chapelle (2019) noted about using only bottom-up approach would lead to “failing to see a beach
due to being very busy observing the grains of sand”.

In Appendix 2, Table 5.1 is provided an example how risk assessment’s register may look like
and in Appendix 4, Table 7.1, are provided risk taxonomy and risk examples for educational sector.
Sum of bottom-up and top-down risk identification tools should be used for the full risk universe of
the organisation, as is provided by Appendix 4, Table 7.1.

Further Chapelle (2019) discusses that risk identification can be assisted by the use of “five
why questions”, what means a sequence of questions leading to identification of causes and concrete
risks. In addition, mapping performed tasks and processes to the existing controls may also assist in
risk identification, as well as interviewing the key staff, who may be well be aware of any gaps leading
to risks in the organisation.
One of the most popular risk identification tools according to author’s observations IS usage of
incident register, where already realised risks as internal or external incidents or near misses are
analysed for future probability and losses. An example of such register of incidents is provided in
Appendix 3, Table 6.1. This approach is most relevant for stable organisations, where the risk profile
does not change for some years and hence it is possible to forecast future by analysis of the past
events (Kelliher, et. al., 2016).

1.4.4 Scenario Identification and Analysis

Scenario Identification Process according to Chapelle (2019), Walker (2013), Amin (2016) and

Dutta & Babble (2014) is one of the key pillars in risk management and is very important tool in

decision making. Scenario Identification usually focuses on extreme and severe risk event scenarios.
Taleb (2020) states that in order to understand everyday risks it is crucial to focus on studying the
extreme and rare risks; similar like with human beings, whose real nature and character become most
prevalent in extreme conditions. Dutta & Babble (2014) highlight that Scenario Analysis has been
used for a long time in engineering, medicine, management, defence, etc., hence it can be as
successful be used in management of education.

Risk scenario assessment is down to assessing the level of risk event probability and level of
its impact. Scenario identification process usually focuses on the low probability and high severity
(impact) risk event scenarios. Dutta & Babbel (2014) characterize Scenario Analysis as having two

important elements: assessment of the future state of a certain characteristic and knowledge about
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current state of that characteristic. Amin (2016) mention that Scenario Analysis offers reasonable

options of future environment developments. It is important to take in mind existing situation and

assess various possibilities of future developments within a certain period of time (Dutta & Babbel,

2014). There are seven steps in this process according to Chapelle (2019):

1.

Preparation of empirical evidence documents and split of roles and responsibilities — at this
stage it is important to collect and consolidate external loss data (losses experienced by other
similar organisations) to use during the session for scenario generation and to assign precise
roles and responsibilities to all participants;

Brainstorming with stakeholders for generation of scenarios and selection of the most rare
but plausible risk event scenarios for further assessment — at this stage participants generate
specific risk events (scenarios) with supposedly high losses and with rare frequency;
Assessment of selected scenarios in regard to the risk probability (frequency) and impact
(severity) —at this stage out of all generated risk event scenarios, participant choose the most
plausible ones and assess its most plausible probability (how frequently selected scenario
can happen, e.g., once in 10 years) and its total impact (probable financial loss by different
categories — restitutions, write-offs, legal expenses, insurance recoveries, etc.);

Validation of selected assessed scenarios with help of pre-prepared empirical evidence — at
this stage, assessed scenarios once again are checked against the pre-prepared external loss
data for possible impact and probability;

Incorporation of the results into management plans — at this stage, all selected scenarios are
assessed for the reaction, whether it will be accepted, mitigated or terminated/avoided. For
those scenarios, which will be mitigated, risk mitigation plans are prepared and integrated
with the management plans and for scenarios, which are chosen to be terminated or avoided,
exit plans are prepared or risk insurance is budgeted into the annual budget plan;
Consolidation of all scenarios for further use — all scenarios with action plans, deadlines and
precisely defined responsibilities are then consolidated for continuous follow-up;
Incorporation of the results into the calculations of the risk capital (specific for banking
institutions) — at this stage results are incorporated into organisational internal model for
calculating risk capital (e.g., Loss Distribution Approach), which calculates for cost of

potential risk inherent to the organisation.

Scenario Analysis is especially useful for organisations, which have not experienced major loss

events and incidents (Dutta & Babble, 2014). It does not mean that such incidents and losses will not

happen in the future. Scenario Analysis is a great tool to measure risk exposures inherent to an

institution that can result in material loss sometime in the future (Dutta & Babble, 2014). Thus,
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Scenario Analysis is essential for successful risk management. Scenario Analysis is widely used in
banking and finance, as well as in medicine, engineering, national defence, etc. (Dutta & Babble,
2014). In Appendix 2, Table 5.1 is provided an example how scenarios can be incorporated into the
risk assessment’s register and in Appendix 4, Table 7.1, are provided risk taxonomy and risk
examples for educational sector, which can be used for scenario generation.

Scenarios and possible loss estimations can be derived by collecting data about material losses
in other similar organisations and assessing whether the scenario would be relevant for the given
organization and calibrating the losses accordingly taking in consideration specific organizational
differences and goals (Dutta & Babble, 2014).

By utilizing Loss Distribution Approach (LDA) with Scenario Analysis results together with
internal loss historical data and running it through the Monte Carlo simulation, it is possible to
calculate price of the risk pertaining to certain organization.

As already mentioned above, for the Scenario Analysis it is important to gather in a series of
workshops with subject matter experts to generate the scenarios. According to Dutta & Babbel (2014)
and Amin (2016) external loss data can be used to start generating ideas and to validate proposed
scenario losses. For example, facilitator may start by reading a pre-prepared scenario and asking
participants to confirm whether such situation could happen with their institution. If yes, then next
question would be about how much would be the total loss if such situation would happen with this
particular organization. Then, frequency of an event would need to be assessed. Scenario Analysis
should not over-rely on historical loss data of other institutions in order not to miss hypothetical
scenarios specific to certain organization (Dutta & Babble, 2014).

Scenario should be perceived as sensitivity analysis of current environment to the future
expected and unexpected events (Dutta & Babble, 2014). Scenario Analysis is based on assumptions
of possible impact and frequency distributions. Appropriate risk mitigation actions may be developed
by managers of educational institutions to prevent risk from happening in the future and making risk
environment less sensitive to certain future developments.

Scenario Analysis differs from the risk assessment process mentioned previously with severity
estimations: in Scenario Analysis the estimated losses should be much higher than in routine risk
assessments and internal loss history, and the frequency of the events considered should be much
rarer (Dutta&Babble, 2014; Amin, 2016; Chapelle, 2019).

1.4.5 Risk Connectivity and Risk Networks

According to Chapelle (2019) good practice is to present risks in the register as a web,
demonstrating the connectivity of different risks and interrelated mitigation actions. World Economic

Forum provides the up-to-date map of global risks for the risk professionals each year, using the
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representation of risks as a web. According to best practices observed by the author and as a simpler
approach for small organisations, risks also can be organised into clusters for better prioritisation by
the risk management unit. Risk clusters usually represent a cascade of different risks, one leading to
another and provide a good overview of the risk profile relevant to certain organisation. An example
of risk connectivity is provided in Appendix 4, Table 7.1 in form of risk taxonomy.

1.4.6 Risk Appetite or the accepted level of risk

Chapelle (2019) and Walker (2013) define risk appetite as the amount of risk that the
organisation is willing to take in pursuit of its strategic objectives. Risk appetite stays for the level of

risk that can be accepted without any additional risk prevention or mitigation actions. Usually, in
large companies, e.g., banks, a board of directors define the such acceptable level of risk, whereas
framework establishment and monitoring of the accepted risk level is performed by the risk
management functional unit. The purpose of risk appetite establishment is to assist management in
decision-making and keep organisation’s risk taking within certain boundaries.

Setting the acceptable level of risk for financial risks is quite straightforward: it is defined by
the trade-off between the risk and return (or losses and profits), whereas for non-financial risks, such
as operational, reputational and compliance risks, the benefits are often intangible and therefore not
so straightforward. To ensure operating within the boundaries of risk appetite it is important to set
controls, which will either prevent risks, minimise the losses or both. Acceptable risk level must have
clear limits established as to when it should be considered that it is breached. There also should be
clear governance structure with defined roles and responsibilities, what includes risk ownership and
action plan what should be done in case the acceptable risk level limits are breached. According to
author’s observations and confirmed by Chapelle (2019), there are usually top-down and bottom-up
approaches to setting the acceptable level of risk: what managers are thinking about risk tolerance in
the organisation and what is actually happening in practice. Usually in theory the acceptable level of
risk is more prudent and conservative, than in practice.

Risk management framework shall be based on the statement about the acceptable level of risk
and subsequent development of key risk indicators — metrics that assist in measuring deviation from
risk management limits and providing early warning signals, what will be discussed further in this
study. The more advanced the acceptable level of risk statement is, and the more detailed the key risk
indicators developed, the more mature becomes the risk management framework. Usually, the more
essential is the activity, the lower is the acceptable level of risk. As PKF UK LLP (2011) put it,
younger educational institutions take on more risks to grow and develop, whereas mature educational

institutions with established reputation are more risk averse and tend to measure their risks with pre-
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defined metrics and risk limits. Risk appetite may have significant differences in different
organisations, depending on organisation’s size, strategy, maturity level and risk environment.

In practice, excessive risk taking usually happens only for the risks, which are not identified,
when risk assessment process is skipped or not properly performed, therefore as the analysis above
demonstrates it is important to accomplish good quality risk identification and assessment processes
on a regular basis.

1.4.7 Risk and Control Self-Assessment (RCSA)

At least once per year or when any significant changes take place in an organisation, the risk-

brainstorming workshop should be facilitated to perform risk assessment with line managers of lower
level, where organisation-wide risks are identified and assessed according to established risk
assessment methodology (Chapelle, 2019). The same approach can apply in all levels of educational
institutions, where such risk assessment would be initiated and facilitated by a risk coordinator (e.g.,
appointed by municipality or employee with defined responsibilities for risk management) and
involving managers of educational institution and teachers from different disciplines.

The process of risk and control self-assessment consists of the following steps (based on
author’s experience, Chapelle, 2019, Walker, 2013, Alberts and Dorofee, 2009):

1. Preparation of empirical evidence documents — at this stage it is important to collect internal
loss data (losses historically experienced) to use during the workshop session for risk scenario
generation;

2. Brainstorming with stakeholders for generation of risk scenarios — at this stage participants
generate list of all possible risk events, which may happen to their area of responsibility;

3. Assessment of selected scenarios in regards to impact (severity) as represented by Table 1.3
and probability (frequency) as represented by Table 1.4 — at this stage all generated risk event
scenarios are assessed by probability and impact to arrive at final risk score — methodology
(example will be provided further below) for such risk assessment should be developed by
organisation according to its acceptable level of risk (impact level and total risk score
assessment should be directly linked to the acceptable level of risk);

4. Validation of selected assessed scenarios with help of pre-prepared empirical evidence — at
this stage, it should be checked that all incidents, which appear to be in pre-prepared historical
loss data are mentioned in the risk assessment and none of the inherent risks is missed from
RCSA register;

5. Incorporation of the results into risk mitigation plans — at this stage, all selected scenarios are
assessed for the reaction, whether it will be accepted, mitigated or terminated/avoided. For

those scenarios, which will be mitigated, risk mitigation plans are prepared and for risks,
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which are chosen to be terminated or avoided, exit plans are prepared or risk insurance is
budgeted;

6. Consolidation of all scenarios for further use — all scenarios with action plans, deadlines and
precisely defined responsibilities are then consolidated for continuous follow-up by the risk
coordinator.

The following methodology is published by Chapelle (2019) as an example to use for assessing

risk impact, risk probability and total risk level:

Table 1.3: Risk assessment methodology example adapted from A. Chapelle (2019) book:

impact scale per type. Source: A. Chapelle (2019), p.54

Impact Financial Service delivery Custom_ers and Regulatory
rating reputation
>25% of | Critical service | Significant, possibly | Significant
yearly disruption with | long-lasting damage to | compliance  breach
budget major impacts to | the firm’s reputation | leading to large fines
Extreme .
internal and | and trust toward many | and regulatory
external stakeholders scrutiny.
stakeholders
>5-25% of | Significant Large number of | Compliance breach
budget interruption of | customers or | with or without fines,
service leading to | stakeholders impacted, | leading to lasting
Major crisis _Mmanagement | to be activ_ely remediation _
mode internally and | addressed during | programs with
customer detriment | incident and through | damage vis-a-vis the
externally post-incident regulator.
remediation.
>0.5-5% of | Noticeable Small reputation | Some breach or
budget interruption of | impact among limited | delays in regulatory
service but with no | number of customers | compliance
significant and stakeholders, | necessitating
Moderate . ) .
consequences  for | short-lived and | immediate
stakeholders addressed during | remediation but with
besides incident management. | no lasting impact.
inconvenience
<0.5% of | No interruption of | No impact outside of | Minor administrative
yearly service noticeable | internal parties. compliance  breach
Low budget to external party not impacting the
firm’s reputation vis-
a-vis the regulator.
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Table 1.4: Risk assessment methodology example adapted from Chapelle (2019) book:
likelihood scale. Source: Chapelle (2019), p.55

o Frequency Probability
Qualitative of occurrence N .
rating of % (at 1-year Definition Guidance
occurrence )
horizon)
1 vyear or|>50% Likely to occur | More likely than not of
less within one year happening within a year,
High historical evidence indicates
that such event occurs once or
more per year.
>1-5years | 10-50% Likely to occur in | Likely to occur at least once in
Medium the mediumterm |a five-year horizon (e.g.,
strategic plan horizon).
>5-20 years | 2.5-10% Unlikely to occur | A remote possibility exists for
Low in normal | such an event to occur, less than
business 10% chance of occurrence
circumstances within a year.
>20 years <2.5% Should not | Very unlikely, may occur in
happen,  unless | exceptional circumstances. Has
Rare very rarely not occurred yet in the company
but the possibility should be
envisaged.

For the educational institutions Beasley (2013) proposes the impact assessment scales, which
are mainly based on measuring impact on funding, student application profile, faculty recruitment
and retention, media attention and harm on reputation, peer ranking and fundraising goal
achievement.

Alberts and Dorofee (2009), Chapelle (2019), Walker (2013) state that probability and impact
must be assessed for each risk scenario described and total risk exposure then can be derived from
the combination of probability and impact, which together establish the importance of risk. Year-on-
year the results of such risk assessments can be compared, and risk controls can be evaluated by
analysing the implementation of risk mitigation actions versus realised losses and incidents. During
this process for all identified risk scenarios the total risk score is evaluated by multiplying probability
and impact scores.

To visualise the risk assessment results, usually a risk matrix is used, where on one scale (x or
y) is represented probability, on another scale (x or y) is represented impact, but the risk matrix is
split into the areas from resulting risk levels, where green colour means acceptable level of risk,
yellow colour means tolerable level of risk and red means intolerable level of risk (Alberts and

Dorofee, 2009; Chapelle, 2019; Walker, 2013). The author has drawn an example of how this can be
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drawn for visualisation in Figure 1.1. This type of heatmap as presented in Figure 1.1 can be drawn
in different other ways as is most suitable for particular organisation and is dependent on institution’s
objectives and acceptable level of risk. For example, instead of 4x4 matrix, it is fine to draw it as 3x3,
5x5, 10x10, etc., as the main idea is to reflect connection of the scoring methodology for probabilities
and impact. Colours may also be adjusted according to the risk appetite specific to particular unique

organisation.

4Catastrophic

3

Major

2

Moderate

1

Minor

4

1 2 3
Highly
Unlikely Possible Probable
probable

Figure 1.1: Risk matrix example (developed by author)

As Risk matrix is prepared individually by each organisation according to their specific
acceptable level of risk and objectives, the green, yellow and red areas in different organisation may
take different quadrants. For example, for risk averse organisation there will be more yellow and red
risk areas, whereas for less risk averse organisation there will be more green and yellow and less of
the red areas. Each level of risk should have appropriate reaction by the management: accept the risk,
mitigate or terminate/avoid. However, according to Alberts and Dorofee (2009), usually there are two
strategies how to address all the identified risks, given that there may be a big number of risk scenarios
identified and not all would be possible to monitor. The first strategy is to apply Pareto analysis to
draw out top 10-20% of risk scenarios according to their combined probability and impact and the
resulting risk exposure. These 10-20% then are constantly monitored and managed, but the rest 80-
90% of risks are periodically reviewed for any changes in their resonance. The second strategy is to

group the risk according to common characteristics and address the groups of risks rather than each

32



individual risk separately. However, this approach has its drawbacks, such as amount of effort
required as well as being subject to bias and error while grouping.

It is especially important to assess at least material risks that may threaten daily operations of
an institution (pandemic, fire, floods, weather disasters, terrorist attacks, war, etc.) and prepare risk
mitigation action plans for such situations, hold instructions to all employees about their roles and
responsibilities in such situations, rehearse course of actions through simulating different risk
situations in real life and checking how smooth will be the response and what needs to be improved
in the planning.

According to Kelliher, et. al. (2016), the risk of third-party failing is relevant for every
company, which makes use of suppliers and service providers. The risk core may not be in fact of
service non-delivery as such, as usually the third parties will indemnify their clients for incurred
losses, but the risk is in disagreements between the parties that may arise in respect of who is liable
for specific loss or failure, in cases when specific loss of failure is not covered by the agreement and
in case of third-party insolvency, thus causing exposure to larger than expected losses. Kelliher, et.
al. (2016) recommends attempting to collect data about third-party's operational loss history in order
to get clear picture of third party's control framework and possible failure based on traces of past
failures and effectiveness of introduced controls for risk mitigation, as well as analysis of causes that
led to losses and strength of business continuity framework. Although, authors are stating, it may be
challenging to obtain such data, new agreement with third parties could capture obligation of third
parties to share this information with educational institutions. This data can serve as an important
input into the annual RCSA process.

Mitigation action plans always must be prepared for the risks with highest total risk scores and
for risks with extreme impact, even if the probability for such an event is very low. Mitigation action
implementation should be followed-up on on-going basis until the next RCSA process (Chapelle,
2019; Walker, 2013). For convenience, risks are mapped on the Risk matrix and presented to the
senior management and key stakeholders.

1.4.8 Risk Mitigation

According to Chapelle (2019), Walker (2013), PKF (UK) LLP (2011) risks can be transferred

(by outsourcing risky activity or buying an insurance), terminated (by ceasing the activity or changing

strategy), treated (by applying relevant controls to bring it to acceptable level) or tolerated (by
accepting without any further actions). Most often risks are treated with the risk mitigation activities
called risk controls. Risk controls can be preventive, detective, corrective or directive, depending on
its nature and position in the sequence of risk management framework (Chapelle, 2019). Controls

usually are checked for validity by risk management functional unit or by an auditor. The main
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prerequisite is that the function, which performs testing, must be fully independent. Usually, the
common problems with the risk controls are that they are too optimistic, duplicative, unclear or
responding to failures by adding the same type of additional controls as were before the failure.
Prevention of risks should happen through efficient control design (Chapelle, 2019). It is important
that risk controls and risk responses are designed in line with the acceptable level of risk (PKF (UK)
LLP, 2011).

According to Chapelle (2019), realised loss events are of three types:

» Slip is the loss event that happened involuntarily due to disruption, tiredness,
inattention, etc. and should be treated by addressing the root cause.

» Mistake is a result of voluntary action, when something is done to achieve a certain
purpose, but the activity chosen is wrong due to flawed guidelines or lack of
knowledge, which accordingly should be addressed to mitigate the risk.

» Violations are voluntary misdeeds, which should be addressed by applying relevant
internal controls and sanctions.

According to PKF (UK) LLP (2011) risk control should not be excessive, otherwise they will
lead to bureaucracy, failure of controls and over-complexity, what will make an institution ineffective
and exposed to more risks.

1.4.9 Root Cause Analysis and Action Plans

Root cause analysis is best performed by applying the Bow-Tie method, where the loss event
lies in the middle, on the left side are located causes and on the right side are located consequences,
as Figure 1.2 below demonstrates (Stemn and Bofinger, 2018; Chapelle, 2019).

According to Chapelle (2019) analysis starts with looking at the preventive controls, which fail
and allow loss event to happen. By asking sequence of “why” questions, it is possible to come to the
core of the problem. Then analysing the consequences in order to develop appropriate action plan
continues the analysis. Corrective and detective controls lie on the right side after the loss event
occurred and thus stronger controls are developed through comprehensive analysis of consequences

and asking “what would happen if” at every stage.
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Indirect impact
Indirect cause 1 1 P
Direct cause 1 Direct impact 1

Indirect impact
Indirect cause 2 P

Risk event 2
Direct cause 2 Direct impact 2
Indirect cause 3 Indlrectalmpact
Preventive Detective Corrective
control

controls controls

Figure 1.2: Bow-tie tool’s illustration (A. Chapelle, 2019)

1.4.10 Conduct, Culture and Data Processing

Conduct event is the one that breaches conduct regulatory requirements (Basel Committee of
Banking Supervision, 2011; Chapelle, 2019). Culture consists of the key behaviours in the
organisation . Risk culture is part of the corporate culture and risk management discipline across the
organisation. Building risk culture through targeted risk training and risk management activities are
the tools for achieving effective risk and conduct culture (Basel Committee of Banking Supervision,
2011; Chapelle, 2019). Data risk management is one of the most important risk management blocks
related to risk culture for most of organisations, as the data processing law has become a necessity in
the 21st century, following the abundant supply of smart digital devices and easy accessibility of
Internet forms a big block for conduct and culture risk management. EU GDPR raises the control
mechanisms for personal data processing and grants data subjects with rights to be aware and to be
able to control who, why and how uses and processes their personal data (Martinez-Martinez, 2018).
There were certain controls and risk management tools introduced to deal with conduct and culture
risk management related to the data.

In relation to the sector of education, following the enforcement of GDPR it is not anymore
allowed to publish personal data of students on school’s website, such as photographs, personalised
achievement greetings, lists of enrolled students. etc., without the consent of the data subjects or their
guardians. Also, any communication performed by school should be based on specific legal grounds

(e.g., security of child, provision of essential education services, consent from parents, etc.). Free
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sharing of personal information without a proper justification is not permitted anymore and may be
punished with radical fines (Datu Valsts Inspekcija, 2018; Gines, 2018; Morrison, 2018).

Institutions, in order to be compliant and build strong data risk culture, should be able to answer
the three key questions in the documented way to ensure compliance with data protection regulation
and to avoid the risk of breaching regulatory requirements (Datu Valsts Inspekcija, 2018; Morrison,
2018):

1. What is the purpose for data processing? Is it lawful and justified?

2. What data is needed to achieve the goal? Can it be done with less data?

3. What is the legal basis for data processing?

The key aspects that need to be considered in each and every educational institution are the
following:

1. The data processing must be lawful, fair and transparent. When data is collected, it must be
clear as to why that data is being collected and how the data will be used. If a data subject asks what
personal data, we have about them and what is it used for, that information needs to be available.

2. Data minimization principle should be ensured: only the minimum required amount of data
required for reaching the set purpose can be collected and stored. Unnecessary duplication of data
should not be permitted.

3. Accurate and up-to-date processing principle require institutions to make sure information
remains accurate, valid and fit for purpose.

4. Every institution, which acts as data controller or data processor, is responsible for data
confidentiality, security and privacy (which extends to IT systems, paper records and physical
security).

5. There are three specific criteria around the requirement to appoint a Data Protection Officer
(DPO), where one or another will apply to all educational institutions, authorities and stakeholders,
Ie.

a) where the processing is carried out by a public authority or body,

b) where the “core activities” of the controller or processor consist of processing operations
which require regular and systematic monitoring” of data subjects on a “large scale”,

c) where the “core activities” of the controller or processor consist of processing on a “large
scale” of “special categories of personal data” or data relating to criminal convictions and offences.

The DPO can be appointed full-time, part-time or as a shared or external consultant (Wheeler,
2017). There are certain requirements that should be considered in relation to appointment of DPO.
Firstly, DPO should be in a position to perform his/her duties and tasks in an independent manner,

however the Controller remains responsible for compliance with GDPR. Secondly, DPOs may not be
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dismissed or penalized for performing his/her tasks and must be free from any conflicts of interests.
The main duties of the DPO should be: informing and advising the controller or the processor and
their employees of their data protection obligations, monitoring compliance with the Regulation,
raising awareness among staff members and providing training, providing advice, where requested,
as regards the data protection impact assessments (DPIAs), engaging with the Information
Commissioner’s Office or relevant Supervisory Authority (Demmel, Kuschewsky, 2017; Morrison,
2018).

In regard to processing of children’s data, the institutions should be considered of the fact that
up until reaching the age of adolescence, the child is under the guardianship of parents, therefore, the
consent of the legal representative (parents), including for educational institutions, must be sought
for the processing of the child's personal data (Datu Valsts Inspekcija, 2018; Morrison, 2018). It is
important to note, that the consent of the data subject is a free, explicit statement of will by the data
subject that allows the data subject to process his or her personal data in accordance with the
information provided by the controller. In cases, where parents do not provide consent for processing
of personal data, which does not fall within the scope of minimal needs for personal data processing
for provision of education, children’s data must be “anonymised” by, for example, numeric
combinations, which have not specific meaning in relation to concrete child (Datu Valsts Inspekcija
2018). Furthermore, even when such consent is provided, the Controller is still liable for security of
data. This especially relates to cases, when education providers communicate with parents and
transmit data through digital and mobile channels, such as WhatsApp, Skype or e-mail. Although,
this is permitted under GDPR with the according consent, the data controller will still be liable for
data breach incidents and security related issues. These risks shall be addressed as part in internal risk
culture, as well as documented in annual RCSA and other risk assessments, as described above.

1.4.11 Incident Data Collection

Incident is the materialisation of a risk. It is defined my multiple authors as an event that is
different from regularly followed routine due to failure in process or IT systems, human factor errors
or external environment caused situations. Incident data collection is one of the most important risk
management tools, as everything in risk management is built around and depends on the incident
database (Chapelle, 2019). Incidents help to identify breaches and gaps in controls, assist in risk
scenario identification process and risk assessments. The concept of incident management was
established, and in some cases even is regulated by law, in such industries as banking, healthcare,
aviation, construction, rail, energy, manufacturing, maritime, etc. (Margaryan and L.ittlejohn, 2016;
Canham and Jun,2018; Staender, 2011). In the education institutions of Latvia this practice is not

widespread: according to empirical research results, only 1/3 of all respondents in this study,
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discussed in Section 3, confirmed that their educational institutions use incident reporting as a tool
for effective risk management.

According to author’s professional observations and as discussed in most of the scientific
publications referenced, incident reporting discipline in the organisation usually characterises
organisation’s risk culture. Time lags between date of discovering an incident and date of reporting
demonstrate the reporting discipline and the risk culture. But often employees are reluctant to report
incident either by lack of knowledge, lack of understanding of the purpose or too complicated
reporting process.

Incidents, where losses are avoided by sheer luck, are called “near-misses” and are evaluated
based on the potential losses that could have happened and are also included in the incident data set
(Chapelle, 2019).

A lot of incidents have zero monetary losses, but are subject to non-financial losses, such as
damage to reputation, waste of time and resources, etc., which can be very challenging to quantify.
Therefore Chapelle (2019) recommends re-using the impact score used in the risk scenario
assessment process in assessing potential impact of non-financial incidents. Although such practive
may prove to be challenging for institutions with less mature risk management practices.

The risk management functional unit or a risk coordinator should organise reporting of incidents
into as much as possible simple and purposeful process in order to encourage employees to diligently
report incidents instead of avoiding such reporting. Co-operation should be fostered between risk
coordinators and other employees in order to achieve transparency and stronger risk management
discipline. Employees should be able to see that their act of reporting of an incident has led to certain
improvements in the organisation and has added value, otherwise reporting can be perceived as
demotivating and unnecessary burden.

Incidents with larger impact or potential impact should be reported to the management in order
to assist decision-making and prioritisation at the higher administration level. Kelliher et. al. (2016)
suggests grouping losses which are characterised by one cause and also high frequency and low
impact losses characterised by different causes and aggregate those small losses into one in order to
inform assumptions about the real impact of different «small» loss events.

BCBS issued Adverse Measurement Approach guidelines for banks, where the best
recommended practice is to record three «reference dates» for each incident: date of occurrence,
discovery and accounting date. It is needed in order to capture the time lags between event occurrence,
its actual discovery and the emergence of losses, which can be used for future forecasting and better
understanding of operational risk exposure (BCBS, 2011).
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Incident database should be regularly (at least once a year) reviewed for quality and reconciled
with other sources of information, such as accounting general ledger, media coverage reviews, legal
provisions, etc. (Chapelle, 2019; Kelliher, et.al., 2016).

From the risk management perspective educational sector is exposed to a number of different
risks which may result in serious incidents: student safety, research labs (e.g., chemical), food
provision, new educational program introduction, change of methodology in teaching, budget
allocation, selecting of co-operation partners, recruitment of teachers, accreditation process, power
failure in educational institution, personal data leaks, and other. The cost of claims to education
institution, not only financial, but also from a public image standpoint—can be significant.
Educational institutions need to protect students, teachers, faculty, administration, support workers,
contracted workers, community and their institution’s reputation and budget. If educational
institution’s reputation is affected, a serious threat to future admissions, endowments, and financial
strength is posed. Identifying and forecasting these risks via the incident reporting process is a
common approach used by the risk managers in the corporate sector. Although the educational sector
may face lower losses rather than the industrial sectors, effective incident management would help to
ensure avoiding of financial losses and be prepared for any upcoming challenges.

Incident management as risk management tool is needed in order to improve organisation’s
performance and internal control environment; it is important to know what incidents occur in the
organisation to be able to identify weakness points and possible breaches (Chapelle,2019).
Occurrence of incidents is unavoidable and even a minor incident can provide valuable feedback for
improvement of safety, quality and management in the organisation (Westhuizen, Stanz, 2017;
Staender, 2011). Staender (2011), Margaryan and Littlejohn(2016) and Stemn and Bofinger (2018)
discuss the concept of “learning from incidents”, which means that the organisation can learn from
unexpected safety events to prevent similar such events that may happen in the future. This may be
applicable not only to safety events, but any incidents, that cause any kind of losses. Nowadays the
concept is applied in variety of industries, such as manufacturing, aviation, healthcare, transport,
banking and finance, etc. (Margaryan and Littlejohn, 2016; Staender, 2011). Incident reporting
provides the opportunity to reveal the weaknesses that allowed incident to happen and to act upon it
to make required improvements (Staender, 2011; Chapelle, 2019).

The effective incident reporting process contains important steps, which include reporting of
an incident, thorough investigation to identify and analyse the root causes of the incident and then
drawing out recommendations and “learning points”, that are used for implementation of required
changes in order to prevent the same incident from re-occurring (Staender, 2011; Margaryan and

Littlejohn, 2016; Stemn and Bofinger, 2018). Staender (2011) compares incident reporting to the
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storytelling and states that these reports can be collected by an organisation as documented experience
used for applying necessary improvements.

Another important step in incident management is to communicate the required changes in
human behaviour or processes to relevant responsible stakeholders, as without good communication
implementation of changes (or mitigation actions) will not be effective and may not take place at all,
if not addressed to the key responsible people in the organisation. The communication channels can
be reports, internal regulations and manuals for employees, notice boards, notification e-mails, team
discussions (Margaryan and Littlejohn, 2016). Stemn and Bofinger (2018) noted that learning from
incidents is the key for achieving high levels of safety in organisations. Moreover, incident reporting
is useful for scenario planning and analysis, which should be used for critical incident planning and
management. Incident database can serve as a great input for risk modelling and risk scenario
planning (Mazaheri and Montewka, 2015; Chapelle, 2019).

Studies of Margaryan and Littlejohn (2016) and Westhuizen and Stanz (2017) identified that
there are problems with behaviour of reporting, i.e., incidents often are not reported because
employees are reluctant to report due to the burden of completing incident report and consequent
liability to get involved in the investigation or root causes. Lack of understanding of the incident
causes or the importance of the incidents are additional reasons for avoiding reporting incidents. Also,
often organisational ethics act as the key driver for reporting or not reporting the incidents
(Westhuizen and Stanz, 2017).

Filtness and Goode (2015) performed research about usage of incident reporting system in hot
air ballooning industry and came to conclusion that majority of respondents did not report incidents
mainly due to lack of understanding of incident reporting process, when to report and how, as well
as not seeing the significance of incidents to be reported. Another important aspect raised by majority
of researchers is ease of incident reporting process: the simpler is the routine the more successful it
becomes. Westhuizen and Stanz (2017) highlighted the perceived burden of incident reporting, which
served as predicament for active reporting of incidents in air navigation industry. Hence, user-friendly
simple system is an important factor in successful implementation if incident reporting in any
organisation.

Staender (2011) in addition mentions the fear for reporting, as it may affect reporter’s further
career due to blaming culture. Filtness and Goode (2015) mention incident database as an important
tool for holistic incident management for implementation of improvements and follow-up. In
addition, aspects of privacy and usefulness are important, as often the reporters do not want to be
recognised and there should be value in spending time into the reporting of incidents, what means
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that it is expected that the incident will be investigated, followed up and conclusions for
improvements will be drawn.

There are a number of different methodologies how incidents can be analysed, learned lessons
applied in practice and discovered risk effectively managed. Stemn and Bofinger (2018) highlight
bow-tie analysis (BTA), mentioned earlier (Figure 1.2), as the most effective tool for learning from
incidents, where the focus is on threats, consequences and required mitigation controls to prevent the
threats from realising and to minimise the consequences. By focusing on the threats, it is possible to
develop mitigation action plans that will control threats and prevent the incident, whereas by focusing
on consequences, mitigation actions will minimise the impact of realised threats.

Canham and Jun (2018) in turn discuss the usability of Systems-Theoretic Accident Model and
Processes (STAMP) concept, which consists of 8 key steps:

1. identification of threats related to incident;

2. identification of safety-related impediments related to the incident;

3. documentation of safety controls in place ought to control the threats;

4. determining possible events that lead to the incident and analysing frontline controls;

5. analysing higher-level controls and reasons why they allowed threats to realise and how;

6. studying overall communication and management problems that could have led to the
incident;

7. looking for any recent changes that could have contributed to weakening of controls and
contributed to the incident;

8. development of recommendations and mitigation action plans to strengthen controls and
prevent incident from re-occurring in the future.

This approach is very comprehensive and being applied would provide very ample risk picture
to the organisation, however its disadvantage is the amount of required time and effort, what most of
the organisations would not be able to contribute in order to fulfil the entire process due to lack of
capacity and resources.

Staender (2011) in his study discussed so-called “plan-do-check-act” (PDCA) cycles,
concerned with the incidents that call for initiating of improvement process. This is simpler and less
time-consuming approach, where it is possible to act upon the incident by planning concrete
mitigation actions, implementing them and then performing follow-up on the effectiveness of
controls. This is the most popular approach applied by the organisations due to its simplicity and
effective use of resources. In combination with BTA approach discussed above, it would be possible
to focus planned actions on threats or on consequences and thus mitigate the most painful problems

that organisation is facing.
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Stemn and Bofinger (2018) researched the consequences of not using incident reporting as a
tool for learning and improving organisational performance and came to the following conclusion,
that not paying attention to incident recording and learning from incidents leads to:

e regular repetition of similar incidents that wastes time and resources on frequent resolution of
the same problem;

e transformation of insignificant incidents into significant and even crisis;

e incidents start to be accepted as normal course in daily routine, thus affecting long-term
quality of provided services.

Stemn and Bofinger (2018) highlight that the key prerequisite for successful implementation of
learning from incidents is internal culture focused on learning and self-improvement. In addition,
organisations need to ensure qualitative collection of incidents and root causes, thorough
investigation and developing efficient and well communicated improvement plans. According to
Staender (2011), the following important factors serve as key prerequisites for successful
implementation of incident reporting in any organisation:

1. comprehensive training of what should be reported and how;

2. continuing trainings on the importance and purpose of incident reporting, criteria for
reporting, list of incident examples, user-friendly reporting form (an example provided in
Table 1.5 below), clarity on how to report, dedicated person allocated for reported incident
management, regular feedback on reported incidents, etc.

In addition, Staender (2011) state that an important role is in ensuring confidentiality of the
person reporting an incident and assurance that the information will not be used against them.

The following type of register as presented in Table 1.5 can be used by the educational
institutions to record all incidents that happen, including low impact incidents. This type of form
would be easy to use, and the questions would guide the reporter on what needs to be recorded, what

will subsequently assist in more comprehensive analysis if needed:
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Table 1.5. Incident reporting form example

Incident nr. It is important to allocate specific number for
each separate incident for orientation purpose
What happened? Short description of incident

When and how was it
discovered?

Short description how the incident was
discovered to reveal transparency or any
breaches

What are the root causes?

Most important part to analyse why the
incident happened and what caused it

What are the
consequences/losses?

Description of financial and non-financial
losses and consequences

When and how did it start?

Important to note to better understand root
causes and possible additional breaches

What mitigation actions are
planned/executed?

Here the focus can be on mitigating the root
cause or the consequences

Status

Status of the mitigation actions and the

incident itself, e.g., “closed, mitigation
actions no needed”, or “open, mitigation
actions in process”, or “closed, mitigation
actions in process”, etc.

Threshold for reporting in educational institutions are not recommended to be set in order not
to miss small but frequent events that impact the quality of education and general risk profile.
Incidents can be recorded in a journal one by one or placed in Excel database with the same columns
made vertical for recording many incidents on one sheet in order to have holistic summary for analysis
and reporting. Example of such incident database or register is provided in Appendix 3, Table 6.1.

Drawback of incident loss database or register in risk management is that it is mainly backward-
looking, often is incomplete and does not cover long period of time, as the practice of recording
incidents is quite new. Incident loss database may not be sufficient for future risk forecasting, as
historical incidents may be irrelevant in the future due to implemented controls and do not capture

new and emerging risk exposures that have not yet manifested as incidents. Therefore, to overcome
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this drawback in risk management programme, it is important to also perform annual risk control self-
assessments (RCSA) and develop adverse risk scenarios for analysis and stress testing exercise
withing the risk modelling process (Kelliher, et.al., 2016; Chapelle, 2019), all of which are discussed
in other chapters of this study.

1.4.12 Key Risk Indicators (KRI)

KRI play an important role in risk management as risk monitoring tool. KRIs translates the risk

appetite into daily risk monitoring activities and measure potential impacts of risks and risk exposure
for the organisation, serving as early warning signals. KRI provide objective and documented way of
demonstrating whether the risk controls work and provide the management of an institution with
regular information on changes in the risk profile of the institution and whether any risks are gaining
more resonance, thus enable management to take actions before risks have realised into real losses.
KRI can be any piece of data, that can perform the function of a metric to monitor identified risk
exposure over time (Chapelle, 2019; Beasley, 2013;The Institute of Operational Risk [IRM], 2010).

KRI are often confused with Key Performance Indicators (KPI) and Key Control Indicators
(KCI). KRI measure risk exposure of identified material risks relevant to the specific institution,
whereas KPI measure achievement of objectives and KCI measure effectiveness of internal controls.
KRI, KPI and KCI often overlap (Chapelle, 2019; IRM, 2010). KRI should be tied up to the
acceptable level of risk setting and assist with an early warning signal that acceptable risk level limits
may be breached soon. KRI is interlinked with RCSA, Risk Appetite, Scenario Analysis and other
risk identification and assessment processes, and serves as a great tool for managerial decision-
making, if developed and integrated correctly. However, IRM (2010) highlight, that it is not possible
to develop a universal set of KRIs, that would be suitable for all organisations simultaneously, as KRI
must be tailored to the most material risks inherent to an organisation, which usually differ according
to the strategic objectives, acceptable level of risk, material risks, operational specifics and mission.

Chapelle (2019) state that KRI can be split into four categories: exposure, stress, failure, and
causal, as represented in Table 1.6. Exposure KRI measure exposure to certain risks. Stress KRI
measure overstretching of resources in the organisation. Failure KRI measure weaknesses and failures

in risk controls. Causal KRI measure the causes of key risks.
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Table 1.6: Categories of key risk indicators with examples. Source: Chapelle (2019), p.

147
Indicator type Description Examples
Monitor changes in an
organisation’s exposure to one | Changes of resources exposed to
Exposure . . . ; . o
o or more risks, either in |risk, changes in political or
indicators - :
likelihood of occurrence or | regulatory environment
potential impact
Rise in transactions handled per
staff, long-term vacancies in
Capture  the  stretch in small. te_ams; percentage .Of
Stress N .| machine time operated at capacity
o organisational  resources in
indicators . : level, reduced buffer system
human capital, equipment or IT . .
capacity, overdue maintenance,
missed intermediary deadlines,
etc.
KRIs derived from failing | Unconfirmed back-office
. organisational performance | transactions, incomplete client
Failure | e - -
indicators and_/or control  weaknesses; | files, mcomple_te due diligence
typically captured by a KPI or | check  (suppliers/staff),  poor
KCI breaching their threshold. | customer services ratings.
Pay under market rate (for key
Metrics that orovide man risk), financial pressure (for
Causal . . internal fraud), abnormal trading
o information about the causes .
indicators . pattern (for rogue trading),
and root causes of key risks. .
abnormal behaviour pattern (for
all types of fraud).

For effective monitoring, KRI thresholds must be set in accordance with the Risk Appetite
thresholds (IRM, 2010), as demonstrated in Table 1.7. Thresholds are translated into three colours
that call for certain action: green - do nothing, amber — monitor risk, red —act on risk. Upon breaching

certain threshold, the KRI can be escalated to management for consideration and decision-making:

Table 1.7: Key risk indicator threshold examples. Adopted from IRM (2010)

Red » The value of KRI is too high/low suggesting that organisation
may be exposed to significant risk.

> Immediate action is required to manage risk(s) in question.

Amber » The value of KRI is higher/lower than normal suggesting that
the organisation may be exposed to an elevated and potentially
significant level of risk.

» Management attention is required to determine whether action
needs to be taken in the near future.

Green » The value of KRI is within normal parameters, suggesting that
the organisation is not exposed to significant risk.

» No action is required — the indicator and its associated risks are
under adequate control.
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IRM (2010) split KRIs into “leading” indicators, “lagging” indicators and “current perspective”
indicators. “Leading” indicators are those that provide forward-looking view (e.g., on emerging
risks), “lagging” indicators are those that provide historical view on the risk and its development
trends, “current perspective” indicators provide a picture of current risk exposure and may raise the
“red flag” to address a certain issue immediately before it realised into a loss incident. Also, KRI can
be split into three types according to IRM, 2010:

» “Specific focus indicators” — KRIs focused on specific risk exposure area;

» “General focus indicators” — KRIs that provide general impression of risk exposure in certain
area of interest;

» “Common or generic indicators” — KRIs that can be used anywhere by simply adding some
specific context.

IRM (2010) state that frequency of KRI monitoring is important: the more frequently the KRI
is monitored, the better risk exposure picture it can provide. For example, frequent KRI can provide
an indication whether exposure to certain risk is increasing or decreasing. Indicators that breach the
limits defined via thresholds and denoted via the colour coding as described above.

The classic KRI examples are provided in Table 1.8 as published by Chapelle (2019):

Table 1.8: KRI examples. Source: Chapelle (2019), p.154

Classic KRI Recommended
= Number of % rise in short leave (Mondays and
Fridays) — signal of absenteeism

Sick days = Number of long-term sick leave (>3 months)/in small
teams — risk of overstretch of resources
= System interruption > X minutes in a row over the last
Downtime three months (x depending on the nature of the
activity)
Vulnerabilities . Critigal vulnerabilities unpatched within policy
deadlines

= % of talent/high potential staff resigning over the last
3 months (lagging but more specific)

Turnover rate = Number of talented individual underpaid/without

substitute/unmanaged/expressing dissatisfaction at

work

Recommendations

following a penetration test = Delays in action plans following the penetration test

= Customer complaints unresolved within x days (x
Customer complaints depending on the firm’s policy and tolerance for
customer dissatisfaction)
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KRI are validated by looking into incident database. If number of incidents decreased due to
acting on KRI red or amber warnings (as presented in Table 1.7) or if there were no incidents
following green KRI (as presented in Table 1.7) — then the KRI are valid. If the red KRI (as presented
in Table 1.7) do not foster any actions and reduction of incidents or if green KRI (as presented in
Table 1.7) result in number of incidents, then the KRI are not valid.

KRIs assist in highlighting the risks before they turn into loss incidents (IRM, 2010). For
example, personnel turnover can be tracked to evaluate level of staff expertise and experience, hence
the quality of education provided, as well as employee relations and employee satisfaction. IRM
(2010) highlight that KRIs must be quantifiable in terms of amount, percentage, ratio, number, etc.
and the values of KRIs must be comparable over time.

Alberts and Dorofee (2009) introduce a concept of systemic approach to risk management,
where KRI are set from the perspective of key objectives — the expected outcomes from certain
activity used to measure the success. In their view, it is crucial to first define the key objectives of an
organisation, then define critical factors, or drivers, that would put obstacles on achieving the key
objectives. These factors will be the key risk indicators used for subsequent analysis of risks. Risk
management has crucial role in achieving the objectives. As Alberts and Dorofee (2009) define
distributed management environment, where management controls are shared by several
organisations or different people for the same technology or process. In such environments the
success directly depends on collaborative co-ordination of tasks and risk management. There is no as
simple situation as single risk linked to a single cause, but instead risks may have many different
causes. The risk indicators are directly linked to the key objectives of organisation and thus provide
holistic view of the risks. Important to note here is that as drivers are derived from the key objectives,
they need to be reviewed each time together with the objectives. Moreover, drivers should be
developed for each life cycle of objective achievement: during the planning and development stage
the objectives may differ from those during the execution stage, etc. This is very relevant for new
institutions and those that introduce new programmes in their curriculum.

Table 1.9 provides a plan made by Chapelle (2019) for development of effective KRIs:

Table 1.9: Steps for Key risk indicators. Source: Chapelle (2019), p.155

1. ldentify Key risks to the organisation

2. Understand | Causes and root causes of these key risks

3. Recycle KPIs and KCls that can be treated and KRIs

4. Define Missing metrics of key risk drivers

5. Design Data capture, frequency, thresholds and reporting governance
6. Validate The preventive nature of KRIs
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According to IRM (2010) the data for KRI must be easy and cost-effective to collect in order
to derive most value from the KRI monitoring process. Another important rule is that the data should
be easy to interpret and understand to enable effective risk management and prompt decision-making.
Finally, KRI must be easy to verify as incorrect or erroneous data un KRIs may lead to incorrect
decisions.

To sum up, when setting the KRIs for an organisation, according to IRM (2010), the identified
material risks should be taken into account, as well as availability of data for KRIs, costs of extracting
the data for KRIs and what is the intended audience and purpose of the KRIs. It is also should be
decided how often the KRIs will be reviewed and what will happen with those KRIs which are
discontinued after the review. It is recommended to report KRIs in way of dashboards with use of
colour coding in order to provide clear and simple overview of KRI trends and any breaches of
thresholds.

1.4.13 Risk Reporting

Important part in risk management is reporting, which aims to support decision-making and
prioritising for the management. Golden rules for effective reporting according to Chapelle (2019)
are the following:

1. cost of report preparation should not exceed the value that it creates;

2. reporter should know exactly how the information should or will be used;

3. the report must influence the decision-making of the management, even if it will only confirm
the status quo and correctness of opinions.

Usually, the reporting should happen on monthly or at least quarterly basis and should provide
information about the top incidents, the top risks, KRl monitoring results, risk appetite status and the
risk mitigation action plans and status of previously reported activities to mitigate highest risks or
recover largest losses.

Risk reporting has its own challenges, which include finding the right balance between too
much and too little information in the report, deciding on what should and should not be reported and
aggregating the risks.

There is no averaging in risk management for risks and incidents, as some incidents have very
rare occurrence, but very large losses, whereas some incidents happen frequently, but with low or
zero losses. Better measures than average are medians and quartiles, as well as it is proved useful to
split expected losses from unexpected losses.

There are established risk reporting routines in large regulated corporate organisations, such as

banks. Information flows from risk management experts to top management of organisation, then to
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stakeholders and regulators. Regulators country by country collect such information from different
financial institutions, consolidate and analyse it for strategic planning. Such integrated information
about risks is further communicated to central EU authorities, which further use it for EU-wide
planning. The same approach of data sharing can be applied in educational sector, which would
significantly improve strategic planning on country level and distribute funds more fairly and
efficiently.

IRM (2010) highlight the 5 features, which any risk report should include:

» relevance — the information in the report should be relevant and not too detailed;

» simplicity — reports should not be over-complicated with technical terms and complex
formulas, but instead simplest graphs and tables should be used in reports to represent data
without too much text;

» timeliness — it is important to produce the reports timely to ensure that data is relevant in
particular point of time and is not overdue;

» accuracy — data in the reports should be precise and accurate to avoid wrong decisions and
false snapshot of risk exposure;

» trending — the reports should provide the historical trends to enable comparability with present
moment and indication of volatility;

» clear escalation procedures — it should be well understood when the recipients of the report
need to escalate matters further;

» compliance — reporting must comply with any relevant regulations.

1.4.15 Risk modelling
Risk modelling in one of key risk management practices in sectors with established risk

management requirements and routines. Looking at the banking and insurance sectors, where the
main requirements for risk modelling were established by BCBS, further adapted and complemented
by European Banking Authority (EBA) and each country’s Financial Services Authorities (FSA).
Specifically, BCBS had first published global requirements in 2004 and finalised in 2006 as part of
Basel Il framework. Afterwards framework was reviewed, updated and supplemented on continuous
basis, which led to Basel I11 framework, which is being enforced in 2022 with more comprehensive
requirements for risk modelling in financial services industry.

In the framework for risk modelling in financial services firms, the notable part is the
operational risk management modelling, which is the most applicable to the sector of education due
to this risk type’s non-financial nature and natural applicability to any sector, because the risk nature
of operational risk type relates to the general operations and can be applied to any type of activity.
As mentioned above, Operational risk is defined by the BCBS as the probability of loss from the
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actions of people (human errors, lack of confidence, internal fraud, etc.), deficiencies in processes
(process gaps, lack of documented processes, lack of controls in processes), system downtimes
(system bugs and errors, system’s out-0f-service, etc.) or external events (weather conditions, vendor
behaviour, crisis, etc.).

Risk modelling in the sector of education can be performed by the skilled risk coordinator, who
would calculate potential cost of risks for the upcoming years by stressing loss data collected in
previous years through incident reports, Scenario Analysis, RCSA and regular risk assessments.
BCBS and EBA require banks to use at least three years of loss data as the minimum. Using more
years of data provide more stable and reliable results.

Another useful source of information for modelling of stressed environment (stress tests) used
in financial services operational risk management is incident losses of peer organisations. It is useful
for calibrating severity distributions in internal loss datasets and to analyse incidents, which have not
yet happened with the organisation in question, but have happened to similar organisations, scaled
accordingly to the size of organisation in question, and preparing the mitigation plans in case the risk
of suffering similar loss is adequately high (Kelliher, et.al., 2016). Such dataset should be structured
in the same way as internal loss data and in the same way should be regularly reviewed for quality.
It serves as a great input for brainstorming during risk scenario generation processes in annual and
more regular risk assessments, Scenario Analysis, and further utilised in the risk modelling process.

Each organisation can build their own risk model, whereas the most popular for non-financial
risk modelling is Loss Distribution Approach (LDA) (Dutta&Babbel, 2014; Chapelle, 2019).

1.4.16 Project Risk Management

Changes in services, systems, operations and products usually caused by regulatory
requirements (e.g., GDPR, educational reforms, pandemic related restrictions) or necessity for
achievement of certain organisational goals, are organised as projects. Usual causes of risks in project
management are: weak governance, inadequate deadlines, short-sighted budgeting, lack of synergies,
poor internal competence, conflicted interests. Therefore, at the initial phase of project management,
before the kick-off of the projects, project inherent risks should be identified and assessed by the
project team together with the risk coordinator. Risk management functional unit or the risk
coordinator at the initial stage should play the role of gatekeeper in project management and enforce
sound decision-making process prior to launching a project. This can be effectively done by running
a risk assessment at different stages of the project.

During the Risk Assessment process, when risk scenarios are identified, each and every risk
scenario should be evaluated in regard to the probability of occurring (frequency) and the total

negative impact that it will have, be it financial or non-financial consequences, direct or indirect
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(Chapelle, 2019; Walker, 2013). Impact is usually assessed before taking into consideration any
insurance cover and should be linked to the reality and risk drivers as much as possible.

Mitigation and monitoring plans should be developed at the initial stage of project life cycle.
During the project life, monitoring and risk update reporting should take place on quarterly and half-
yearly basis. During the project life the risk function should not intervene, but project managers
should send regular updates on the risk level to all stakeholders, including risk function (Abraham,
et.al., 2013; Chapelle, 2019).

During the life of a project, it is important to have holistic view on the project portfolio and
identify any interdependencies that may hamper the project deliveries, such as reliance of different
projects on the same resources or systems and dependency on deliveries by other projects. Such
interdependencies need to be minimised in order to reduce the risk of poor or late project deliveries.

At the project closure stage debriefing on post-delivery review of risks, risk mitigation action
status and lessons learned should be made with all stakeholders (Abraham, et.al., 2013; Chapelle,
2019).

Project risk management should follow the same methodology as RCSA; however, the risk
impact scores can be based on the project budget rather than the acceptable level of risk. In addition,
KRI can be developed for projects to monitor complexity, usage of resources, mitigation of residual
risks, time, budget, project scope and stakeholder satisfaction (Abraham, et.al., 2013; Chapelle,
2019).

1.5. Summary
Section introduced the concept of risk, risk management purpose, types of risks, key problems
and issues and risk management tools and techniques, discussed in different sources of literature, as
well as model developed by the author. Section covered the following concepts:
»  Financial and non-financial risks threaten the achievement of strategic organisational goals;
»  Risks shape external and internal environment of the educational sector;
»  Stakeholder analysis play an important role in risk management process;
> Key pillars of successful risk management are: risk governance, risk identification, scenario
analysis, risk networks, risk assessments, risk mitigation, root cause analysis, internal
culture, data management, incident data collection, external loss data collection, key risk
indicator monitoring, risk reporting, third-party risk management, risk monitoring, building
value through risk management and project risk management;
» Risk management starts from defining objectives and strategic goals. Based on strategy,
mission and goals, material and most relevant risks should be firstly identified, then assessed
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and afterwards monitored and reported. Material risks are reviewed and re-assessed
following changes in strategic objectives;

Risk identification and risk assessment tools used on a regular basis can significantly
strengthen the risk management of each educational institution by preparing them for facing
all risks identified and assessed through the risk assessment and Scenario Analysis;
Incident reporting is an important tool for learning from own failures and for risk effective
management. Having an incident register in every educational institution would assist
managers and officials to address the correct problems faced by concrete institutions and to
analyse regional problems and correlation of incidents with other factors that would help to
realise required developments;

To manage risks successfully it is important to measure and report them. A tool that may be
used for risk monitoring is KRI framework, organised in a dashboard for reporting;

Risk management in educational institutions can be performed by the skilled risk coordinator
appointed by local municipality and covering multiple schools within the municipality or

appointed by each institution as full time employee.
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2. RISKS IN THE SECTOR OF EDUCATION

The aim of this chapter is to introduce the key risks and application of risk management theory
into the sector of education. This chapter will provide an overview of different risk groups that are
relevant for the sector of education as studied by various researchers, how the risks within those risk
groups can be managed and will review the effective risk management model for the educational
sector.

Starr (2012) highlights that risk involves the elements of social, cultural, ethical, political, legal,
psychological, economic, environmental and technological nature. The author selected and analysed
risk groups, which were most often analysed in the researched materials and, therefore, may have the
highest level of relevance to the educational sector: psychosocial risks, information security risks,
privacy and cyber security risks, risk of corruption, legal risks, external risks and reputational risks
(Tufano, 2011; Clark, et al., 2013; Adams, 1973; ADB, 2010; Dunklee and Shoop, 1993, Forlin,
1995; Abraham, et.al., 2013). Risks within these risk categories are discussed in more details in this
section.

Upon the results of the theoretical and practical research of risks, relevant to the sector of
education, performed in scope of this dissertation, the author has developed the taxonomy of risks,
provided in Appendix 4, which can be further utilised by the managers and risk coordinators in the

sector of education.
2.1 Psychosocial risk group

Rapid developments in the job market caused by globalisation and technological revolution
resulted in changed risk factors in the work environment. For example, nowadays teachers in addition
to classroom work must be able to provide all resources digitally via special dedicated online study
platform, have to be able to operate well with technology and constantly update their knowledge
about latest tools (Souto, et.al., 2018). Inability to meet job requirements or control circumstances at
the workplace may cause work-related stress that takes the form of emotional and physical reactions
(Kalkis, 2008, 191; Fernet, et.al., 2016; Souto, et al. 2018). As a consequence of psychosocial risk
realisation, employees are taking long periods of sick leave, underperform at work or constantly arrive
late, burn out, in addition there are possible work-related incidents, damage of employer’s image and
reputation, often it is employer’s responsibility to pay out compensations (Kalkis, 2008, 192; Souto,
et al., 2018; Guadix, et.al. 2015).

Psychosocial risks at work bring the highest threats for educational institutions, due to high

probability and severe impact. In Latvia the problem is further amplified by employee’s inability to
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recognise these problems or lack of courage to openly discuss it with the direct manager in order to
find mutually beneficial solution, as well as missing feedback culture. This further leads to distress
in employees and its related problems, such as alcoholism, neurosis, oncology, psychosomatic
disorders, theft, etc. (Kalkis, 2008, 191-192).

Psychosocial risk group is one of the largest risk group types and is related to the aspects of
staff over burning, lack of employee motivation, health problems due to stress, etc. Psychosocial risk
factors, as identified by multiple researchers, are: frequent overtime, not involving employees in
managerial decision-making, not ensuring sufficient information exchange for employees,
unfavourable working conditions and organisational design of work (Kalkis, 2008, 192; Souto et al.,
2018).According to the results of empirical research performed for this thesis, which will be analysed
in detail in Section 3 of this study, psychosocial risk group is the most significant for the sector of
education. Empirical research carried out within the scope of this research and discussed in detail in
Chapter 3 has shown that the top risks perceived by the education sector professionals in Latvia are
overloading of employees and lack of employee motivation.

Work related stress can be caused by increasing job demands, employee’s inability to cope with
those, as well as employee may be lacking required skillset or motivation to perform at work
according to set expectations. In addition to that, psycho-emotional type of work-related stress can
be caused, if workplace does not meet employee’s needs or there are unsatisfying relationships with
colleagues and/or manager. For example, employee may be subject to psychological terror at work,
bossing or mobbing, which are types of bullying at work, caused by employee’s manager or
colleagues respectively (Kalkis, 2008, 191).

Work stress usually is caused by overtime work and can take two forms — physical (headaches,
breathing problems, voice disorder, dry mouth, muscle tension, cardiovascular disorders) or
psychological (aggression, concentration difficulties, fear, apathy, depression, increased number of
incidents) (Kalkis, 2008; Souto, et al., 2018).

According to Self-Determination Theory (Fernet, et al., 2016), employees engage in activities
for a certain motive, which further affect their psychological state of well-being. Within the scope of
Self-Determination Theory, employee motivation takes two forms of motivation: autonomous, when
employees perform their job with pleasure out of intrinsic willingness connected to internal values
and own feeling of importance of the performed job duties, and controlled, when duties are performed
under external or internal pressure, such as for reward or to avoid certain unpleasant consequences
(Fernet, et al., 2016). Autonomous motivation is positively correlated with psychological health, job
satisfaction, high commitment to work; on the contrary, controlled motivation is associated with

emotional exhaustion, work-related stress, burnout and workaholism (Fernet, et al., 2016). Self-
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determination theory states that work environment plays the key role in determining the employee
motivation. Looking from the perspective of Job Demand-Resource Model (Hakanen, et al., 2005),
job demands, which are aspects of the job obstructing completion of tasks and resulting in employee’s
personal costs, such as disrupting behaviour of students, mainly cause controlled motivation, whereas
job resources, which are aspects of the job boosting employee’s ability to complete tasks and develop
professionally, such as job recognition, cause autonomous motivation (Fernet, et. al., 2016).

Teachers are particularly vulnerable to emotional exhaustion, which frequently leads to over-
burning, anxiety, chronic fatigue and sense of helplessness and reduction of autonomous motivation.
According to the study of Fernet, et.al. (2016), teacher burnout was positively correlated with job
demands, such as high workload and misbehaviour of students, and negatively with job resources,
such as supervisory support. Commitment of teachers shows their degree of autonomous motivation
that takes form of emotional attachment, association, and involvement with their profession. In
addition to that, it was established that level of teacher satisfaction with their occupation and relative
psychological investment in the job led to higher attentiveness of students and student achievements
(Fernet, et. al., 2016). Controlled motivation, on the other hand, through obstructing basic
psychological needs, leads to psychosomatic problems and work-related stress, reducing the
commitment and performance of teachers (Fernet, et al., 2016).

Dombrovskis, et.al. (2011) distinguish intrinsic and extrinsic motives, where intrinsic are
equivalent to autonomous motivation causes and extrinsic motives are corresponding with controlled
motivation causes. Empirical study performed by Dombrovskis et al. (2011) revealed that in Latvia
secondary school teachers are predominantly motivated by extrinsic motives, with economic motives
taking the first place out of seven on the provided motives scale, indicating job dissatisfaction among
secondary school teachers (Dombrovskis et al., 2011). Furthermore, significant positive correlation
was found between economic motives of teachers in Latvia and level of their emotional exhaustion.
This hinders the intrinsic motivation of teachers, leads to more formal relationships at work,
professional de-valuation, inability to value professionalism of colleagues and instead perceiving
colleagues more as competitors. Teachers perceive their profession to have low social status, what
leads to further loss of intrinsic motivation, reduced performance and increased work-related stress
levels (Dombrovskis, et al., 2011).

One more risk, which is caused by psychosocial risk factors, to which teachers are particularly
exposed, is voice disorders, especially in large classes with higher number of students. With length
of service this problem becomes more actual, thus elder more experienced teachers are more disposed
to vocal tissue injuries (Trinite, 2016). Voice disorder is related to occupational risk especially

relevant to teacher’s profession. The risk factors leading to it are inadequate job resources, such as
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poor classroom acoustics, overfilled classes, air quality, stressful situations requiring loud speaking,
overtime work requiring voice overload, as well as emotional well-being of teachers at work (Trinite,
2016). The most exposed to this risk are music and sports teachers, according to the study performed
by Trinite (2016). In addition, it was found that background noise level in the classroom is directly
related to the teacher’s stress level, leading to two-way explanation, that increased background noise
raises stress level in teacher and increased stress level in teacher transfers to students and in return
increase the noise levels. Thus, workload and level of stress have impact also on teacher’s vocal

health (Trinite, 2016).
2.2 Information Security, Cyber and Personal Data Protection Risk Group

In years 1960-70, all available digital memory was limited to megabytes, the computers were
able to process just hundred thousand of operations per second, there were no phones with built-in
camera and no access to Internet. By contrast, in 21% century the simplest phone produced may
process millions of operations per second and has gigabytes of digital memory, enabling everyone to
have access to personal data and sensitive information from personal devices and process it for
different purposes, which do not always have the good intention. Nowadays everyday user has a
powerful weapon in their hands — mobile phone, tablet, portable computer, etc. In 1995 there were
circa 16 million Internet users in the world, whereas in 2016 there were over 3.7 billion (Datu Valsts
Inspekcija, 2018). Uncontrolled data processing is happening all over the world with use of more and
more productive digital devices, turning the world into the digital village (Datu Valsts Inspekcija,
2018).

In March 2018 news exploded about 3" party quiz application on Facebook called
"thisisyourdigitallife” (originally built in 2014), developed by Russian American psychology
professor, who had obtained data of users by scraping it from the profiles of people taking the quiz
and also that of their friends. The data was handed over to political data firm Cambridge Analytica,
which further used the data in political targeting and psychological profiling. Although only 270,000
people gave their consent to this quiz application, in reality circa 50 million users' data was collected
for use in psychological profiling and micro targeting (Glaser, 2018; Hoffman, 2018).

This story is not one-off event. Martinez-Martinez (2018:186) quote Costas (2017), who
proposes the term “digital capitalism” for the phenomena of markets being moved to digital platforms
during the information age. It is suggested that “data”, “the information” and the user profiles in
social networks have become the products and the production resources used in advertising, profiling,
market segmentation, behavioural advertising, and targeted marketing. The social network users and
their social network profiles are used to make business (Martinez-Martinez, 2018). Personal data has
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become key element in digital marketing and profiling across the world for majority of companies,
what is compromising data subject privacy and security, without providing any control for data
subjects of their personal data usage by third parties.

Information Security risk has acquired the greatest concern of risk managers in recent years and
was rated as number one risk by Risk.net survey results seven years in a row from 2014 until 2021.
According to the statistics provided by CERT.LV, solely during 2017 only in Latvia in total, were
registered 477 252 endangered by cyber-attacks unique IP addresses. As CERT.LV points out, in
almost all cases where infected equipment has become infected and have become robot network
components (on average 15-20 thousand cases per month), users have not deliberately made harm,
but the causes were non-updated software and lack of antivirus solutions. According to Cyber
Security Strategy of Latvia (2019) due to the use of ICT solutions and digital technologies,
cybercrime is growing faster than ever before, causing losses of at least € 265 billion per year in EU
Member States and around € 900 billion per year worldwide.

Information Security incidents may lead to damage of reputation, financial losses and in some
cases even may cause cease of business operations due to large data leaks or cyber-attacks (Chapelle,
2019). The main types of Information Security risk are cyber-attack, stolen, lost or unintentionally
disclosed information and intentionally corrupted or deleted data following external attack (Chapelle,
2019).

In order to prepare for assessment of information security risks, it is important firstly to prepare
information asset inventory by categorising information and documents according to confidentiality
levels and revealing what information has the highest value. Next stage is to perform assessment of
risks, by conducting information security risk assessment survey, identifying and assessing risk
scenarios, as during the RCSA process, and mapping risks on RCSA matrix. Tail risk events such as
cyber-attacks and large data leaks can be used in the Scenario Assessment Process (Chapelle, 2019).

Mitigation of information security risks is classified according to three dimensions of
information: confidentiality, integrity and availability. There are two types of controls: behavioural
and technical. Behavioural controls focus on human behaviour when it comes to handling and
protecting confidential information, such as rules for conduct, awareness campaigns and trainings,
password management, supervision, and sanctions. Technical controls include system architecture,
login monitoring, encryption, passwords, etc.

Information Security KRI focus on effectiveness of information security controls and
unexpected deviations from normality (e.g., exposure, traffic, staff behaviour). Table 2.1 provides an

example of what KRIs can be developed for the Information Security risks:
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Table 2.1: KRI examples for Information Security. Source: Chapelle (2019)

Exposure KRI

Spread of sensitive information

Number of users/administrators in excess of the norm

Number of third parties with data access

Number of temporary workers and contractors with confidential data access
Number of temporary workers and contractors with confidential data access
Control failures KRIs

Overdue vulnerability patching

Overdue penetration tests/overdue resolution of penetration tests
recommendations

Software obsolesce

Results of phishing tests, of password cracking attempts

# Inadequate access and overdue revisions of access

Stress KRIs

% Change in # workload/change request/issues per IT managers

% Vacancies in IT/cybersecurity teams

Overcapacity usage of systems

Causal KRIs

Conduct metrics on employee compliance

Breach of conduct and information rules on social media

“Repeat offenders” (staff failing more than one phishing test) in sensitive data
areas

Devices or access cards lost/stolen

According to Cyber Security Strategy of Latvia (2014) and Clark, et. al. (2016), Cyber security
risks are dangerous for educational sector from various angles:

1) Confidential data stored in educational institutions and educational authorities’ digital spaces
may be at risk of being stolen, damaged or destroyed;

2) Digital devices used by educational institutions and authorities may be damaged by a virus
and destroyed indefinitely causing severe financial damage.

According to Cyber Security Strategy (2019) number of cyber-attacks is growing for public
administration institutions, through phishing, ransomware and malware downloading methods, data
retrieval or integrity compromise. Latvia's cyberspace continues to face large-scale threats - phishing,
extortion, and malware campaigns, attempts to break into systems, networks and websites, denial-of-
service attacks on critical information systems and fraudulent e-mail and social engineering
campaigns to retrieve personal or authentication data to discredit a specific person, company or
institution or to commit crimes. According to Cyber Security Strategy (2019) in Latvia’s cyberspace,
there are regular attempts to hack information systems and websites, fraudulent e-mail campaigns
aimed at deceiving people and credentials, or infecting an information system with malware. Very
often the reasons for data leakage and system hacking are insufficiently configured user information

systems and insufficient knowledge of secure ICT solutions and digital technologies. In the 4th
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quarter of 2018, a total of 203,455 compromised IP addresses were identified, of which 131,394 were
found to have configuration vulnerabilities that could be used by cyber-attackers. Malicious code is
also widespread and attempts to infiltrate information systems, exploiting vulnerabilities in users'
information systems and subjecting their robotic networks to further malicious activity. Hence, cyber
defence is an essential element of a comprehensive national defence system, in which public
administrations and the private sector, as well as each individual, have an important role to play in
achieving the common goal of cyber security and protection.

According to the Cyber Security Strategy of Latvia (2014), there is lack of academic study
programs and scientific activities in the field of cyber security in Latvia, and in the respective field
students studying abroad are not motivated to return to Latvia due to remuneration issues and lack of
opportunities for professional development in Latvia. In 2019 the Latvian Ministry of Education
published statistics about higher education study programmes, where Vidzeme High School and
Banking High School offer master’s degree programmes on Cyber Engineering (Vidzeme High
School) and Cyber risk management (Banking High School). There are no more educational
programmes in higher education institutions dedicated to cyber security. According to Cyber Security
Strategy (2019) highlights that with the development of the Latvian economy, there is an increasing
lack of specialists in various fields, especially ICT, which is not only a Latvian phenomenon, but also
a pronounced situation elsewhere in the world. The lack of qualified staff leads to disproportionately
high competition between entrepreneurs in attracting ICT specialists and compared to the public
sector disproportionately high wages offered to ICT workers. The lack of ICT specialists makes
public sector institutions uncompetitive in the fight for the necessary specialists and, accordingly,
weakens the possibilities of maintaining and improving the public sector ICT resources. Accordingly,
mitigation actions are defined on the State level in order to address this issue in way of an analysis
how to attract ICT specialist to the public sector. In addition, value is found in sponsoring and
fostering research projects in the area of ICT security. In order to promote the development of cyber
security research, it is planned to use all available forms of support: provide grants for projects,
support international cooperation projects, such as the European Defence Fund, include a section on
cyber security in the national defence research program, etc.

According to Cyber Security Strategy of Latvia (2019) in order to tackle cyber security risks, it
is important to carry out educational and information campaigns for the promotion of public
awareness for cyber-security, cybercrime and existing threats, as well as international co-operation
on cyber security topic, strengthening of society-critical ICT and related services management in
Latvia and cyber risk mitigation. In order to make digital world more secure, it is important to raise

the level of society's knowledge and promote understanding of ethical standards and moral
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responsibility in the digital environment, starting with basic and secondary education. In cooperation
with the non-governmental and private sector, it is necessary to organize regular informative
campaigns, as well as constant display of information in the mass media. The author adds that it is
crucial to encourage development and implementation of relevant specialisation programmes in
higher education, include cyber security topics in the curriculum of secondary education and
encourage practical application of cyber risk management techniques in the management of education
(Clark, et. al., 2013; Abraham, et.al., 2013).

The EU GDPR strengthens and harmonises the rules for protecting privacy rights within and
outside the European Union (EU) territory. Most importantly, with the introduction of the GDPR in
2018, the rights of the data subject are substantially strengthened, as described in Chapter 1.4.10.
Consequently, the responsibilities of an education manager have become more comprehensive. One
of the legal bases for processing personal data, which applies to the educational sector, is the
legitimate interest of the data processor, but these interests are not absolute. Data processor must
evaluate and inform the data subject, who can decide accordingly whether the legal interest is not
excessive. This is a significant change, as data subjects are often not aware of the legal basis for the
processing of their personal data. Presently, the presumption is that its proportionality with the
privacy of the data subject must be assessed, namely that the legitimate interests of the controller
(manager) do not exceed the fundamental rights and freedoms of the data subject. Consequently, data
subjects will now be aware that the controller has a legal interest in processing the data. If the data
subject sees it to be at some point disproportionate, he or she can object to it. If the manager is not
ready to defend his position, it is likely that data processing will end (Chassang, 2017; Martinez-
Martinez, 2018; Gines, 2018).

Martinez-Martinez (2018) noted that from the legal perspective it was always challenging to
protect and secure personal data and information available and transferred on online platforms as
opposed to the physical environment. Efficient and user-friendly electronic applications and
management systems used in various processes requires the free and abundant circulation of data and
information. The biggest challenge lies in providing full scope security, which would guarantee the
fulfilment of rights and freedoms of online users in the face of malicious use of their digital trail or
digital fingerprint (information that is left behind during interactions in digital environment) for
cyber-crime purposes (e.g., cyber-bullying, scamming or phishing) (Martinez-Martinez, 2018).

Personal data breach means a breach of security leading to the accidental or unlawful
destruction, loss or access to personal data. Furthermore, the Personal Data definition relates to all
data that identifies a living individual: name, surname, personal 1D number, physical characteristics

(height, hair colour, clothes, etc.) or characteristics, which are not obvious (e.g., occupation, job
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position, etc.). E-mail addresses that enable identification of the specific individual also qualify as
personal data, e.g., e-mail address, which includes one’s name, surname, or employer. Job title may
also count as personal data as an identifier to identify a specific person, even though no name or
surname is mentioned. Personal data may also be any fragmentary information that identifies specific
person, for example: tall, middle-aged man, who lives in concrete flat number and works in school.
The student’s personal data also include their medical card, information about attendance and learning
achievements. Sensitive personal data include information related to individual’s biometric data (e.g.,
fingerprints), state of health, nationality, beliefs, assessment of student’s behaviour, student’s parents’
personal data (Dzanuskans, 2011). Personal data processing is any operation or set of operations,
which is performed on personal data or on sets of personal data, whether or not by automated means.
Processing of personal data include such activities as reviewing documents containing personal data,
copying of passport or other documents, transportation and erasure of documents, video surveillance,
audio recording, storage of documents or information, etc.

According to EU GDPR (2016) Article 5, personal data shall be:

1) processed lawfully, fairly and in a transparent manner in relation to the data subject;

2) collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes;

3) adequate, relevant and limited to what is necessary in relation to the purposes for which they
are processed (‘data minimisation’);

4) accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure
that personal data that are inaccurate, having regard to the purposes for which they are processed, are
erased or rectified without delay (‘accuracy’);

5) kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed;

6) processed in a manner that ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss, destruction or
damage, using appropriate technical or organisational measures, in certain cases the data protection
officer is required to be appointed (‘integrity and confidentiality’).

Data Controller means the natural or legal person, public authority, agency or other body which,
alone or jointly with others, determines the purposes and means of the processing of personal data
(Morrison 2018). Controller is responsible for the legality of the processing of personal data. EU
GDPR (2016) Article 22 provides data subjects with rights to challenge automated decision-making
and profiling and terminate such a request, if there are no adequate legal grounds provided by the

data controller.
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Data Processor is a natural or legal person, public authority, agency or other body, which
processes personal data on behalf of the controller (Morrison, 2018). When personal data processing
services are outsourced, the Controller continues to be responsible for the legality of the processing
of personal data. Controller cannot transfer this responsibility to the processor. The Processor, on the
other hand, is responsible for the processing of personal data in accordance with the assignment
concluded between the parties and the responsibilities set for a processor by the GDPR. For example,
when a school as data controller outsources certain services, which require data processing by third
parties, the school management will still be responsible for data protection and data security
arrangements, including ensuring the personal data is processed lawfully and is not disclosed to third
parties without legal grounds (Dzanuskans, 2011; Datu Valsts Inspekcija, 2018).

The GDPR takes into account the technological developments and globalization, as well as the
practices and possibilities of the digital commerce and digital marketing companies, providing the
data subjects with their legally required security in processing of their personal data. Hence, the
GDPR is an evolutionary milestone in field of privacy and personal data protection (Martinez-
Martinez, 2018).

There are two essential things in regulatory requirements for personal data handling. First of
all, the purpose of data processing must be legal. The second is having clear legal basis for data
processing. All educational institutions must have Data Protection Officers appointed. It is
imperative to raise the level of personal data security, so that data breach incidents are not discovered
from the media or social networks. Institutions should be able to assess the incident, report to the
supervisory authority and data subjects within 72 hours.

Managers and employees must understand how the data protection field is organized and
managed in their institution.

There are a number of obstacles in getting compliant with GDPR, especially for educational
sector. Much more of an obligation for institutions as data processors to think, justify and sufficiently
document why particular data is needed and why it is legal to use it; to distinguish at which point the
legal ground for particular way of data processing is not valid anymore; to ensure the security,
legality, and integrity in data processing.

It is important to note that the data subject’s rights are not absolute and common-sense principle
should always be applied. It is important to remember in cases, where data processing is performed
on grounds of consent, that data subject may withdraw consent at any time. Furthermore, the 72 hours
requirement to inform supervisory authority if a personal data breach has realised highlights the need
to understand the issue, act quickly and without delay.

Most important of all, that despite all challenges that GDPR brings, there are a number of wider scope
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long-term benefits. Firstly, all institutions have to make and keep order in personal data processing.
Secondly, privacy and security of all individuals, especially the most socially vulnerable category of
people, children, has become more protected. Everyone is able to control what data about him or her
companies hold and ensure that their privacy is not breached. Moreover, it is more difficult to
manipulate with people’s preferences - data subjects have full control over their personal data and
will be able to take independent decisions, not being affected by targeted and psychologically profiled

information inflows from data processors and controllers.
2.3 Corruption Risk

Risk of corruption mainly is driven by unethical behaviour of responsible employees and school
administrators, which in turn could be limited by lack of well-defined procedures and regulations
governing purchasing of supplies, use of common textbooks, hiring service providers etc. Corruption
risk affects the quality of education, as well as safety and wellbeing of students and teachers. Bribes
result in weakening of the quality of education, non-implementation of relevant procedures,
assessment criteria and certification results (Chr. Michelsen Institute, 2006; Hallack and Poisson,
2007).

Upon analysing available research publications (ADB, 2010; Chr. Michelsen Institute, 2006;
Hallack and Poisson, 2007) and related news articles published in the Corruption Prevention and
Combating Bureau of Latvia (KNAB.gov.lv), the State Police of Latvia website (vp.gov.lv) and local
news websites (News.lv, tvnet.lv, delfi.lv), the following issues related to corruption risk were
identified by the author:

» Absence or non-implementation of established processes and methods for reviewing teacher
performance and teacher external engagements provides opportunities for corruption risk;

» Corruption may be the reason for reduced quantity of textbooks and low textbook quality;

Y

Deficient and unsafe materials may be used in school construction as a result of corruption;
» Corruption incidents may result in differing funding levels provided to similar educational
institutions. Moreover, corruption incidents have resulted in more paperwork involved for
schools applying for funding, in order to increase the controls over the corruption risk;
» Finally, corruption threatens development of educational sector and reduce overall quality of
education curriculum.
Despite the cases mentioned above, according to empirical and desktop-based research
combined performed for this study, it is challenging to find any valid recent statistics and evidence

on corruption in the educational sector of Latvia.

63



2.4 Legal risks

Educational sector often is subject to regulatory reforms and other changes. In Latvia, education
sector is not only the subject to local laws, but also to several common European Union (EU) laws.
Education is strictly regulated and requires authorities and school administrators to closely follow
changes legal requirements and stay compliant. Ensuring strong compliance would additionally foster
better quality in provision of education (Abraham, et.al, 2013; ADB, 2010; Chr. Michelsen Institute,
2006; Clark, et al., 2013; Hallack and Poisson, 2007).

On the other hand, there also is a risk of frequent changes in regulations, which are difficult to
follow, especially given that Latvian educational institutions are subject not only to local laws, but
also to European Union regulatory requirements. Survey 2 performed in scope of empirical research
for this thesis, as will be discussed in detail in the next section, revealed that changing regulations,
educational reforms and changes in political environment serve as triggers for risks, such as
overloading of employees and lack of needed competencies in educational institutions. The real
outcomes of new or changed regulations usually become obvious only after a regulation came in
force. This risk triggering other risks could be managed by simply applying general risk management
techniques, such as risk assessment before implementation of changes and establishment of
monitoring functions, which constantly follow changes in regulations and the compliance of each
educational institution, clarifying roles and responsibilities for all stakeholders, all of this will be
described in more details in further text of this thesis.

One of such regulations, which impacts all educational institutions, is the EU General Data
Protection Regulation (GDPR) analysed earlier in sections 1.4.10 and 2.2. This regulation requires
each institution, especially public, which processes large amounts of personal data, to appoint Data
Protection Officer, what requires additional investment of funds and resources.

Non-compliance to regulatory requirements may cause legal liability for an educational
institution in way of fines and compensations for breaches. Non-compliance with the reform
requirements also can bring legal responsibility of an educational institution, which may further lead
to loss of license and legal proceedings against the management. In addition, not having emergency
and resiliency plans in place, legal responsibility may arise following major incidents resulting in
injuries or deaths. If the educational institution has not done everything possible to plan and prevent

such risks, it may be legally liable for the consequences.
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2.5 External risks

External risks may take form of pandemic, flood, fire, war, terrorist attacks, nature disasters,
failures in supply management, sudden death of student or teacher, etc. There are real cases of the
above listed risks materialising. For example, in 2014 in Jurmala Pumpuru Secondary School students
and staff suffered from falling ceilings due to low quality of building works conducted at the school
during the summer (tvnet.lv news, obtained online, 2017). This example demonstrates the risk of
supplier negligence and low quality construction works. Whereas, due to Covid-19 global pandemic,
the educational service provision was affected and quality of education deteriorated (Hacatrjana,
2021; Blass, 2021; TVNET/LETA, 2020; Vaduguns, 2021). Floods and fires may leave students of
certain schools without education for some time needed to resolve situation.

Disruptions caused by external factors, occurrence of which is not possible to control, can
happen at any moment. It is important to be prepared and ready to face the incident, with clearly
planned actions and appointed beforehand responsible persons, to enable organizations to continue
functioning with as little interruption as possible (PKF UK LLP, 2011; ADB, 2010; Lehtonen, et.al.,
2011).

In Latvia, the Ministries of Defence and of Education and Science have developed the Civil
Protection Procedure (2011), but the Employer Confederation of Latvia published the Employer’s
Handbook (2010). Further documents are being published, such as EU Security and Defence Policy
published in 2020, Latvian Cyber Security Strategy 2019-2022, etc. and targeted seminars are held

by the Ministry of Defence and Ministry of Education to educate employers, teachers and the society.
2.6 Reputational, Resilience and Business Continuity risks

Reputation is what stakeholders think about the firm or organisation based on their past
experience with the firm/organisation, its behaviour and character. Along with information security,
reputational risk is one of the top risks for many organisations. It can be controlled by way of
interacting with stakeholders: being transparent and open with regulatory authorities, providing
customer satisfaction with quality of services, achieving good financial results and stable prospects
for investors, rewarding employees for their loyalty and commitment, fast handling of complaints etc.
Good or bad reputation is fostered in day-to-day activities (Chapelle, 2019).

Resilience is the capacity to quickly recover from a crisis. Resilience risk management requires
good crisis management, such as comprehensive business continuity plans developed following the
assessment of risk scenarios, identifying top risks. Business Continuity Plans must be thoroughly

tested and improved in order to secure resiliency.
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To manage crisis effectively, recover quickly and stay resilient in tough circumstances,
organisations need to demonstrate speed, competence and transparency. To achieve this, it is
important, to hold regular risk assessment process, identify key risks and develop business continuity
plans for high impact rare risk scenarios, such as pandemics, terrorist attacks, war, floods and fires,
etc., as well as testing these plans by simulating real situations in order to find gaps and drawbacks
in these plans. Example of business continuity and resiliency plan is provided in Annex 5, Table 8.1.

Example of risk assessment register is provided in Appendix 2, Table 5.1.
2.7 Limitations of risk management

Taleb (2020) argues that it is impossible to predict the unknown, calling this phenomenon as
“the unknown unknown”, hence risk identification and risk probability assessment techniques are
restricted with the limitations of human nature hence not all risks can be adequately identified and
assessed, especially this refers to the Black Swan events — rare and very extreme. Taleb (2020)
identifies five main problems with this:

1. confirmation error — human beings tend to take segments of a whole information set and make
conclusions about the unknown and invisible by generalising their experience of what they
have seen;

2. narrative distortion — human beings tend to build concise schemes based on stories, when the
world in reality is very chaotic;

3. nature of human beings is not programmed to perceive and expect the rare extreme events,
instead it tends to be optimistic and blind towards such events;

4. often there is a hidden evidence problem, which is being ignored. For example, those who
died from Covid-19 were not questioned about their symptoms and how they felt in intensive
therapy, those who drowned in “Titanic” tragedy did not give their evidence, disappeared
archives hide from us some part of history, and so on;

5. human beings tend to “tunnelling” within zones of the certain uncertainty, what limits the
ability to see all risks.

The biggest problem with risk management in the sector of education may be related to
generalisation of risks. For example, taking an example from Taleb (2020), Thanksgiving Day Turkey
would have one thousand days when she was well fed and lived in comfort, historical data had no
evidence that something may go wrong in the future, however one day she gets killed in order to be
served and eaten at the Thanksgiving Day. Taleb (2020) draws here a parallel with human perception
of risks: people tend to judge that nothing bad will happen based on historical data and perception of
past experience. Alternatively, people are afraid to fly on airplanes due to perceived statistics of
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airplane crashes, whereas in reality airplanes crash much more rarely than cars. In educational
institutions in Baltics high-impact loss events happen rarely and observing the latest history, before
the Covid-19 pandemic, one would never say that something disastrous could happen and risk
management was not taken seriously as a discipline that would bring any benefit apart from waste of
resources, whereas Covid-19 pandemic proved this perception wrong — majority of educational
institutions proved to be weak and not resilient towards a pandemic, unable to ensure continuity of
educational processes immediately via remote platforms. It took weeks and for some months to re-
start operations with low quality distance learning arrangements, which caused high stress for
students and teachers and resulted in lower marks for many students (Hacatrjana, 2021; Blass, 2021;
TVNET/LETA, 2020; Vaduguns, 2021). Human limitation is in unwillingness to believe in
something, what was not experienced previously. Weak faith in risk management within the sector
of education and inability to believe in unknown makes it difficult to «sell» the benefits of risk
management to employees and managers of educational sector. On the other hand, benefits of
planning for high-impact events are of greatest value, which can save the sector and all its
stakeholders from larger losses when something disastrous will happen.

Another aspect, as highlighted by Taleb (2020) is that each event is unique, and it is not possible
to make precise forecasts. Despite all the risk planning, human beings cannot predict what may
happen whichever models they use, as the world is chaotic and unpredictable. However, planning of
known risk events, which are possible to predict, may help to reduce the impact of unknown loss
events (which are not possible to predict) and be more prepared in the face of uncertainty. Although
it is never possible to forecast the actual probability of risk events, it is easier to predict possible
impact of different events. Thus, in view of the author, it is critically important to plan and prepare
for range of scenarios and be ready to adopt action plans of «known» scenarios for an «unknowns
scenario, which was not planned at all. Taleb (2020) also highlighted that it is important to focus on
mitigating possible losses, rather than try to predict probability of risk events. Thus, as also Taleb
(2020) puts it, it is possible to draw a map of risk events, highlight those risk areas with the highest
possible losses, and focus on those most risky areas to mitigate the impact. Murphy, et.al. (2016) in
their analysis identified the following risk mitigation tools in education provision context: effective
lesson plans, curriculum guidelines, safety rules, lesson objectives, skill progressions, first aid Kits,
emergency action plans, appropriate equipment, inventories of equipment and facilities, activities
conducted away from hazardous areas, supervision of students, certification of teachers,
communication and posting of guidelines for emergency actions plans and emergency exit

procedures.
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2.8 Effective risk management programme

Abraham, et.al. (2013), Beasley (2013), Chappelle (2019) define the following risk management

cycle as shown in Figure 2.1:

L

Risk
assessment

Figure 2.1: Risk management cycle

Figure 2.1 makes visual representation of the risk management process according to the
statements by authors listed above. It shall start from defining the strategy, mission or key objectives,
then next goes identification of risks processes, which is followed by the risk assessment. Residual
and significant risks are monitored through key risk indicators, acceptable level of risk threshold,
follow-up on risk mitigation action and escalated when risk becomes intolerable. After a certain
period (usually one-two years), the cycle starts again from the definition of strategy and objectives.

Alberts and Dorofee (2009) in their systemic risk management approach discussion propose a
framework for efficient risk management with the following key drivers: objectives, preparation,
execution, environment, resilience, results. By addressing each of them, it is possible to implement
strong risk management programme in any type of an institution:

» Objectives: in this stage it is important to draw out a strategy - define the mission, vision,
goals and objectives to which an institution is striving during a certain period of time. It is important
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to avoid any aggressive schedules, underfunding and too complex or high-risk technologies in
pursuing of the objectives.

> Preparation: in the preparation stage it is important to define precise roles and
responsibilities, sequence correctly all activities into processes, identify dependencies and
interrelationships among different activities, develop artefacts in way of instructions, written
procedures, decision-making guidelines, templates, define what technologies should be used in each
process and develop metrics for measuring the success.

» Execution: in this stage concrete people are tasked with concrete exercises, technologies are
supporting processes which it needs to support, assets used to execute the plan (information,
technologies, facilities) are being assessed and overseen. Success and progress being measured with
the defined metrics during the previous stage.

» Environment: it is important to be aware and to manage the environment, which includes
organisational structure, culture, politics, communication styles and infrastructure. Environment
plays an important role in how tasks are being executed and on the overall success, hence should not
be ignored and should be well understood for effective implementation of tasks.

» Resilience: organisations must be ready to withstand unexpected events and respond quickly
in emergency. Hence, organisations should plan effectively in order to be able to withstand and
manage potential risk events and changing conditions. Resilience aspect enables employees of an
organisation to handle unusual and unexpected situations that would hamper achievement of
objectives and should be part of the risk management;

» Result: in this part in respect to the management of educational institution the factors
resulting to the results part are about the understanding of the requirements and understanding what
the envisioned final result upon achievement of set objectives would be and what the unwanted result
would be, hence factors influencing the final result need to be analysed from the perspective of the
risk management.

In order to determine risk causes, according to Alberts et.al. (2009), it is important to find
relationships between the above-described drivers and pinpoint the possible risks. For example, risk
factors relating to the “Result” driver could be prevented on the stage of “Preparation”. Also, by
addressing “Environment” risk drivers it is possible to mitigate the risks relating to “Result” part.

The simplest approach is to draw a table and define statements, as Figure 2.2 demonstrates,
which would represent successful and unsuccessful achievement of objectives. Then formulate these
statements as questions with “yes” or “no” answer options, or add additional options as “Likely”,
“Unlikely”, etc. In this way it would be possible to identify the risky areas at an early stage. Example

is provided in the Figure 2.2 below:
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Driver Question Answer

Isthe process being used to develop an educational No Likelyno |Equallylikely| Likelyyes Yes
programmeis efficient?

Consider: process design, roles and responsibilities,
measurements and controls, process effectiveness and
efficiency, life cycle, training, employee competences

Figure 2.2: Driver question and range of responses example (Alberts and Dorofee, 2009)

Similar to the example provided in Figure 2.2, it is possible to build it in a way as to answer
options would have defined weights of points to quantify the results and attribute to it risk scores.
Also, it is beneficial to consider conditions affecting the driver and the answers, as it could be possible
to mitigate risks by addressing the conditions. Failure of objective achievement can be seen as threat
or risk, which should be analysed further. Beasley (2013) suggests finding relationships between the
core success drivers and strategic initiatives and formulate the questions in way to determine what
are the required conditions, factors, assets needed to achieve the successful achievement of strategic
objectives and what are the conditions, factors, drawbacks, that would lead to failing to achieve the
strategic objectives.

According to Alberts, Dorofee (2009) it is important to document conditions and events leading
to positive outcomes and leading to negative outcomes, fostering the positive conditions and
mitigating the negative conditions. Beasley (2013) highlights that it is especially important to
understand well the driver’s fostering development and achieving objectives and strategic mission.
Risk needs to be identified through the strategic lens and managers need to manage risk keeping in
mind the long-term strategic mission, as risk management is focused on identifying the threats that

could hamper achievement of strategic goals.
2.9 Summary

Section analysed various risk clusters most relevant for the sector of education and how these
risks can be managed in order to bring value to the sector of education:

» Risks of the highest level of relevance to the educational sector are psychosocial risks,
information security risks, privacy and cyber security risks, risk of corruption, legal risks,
external risks and reputational risks. Appendix 4 provides more detailed taxonomy of risks
for the sector of education;

» Psychosocial risks rated as the top important risks for the educational sector.
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Overloading of employees is the category of job demands, if looking from the perspective of
Job Demand-Resources Model. In combination with low job controls on the employee side
and lack of recognition of employee’s effort it causes work-related stress and burnout.
Positive correlation was discussed between economic motives of teachers in Latvia and level
of their emotional exhaustion - driven by intrinsic economic motives, teachers are exposed to
risk of demotivation, high level of stress, formal relationships at work and perceiving
colleagues as competitors;

Information Security risk was rated as number one risk by Risk.net survey results seven years
in a row from 2014 until 2021, whereas CERT.Iv revealed that cybercrime causes losses of at
least € 265 billion per year in EU Member States and around € 900 billion per year worldwide;
For the educational sector Information Security and Cyber risk mainly poses the threat to
confidentiality and integrity of stored personal data and resiliency of digital devices used in
educational process;

Corruption risk affects the quality of education, development of educational sector, safety and
wellbeing of students and teachers and efficiency of processes by raising bureaucracy and
reducing level of trust;

Legal liability is a risk to suffer financial loss from not following regulatory requirements, not
having adequate resiliency plans, privacy policies and not complying to health and safety
requirements;

External risks are most difficult to control due to independent cause of threat, e.g., pandemics,
flood, fire, war, terrorist attacks, nature disasters, failures in supply management, sudden
death of student or teacher, etc.

Reputational risks stand as one of the top risks for any organisation and can be controlled by
being more transparent, resilient and strong in crisis management;

Risk management is limited to confirmation error, narrative distortions, human nature, hidden
evidence problem and “tunnelling” within the certainty zones;

Effective and systemic risk management cycles are risk management processes focused on
achievement of strategic goals.

Systemic risk management approach includes the following key drivers: objectives,
preparation, execution, environment, resilience, results. By addressing each of them, it is

possible to implement strong risk management programme in any type of an institution.
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3. EMPIRICAL RESEARCH ON THE MANAGEMENT OF RISKS IN THE
EDUCATIONAL SECTOR

The aim of this chapter is to provide practical research results in order to support theoretical
part discussed in previous chapters with empirical data, answer the research questions, prove the
research hypothesis and achieve the aim of the research. Chapter will introduce the methodological
approaches used for data collection and analysis, present the results using descriptive and inferential
statistics, as well as qualitative data analysis techniques. Mainly the chapter will discuss the key risks
in the sector of education, level of awareness and understanding of risk management in the sector of
education, ways how key risks could be mitigated and what needs to be improved for more efficient
risk management in the sector of education in Latvia. In the end conclusions and recommendations

will be drawn mainly based on the data and results discussed in this chapter.

3.1 Methodology and organisation of research

In order to check the validity of research hypothesis and achieve the aim of the research,
empirical research was conducted in form of online surveys with key stakeholders from the sector of
education in Latvia and interviews with experts in risk management. Surveys for stakeholders from
the sector of education were placed into online platform SurveyMonkey.com generating online links
and allowing participants to stay anonymous. Link to the survey was distributed via social networks,
e-mail to the Association of Education Leaders in Latvia and e-mailed to 1600 e-mail addresses of
educational institutions of Latvia (secondary schools, colleges, universities, pre-school institutions)

as published in database www.mykoob.lv. In addition, 10 printed questionnaires were distributed to

students of Pedagogy and Psychology Faculty, who work in educational institutions, at the premises
of the University of Latvia.

There were three parts of practical research. Initial survey (further in text - Survey 1) consisting
of 10 questions was carried out from October 2018 until June 2019, where the main focus was on
assessment of 32 risks by respondents and their view on risk management. Answer options were
provided in most answers and respondents had to choose which ones are relevant for them. In the
second part a second questionnaire (further in text - Survey 2) was distributed to the same respondents
and responses were collected during July 2019 with request to provide some more detailed
explanations to the trends, which resulted from analysis of the first questionnaire results. The aim
was to determine view of the respondents about the consequences of these risks, how they could be
managed and whether risk management is important and possible to implement in the sector of

education. There were no answer options provided and respondents had to write open answers in free
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form, providing their justification about the top risks, consequences and mitigation actions. If Survey
1 was structured as multiple-choice survey, then Survey 2 was structured as an interview with open-
ended questions and answers. Survey 1 template is provided in Appendix 6 and Survey 2 template is
provided in Appendix 7. Finally, interviews with risk experts from Finance Sector were held in
October 2022 in order to validate the statements and findings of this research.

In addition to the abovementioned surveys and recorded interviews, the author, who is Risk
Management expert in Finance Sector and also is a former lecturer of Risk Management course on
the faculty of Pedagogy and Arts in the University of Latvia in autumn semesters of academic years
2017/2018, 2018/2019 and 2019/2020, collected additional evidence through professional
discussions at workplace, risk management workshops with the students studying Risk Management
as part of their bachelor’s degree programmes (there were four streams of students with on average 9
students per class within the years while this research was ongoing). In addition, author held a verbal
interview with director of the school attended by the author’s child about risk management in schools
in general, main risks and risk management needs. These discussions with students, risk management
colleagues and school director will be used as additional evidence to formal surveys and interviews.

Following qualitative review of returned questionnaires, it was established that a total of 235
respondents participated in multiple-choice style Survey 1 and 41 respondents in open-question style
Survey 2; all of respondents have direct relation to educational sector from different parts of Latvia -
majority were managers and leaders of educational institutions (50%), most of the responses (85%)
were received from schools: primary (grades 1-4), basic (grades 1-7 and 1-9) and secondary (grades
10-12). This is the target audience needed for this research, as this dissertation’s hypothesis is based
on assumption that there is neither capacity nor awareness and expertise for risk management in the
sector of education in Latvia (“HO: There is poor understanding of risk management in the
educational sector in Latvia, low maturity of risk management in the educational institutions of Latvia
and lack of capability and capacity to employ risk management tools. As a result, quality of education
is affected by many not well-managed risks ). Thus, the sample of respondents who participated in
the surveys perfectly fit for proving or disapproving the hypothesis set for this research, as it is
represented by directors and teaching staff of educational institutions across the country (97% of
respondents), who are closest to the management of education in practice. As it was established in
section 1.3, every stakeholder is responsible for risk management, although the responsibility
mistakenly may seem to lie on the institution’s administration. As section 1.2 established teachers
and school directors are the key stakeholders in the sector of education, where school directors are
responsible for risk management on high level (governance) and teachers are responsible on

operational level. Parents of students are also key stakeholders as much as students, and are
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responsible for risk management from the angle of complying to rules and risk management
framework established by an educational institution (more details in sections 1.2 and 1.3), hence
parents were not excluded from the respondent sample, as they represent only 7% of respondents and

are very close to risk management practical implementation by educational institutions.

3.1.1. Geographical characteristics of respondents

Survey 1 completed 235 respondents, out of which 110 were located in the capital of Latvia,
Riga (47%). 46 out of 235 respondents (19%) were located in larger towns, such as Cesis, Liepaja,
Daugavpils, Rezekne, Jelgava, etc. 49 respondents (21%) were located in smaller towns (Dagda,
Ludza, Talsi, Gulbene, Plavinas, Aliksne, etc.). 30 respondents (13%) were located in villages.
Overall respondents are evenly located across all regions of Latvia and represent different groups of
representatives from educational sector (directors, teachers, other employees of educational
institutions, coaches, etc.). Hence collected data is considered to be representative enough for the
entire country. Figure 3.1 visualises geographical representation of respondents who took part in

Survey 1.
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Figure 3.1: Geographical representation of respondents who participated in the research

Survey 2 completed 41 respondents from the sample of Survey 1 respondents. Geographical
representation data was not collected for Survey 2, as it was sent to the same respondents, who

completed Survey 1, thus it is assumed that it replicates that as of Survey 1.
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3.1.2. Classification of respondents by role in the educational sector and attachment to certain

type of educational institution.

Respondents in both, Survey 1 and Survey 2, were asked to select their position and type of
educational institution they belong to.

In Survey 1, 129 out of 235 respondents (55%), indicated that they belong to school that starts
from grade 1 (Primary, Basic or Secondary School). At the same time, 40 respondents out of 235
(17%) replied that they belong to school type that starts from grade 7 or grade 8, such as college or
secondary school. Hence these two groups of respondents further in the research will be taken as one
group, as they represent the largest part of all respondents (169 respondents or 72% from the sample)
and belong to the type of educational institution defined in this study as “school”. 30 respondents
(13%) stated that they belong to professional high schools, 21 respondent (9%) belong to kindergarten
and only 7 respondents (3%) replied that they represent universities. Out of all 235 respondents, in
addition 7 respondents (3%) belong to other types of educational institutions, such as interest
education, for example, sport and IT clubs and distance learning schools. Figure 3.2 provides visual

representation of belonging of respondents to different educational institution in Survey 1.

Breakdown of respondents by type of educational
institution

B Kindergarten

M Primary or Secondary School
from grade 1

H College or secondary school
from grade 7 or 10

B Professional high school

B University

B Other

Figure 3.2: Break-down of respondents by their belonging to certain types of educational

institutions in Survey 1
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In Survey 2, 24 respondents out of 41 (59%), indicated that they belong to school that starts
from grade 1 (Primary, Basic or Secondary School). 7 respondents out of 41 (17%) indicated that
they represent professional high school. 4 respondents (10%) indicated that they belong to other types
of educational institution, mainly special education institutions. Only 3 respondents out of 41 (7%)
replied that they belong to college or secondary school that starts from grade 7 or 10. Only 2
respondents were from university type of institution and 1 respondent from pre-school educational
institution. Figure 3.3 provides visual representation of belonging of respondents to different

educational institution in Survey 2.

Breakdown of respondents by type of
educational institution in Survey 2

¥ Kindergarten

¥ Primary or Secondary
School from grade 1

¥ College or secondary school
from grade 7 or 10

M Professional high school

& University

& Other

Figure 3.3: Break-down of respondents by their belonging to certain types of educational

institutions in Survey 2

The next question was about the role of the respondents in the educational sector, whether they
are managers of educational institutions, teachers, support employees, parents, etc. Figure 3.4
provides visual representation of the break-down of respondents by their job role and position in
Survey 1 and Figure 3.5 provides break-down of respondents by their job role and position in Survey

2.
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In Survey 1, 117 respondents out of 235 (50%) replied that they are managers or deputy
managers of different educational institutions. Of those, 66 out of 117 (56%) work in schools that
start from grade 1 and 19 out of 117 (16%) work in schools that start from grades 7 or 10, thus a total
of 85 out of these 117 respondents (72%) are managers or deputy managers of various types of
schools. 17 out of 117 (15%) are managers of professional high schools and 6 (5%) are managers of
other educational institutions, such as interest clubs and distance learning schools. 9 out of 117 (8%)
are managers of pre-school educational institutions.

76 respondents out of 235 (33%) indicated that they are teachers. Out of those 76 respondents
who replied that they are teachers, 48 (63%) indicated that they work in schools that start from grade
1 and 14 (18%) indicated that they work in schools that start from grades 7 or 10. Thus out of 76
teachers who took part in Survey 1, 82% work in various types of schools. On the other hand, 7 out
of 76 (6%) teachers belong to professional education institutions, 5 out of 76 (4%) indicated that they
belong to pre-school educational institutions and 2 out of 117 (2%) belong to universities.

17 respondents out of 235 (7%) were parents of students studying in schools and professional
education institutions. 14 respondents out of 235 (6%) stated that they are employees in educational
institutions, representing schools, professional education institutions and university. Remaining 11
respondents out of 235 (4%) represent interest education and teaching assistants. Please see Figure

3.4 below for visual representation.

Break-down of respondents by connection with
educational sector

® Manager/deputy manager of
educational institution

M Teacher

¥ Teaching assistant

B Empolyee of educational
institution

B Parent of a student

B Other

Figure 3.4: Break-down of respondents by their job role and position in Survey 1
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In Survey 2, 22 out of 40 respondents (55%) are managers of deputy managers of educational
institutions. Of those, 12 (55%) are managers/deputy managers in schools, 6 (27%) are
managers/deputy managers in professional education institutions, 3 (14%) are managers in other
types of educational institutions such as special education, and only 1 (4%) was representative from
pre-school educational institution.

14 out of 40 respondents (35%) who completed Survey 2 indicated that they are teachers. Of
those, 11 (73%) work in schools that start from grade 1, 3 (20%) work in schools or colleges that start
from grade 7 or 10 and 1 (7%) in university. The remaining 4 respondents out of 40 (10%) were
support employees at university and school and interest education representatives. Please see Figure

3.5 below for visual representation.

Break-down of respondents by connection with
educational sector in Survey 2

B Manager/deputy
manager of educational
institution

M Teacher

i Teaching assistant

B Empolyee of educational

institution

m Other

Figure 3.5: Break-down of respondents by their job role and position in Survey 2

3.2 Risk management effectiveness in Latvian educational institutions

In Survey 1 respondents were asked to rate the effectiveness of risk management in the
educational institutions to which they belong to on the scale from 0 to 6, where 0 score stands for
“none or very poor risk management” and 6 stands for “very strong risk management”. Figure 3.6

below provides histogram of average answers of all respondents and compares it to average answers
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of different respondent groups. It is seen that on average respondents tended to choose middle
number, between 3 and 4 out of 6, leading to mean (p) score 2.99 (n=235). This result provides
evidence about uncertainty of respondents on how risks are managed in the organisation they belong
to and possible cognitive bias choosing the numbers in the middle when not sure which is the correct
answer. For this research, such result indirectly supports the initial hypothesis, that there is low

Effectiveness of risk managementin related

educational institution

29%
27% 27%

12%

None Very weak Weak Medium weak Medium strong Quite strong  Very strong

I Managers i Teachers and employees Parents —e—Average
awareness about risk management in the sector of education, what could trigger such a result.

Figure 3.6:Risk effectiveness ratings by respondents in Survey 1

On the other hand, taking results of different groups of respondents, provide additional evidence
of cognitive bias in the answers of respondents. Managers of educational institutions tend to evaluate
risk management in their educational institutions more positively with the mean (u) score 3.21
(n=117): 5% of them rated risks management effectiveness in their organisation with score “6”,
equally 27% rated with scores “4” and “3”, only 6% of managers chose score “0”.

On the other hand, the results of teachers and employees are more negative, with the mean ()
score of 2.79 (n=94): 12.8% chose score “0”, 28.7% chose score “3”, 24.5% chose score “4” and only
1.1% chose score “6”.

The results of parents are most uneven, which is understandable that for parent such rating is

most difficult and at the same time, there was very small sample of parents in this study. On average,
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majority of parents selected option “1 — risk management is very weak” in relation to their educational

institution. Mean (p) score for parents’ ratings is 2.94 (n=17).

It was quite hard for most stakeholders of educational sector to evaluate effectiveness of risk
management in the educational institution they belong to and as a result majority of respondents
subjectively selected scores closest to the middle avoiding more extreme scores. The conclusion can
be made that the risk management awareness and culture may not be at the sufficiently high level in
the educational institutions of Latvia and require focused training and raising of awareness.

On the other hand, it was interesting for the author to check and compare how risk management
effectiveness was rated for different types of educational institutions and whether there are any
extremes or trends. Hence, the author compared schools (primary, basic, secondary, colleges and
gymnasiums) with high schools, professional schools and universities and with pre-school
educational institutions in Table 3.1. The results did not show any extremes and average scores stayed

around the middle value:

Table 3.1 Measurement of risk management effectiveness by type of educational

institution (Survey 1)

Type of educational institution for which risk management | Mean Number of
effectiveness is measured value (p) | respondents (n)

Schools  (primary, basic, secondary, colleges,

: 3.0 170
gymnasiums)
High schools, professional schools and universities 2.8 36
Pre-school 3.1 21

Looking more closely at individual results and distribution across the scale, it was observed
that more respondents chose scores on the left side of the scale (0-3). Figures 3.10 - 3.12 below
provide more detailed view about how scores were distributed. However, due to much lower number
of respondents for high-school, professional schools, universities and pre-school, it is hard to make
any specific conclusions. At the same time, more than half of all respondents represent different types
of schools and their result is considered to be fully reliable, providing evidence that there is no
common view on how effective is the risk management, but majority inclining to rate it with medium
scores. Picture 3.7 provides a summary of these results. Skewness to the left side is observed for
schools and universities, providing an evidence that risk management effectiveness according to the

respondents, is not efficient in these educational institutions.
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Effectiveness of risk management by institution type
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35% 33%
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25%
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Figure 3.7 Risk effectiveness by different types of educational institutions (Survey 1)

3.3 Incident reporting and management practices in the educational institutions of Latvia
Survey 1 contained one question, where respondents were asked to answer whether the
education institution to which they belong performs collection and registration of incidents. As it was
described in sections 1.3 and 1.4.11 it should be responsibility of all stakeholders to report an incident
to centrally appointed person who should collect incident data in special incident and risk database,
and incident reporting should be integrated as end-to-end documented process in each institution. The

question about incident reporting was structured as multiple choice with the following options:

1. Yes, incidents are registered in the incident database;

2. No, incidents are not registered;

3. 1 do not know;

4. Please specify if neither of the options applies (space was provided for the comment).

Figure 3.8 demonstrates the results of this question and how the answers got distributed:

81



Do you register incidents in your educational institutions?

HYes

¥ No

“ Don't know

Figure 3.8 Incident reporting in educational institutions of Latvia (Survey 1)

As it can be seen, only 37% (n=87) of respondents provided confident answer that incidents are
recorded in their educational institution. Some of those answers indicated additional information that
not all, but several cases that meet certain criteria (e.g., serious trauma caused to student at school
that result in calling an ambulance, school closure due to emergency situation, etc.) are recorded in
internal register. 29% (n=69) of respondents confirmed that in their educational institutions there is
no incident reporting routine and 34% (n=79) responded that they do not know whether incidents are
recorded, what means that incident reporting awareness is not practiced in their institutions and
therefore it is assumed that incidents are not recorded in their institutions, as the key prerogative for
incident reporting and management is awareness of employees about such requirement.

Hence, empirical research results demonstrated the low awareness of respondents about
incident reporting and low usage of this management tool in the educational institutions of Latvia.
Nevertheless, majority of respondents highlighted the importance of risk management for their

organisation while answering other questions analysed further below.

3.4 Risk assessment

Methodology: In order to perform risk assessment, risks that are most relevant to the sector of
education were selected based on literature review and analysis in the theoretical part of this study
and brainstorming sessions with students studying Risk Management course on the Pedagogy,
Psychology and Arts faculty in the University of Latvia, who also were employed at the time of this
research in different types of educational institutions.

Survey 1 mainly consisted of the assessment of 32 risks from two dimensions: risk criticality

in relation to respondent’s educational institution and risk management effectiveness by their
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educational institution. Table 3.2 demonstrates the scales developed by author which were applied in

the risk assessment completed by the respondents in Survey 1:

Table 3.2 Risk rating scale methodology in empirical research questionnaire

Criticality of risk Effectiveness of management

Risk is not at all significant Risk is not managed at all

Risk is neutral Risk is very poorly managed

Risk is slightly significant Risk is managed, but very weakly

Risk is very significant Risk is well managed

gl B~ W N -
gl B~ W N

Risk is critically significant Risk is managed to the highest

standard

Upon collection of results, risks were grouped according to their type, forming the following
groups: psychosocial risks, IT and information security risks, external risks and reputational risks.
Reliability of scale was tested with Cronbach’s alpha for all risks and for each group of risks. In the
end, correlation between risks and groups of risks was measured taking Pearson’s correlation
coefficient.

Ratings allocated by respondents for each risk on two dimensions (risk criticality and
management effectiveness) were assumed as individual risk scores for each dimension and average
score from all responses was taken as final risk score for each risk on two dimensions: risk criticality
and risk management effectiveness.

Data was analysed mainly by use of MS Excel and SPSS to perform comparative evaluation of
risk criticality and management and whether there are any relationship trends between the two
dimensions.

Results: Figure 3.9 provides graphical summary of risk assessment results for all risks sorted
by highest risk criticality scores in order to see what risks are perceived as most critical by the
respondents. It is interesting to note that where risk was assessed as more critical, management of
effectiveness was assessed as very low and vice versa, thus creating “scissors” effect between risk

criticality and level of its management.

83



Risk assessment results for all risks

M Criticality of Risk

4. Overloading of employees

13. Lack of sufficient funding

1. Lack of qualified teaching staff

2. Lack of staff motivation

17. Inadequate strategic decision making
32. Change of political governance

15. Changes in the market and external environment
16. Increase of cost for educational services
5. Lack of effective planning

22. Parent unethical/incompliant behaviour
18. Ineffective budget allocation

3. Weak internal risk culture

14. Insufficient information exchange and
accessibility

6. Insufficient pool of applicants

31. Change of legislation

9. Inability to meet modern requirements in teaching
and application of technologies

7. Inadequate level of quality of education provided
28. Closure of educational institution for any reason
23. Poor internal heath and safety management

25. Dependency on technology

19. Dependency of external vendors; vendor
unethical behaviour; vendor delivery failure

12. Cyber security risk
8. Lack of documented internal processes

21. Violence and bullying inside the organisation

24. Inability to meet employmnet law requirements,
poor work environment

27. Termination of accreditation for existing
education programmes in the nearest future

10. Information Security risk for limited accessibility
information

29. Catastrophe risk (fire, explosion, building
structure damages and collapses, floods, etc.)

11. Privacy risk

30. Unethical behaviour, incl. theft, of employees,
incl. teaching staff

26. Inaproppriate educational programmes not
meeting regulatory requirements

20. Corruption

B Management effectiveness
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Figure 3.9 Risk assessment results derived by the research (Survey 1)
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Thus, according to the survey results, the most topical risks in the educational sector in Latvia

are:

1. Employee overload (average 4 points out of 5)

2. Insufficient funding (average 3.8 points out of 5)

3. Lack of employee motivation (average 3.5 points out of 5)

4. Lack of qualified staff (average 3.5 points out of 5)

5. Wrong strategic decision making (average 3.5 points out of 5)

6. Changes in the political environment and legislation (average 3.4 points out of 5).

For deeper analysis of risk assessment results, it was decided in addition to check and compare
differences in answers of two biggest groups of respondents: managers of educational institutions and
teachers. In order to have a better overview, author grouped assessed risks into risk groups, as was
described above. Then author compared the assessment results for different risk groups of two major
respondent groups by use of Student’s t-test to check to how much extent the answers of these two
groups differ for different types of risks. Table 3.3 provides the descriptive statistics of the results
when respondent groups were split into two major groups and all risks were split into four major

groups when assessing the “Criticality of risks”:

Table 3.3 Descriptive statistics for “Criticality of risks” responses comparison with

Student’s t-test split by groups

What is your role in the educational sector:
Std. Std. Error

1 - manager N Mean o
Deviation| Mean

2 - teacher, teaching assistant, other employee

101| 2.9468| .72787, .07243
117 2.5773] .65151| .06023
101| 2.8119] .77088| .07671

Reputational

Psychosocial 1 117| 2.7912| .64205/ .05936
2 101| 2.9646| .75144| .07477
ICT and IS 1 117| 2.3868| .70520, .06520
2 101| 2.4703| .78045| .07766
External 1 117\ 2.9434| 57200, .05288
2
1
2

Table 3.4 provides the Student’s t-test results for the abovementioned groups of respondents in

assessing the criticality of risks:
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Table 3.4 Independent Samples Test for “Criticality of risks” responses split by groups

Independent Samples Test

Equality of Variances t-test for Equality of Means
Sig. (2- Mean | Std. Error Interval of the
F Sig. t df tailed) | Difference | Difference | Lower Upper
Psychosocial Equal variances assumed 2.649 .105 -1.838 216 067| -.17343 09437|  -.35944 .01258|
Equal variances not assumed -1.817| 197.975 071  -.17343 09547|  -.36169 .01483|
ICTandIS Equal variances assumed 793 374 -.830 216 407|  -.08354 10064  -.28191 .11482]
Equal variances not assumed -824|  203.493 411 -.08354 .10140|  -.28347 .11638
External Equal variances assumed 4.742 031 -.039 216 969  -.00341 08813  -.17710 .17029)
Equal variances not assumed -.038| 188.788 .970(  -.00341 .08968|  -.18030, .17349
Reputational Equal variances assumed 4.459 036 -2.436 216 016  -.23463 09634  -.42451|  -.04475
Equal variances not assumed -2.406| 196.828 017|  -.23463 09753|  -.42696|  -.04230

From the above t-test results presented in Table 3.4 it can be concluded that there are
statistically significant differences in answers for the two respondent groups in their assessment of
psychosocial and reputational risks: with 90% confidence there are statistically significant differences
in the assessment of criticality of psychosocial risks between teachers and managers and with 95%
confidence there are statistically significant differences in the assessment of criticality of reputational
risks between teachers and managers. According to the data derived, teachers tend to rate these risks
as more critical than managers. On the other side, there is no statistical difference in assessing the
criticality of ICT/IS and External risks by these two major groups of respondents.

The same exercise was performed in order to determine whether there are any significant
differences between the opinions of two major respondent groups in assessing the effectiveness of
risks. Table 3.5 presents the descriptive statistics of the results when respondent groups were split
into two major groups and all risks were split into four major groups when assessing the
“Effectiveness of risk management”:

Table 3.5 Descriptive statistics for “Effectiveness of risk management” responses

comparison with Student’s t-test split by groups

What is your role in the educational Std.
sector: \ " Std. c
ean rror
;L - manager Deviation
2 - teacher, teaching assistant, other employee Mean

101 2.7339 | .72428 | .07207
117 3.3031 | .58716 | .05428
101 3.1904 | .56627 | .05635

Reputational

Psychosocial 1 117 3.1929 |.54473 | .05036
2 101 3.0481 | .64848 | .06453
ICT and IS 1 117 3.3397 |.72104 .06666
2 101 3.3119 | .79247 | .07885
External 1 117 2.5630 |.73670 |.06811
2
1
2
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Table 3.6 provides the Student’s t-test results for the abovementioned groups of respondents in

assessing the effectiveness of risk management:

Table 3.6 Independent Samples Test for “Effectiveness of risk management” responses
split by groups

Independent Samples Test

Equality of Variances t-test for Equality of Means
Sig. (2- Mean | Std. Error Interval of the
F Sig. t df tailed) | Difference | Difference | Lower Upper
Psyhosocial_Eff Equal variances assumed 3.244 073 1.792 216 075 .14483 08082  -.01446 .30412]
Equal variances not assumed 1769 196.180 078 .14483 08185  -.01660 .30625]
ICTandIS_Eff Equal variances assumed 928 .336 272 216 786 02786 10254  -.17424 .22997|
Equal variances not assumed 270  204.128 788 .02786 10325  -.17572 .23144
External_Eff Equal variances assumed .166 .684 -1.721 216 .087| -.17088 09928  -.36657 .02481
Equal variances not assumed -1.723|  212.362 .086|  -.17088 .09916 -.36634 .02459
Reputational Eff ~ Equal variances assumed 179 673 1.436 216 152 111269 07845  -.04194 26731
Equal variances not assumed 1.440| 213.340 151 11269 07824  -.04154 .26691

From the above t-test results it can be concluded that there are statistically significant
differences in answers for the two respondent groups in their assessment of risk management
effectiveness for psychosocial and external risks with 90% confidence that there are statistically
significant difference in the assessment of effectiveness of management for the risks in these risk
groups between teachers’ and managers’ responses. According to the data derived, teachers tend to
rate management of psychosocial risks with lower scores (weaker risk management) then managers,
but management of external risks with higher scores (stronger risk management) then managers did.
On the other side, there is no statistical difference in assessing the effectiveness of risk management
for ICT/IS and Reputational risks by these two major groups of respondents.

Another observation, which can be concluded from the above results, is that teachers tend to
rate reputational risks higher in terms of criticality, than managers, but the effectiveness of risk
management assessed by teachers and managers has no statistically significant difference. In addition,
criticality of external risks is rated without statistically significant differences by teachers and
managers, but the effectiveness of risk management is rated with statistically significant differences
for external risks group is rated by teachers as more effective, than the same is rated by managers.

In the next sub-chapters, more detailed analysis of each risk group will be performed.

3.5 Risk assessment analysis by risk groups

3.5.1 Psychosocial risks

Reliability of the psychosocial risk scales were tested with the Cronbach’s alpha and the result
of .853 validated the reliability of obtained results. Obtained results revealed that psychosocial risks
are considered as significant, but not critical by the respondent sample in Survey 1 (average score:
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2.94 — risk is slightly significant). Notably, that level of controls for majority of risks was rated
opposite in proportion to risk criticality: the more significant is the risk, the weaker are the controls,
and vice versa. Average score of control effectiveness for the psychosocial risk groups is 3.04 — risk
IS managed, but insufficiently.

Figure 3.10 provides graphical summary of respondent risk assessment results for psychosocial
risk group sorted by highest risk criticality scores in order to see what risks the respondents perceive

as most critical.
Assessment of Psychosocial risks

M Criticality of Risk ™ Management effectiveness

3.76
Overloading of employees

3.33
Lack of staff motivation

Parent unethical/incompliant behaviour

2.93
3.08

Insufficient information exchange and
accessibility

Poor internal heath and safety management

Inability to meet employmnet law reguirements,
poor work environment

Unethical behaviour, incl. theft, of employees,
incl. teaching staff
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Figure 3.10 Comparison of Criticality of risk and Risk control scores for Psychosocial
risk group (Survey 1)

Several psychosocial risks received the highest scores among all other risk types:
= Risk of “employee overloading” rated as the highest among the psychosocial risk group and
among all the 32 risks evaluated. Average score of “Overloading of employees” risk is 3.76, what
means that majority of respondents marked the risk as “very significant”. Overloading of employees
usually results in exhaustion, over-burning, problems with health and decrease in autonomous
88



motivation. Average score of existing controls for this risk is 2.76, what means that educational
institutions manage it as much as possible, but there are no strong controls or there is no possibility
to implement strong controls. Such result provides evidence of the “scissors” between risk criticality
and management of risk: risk is quite critical, but its management is rated as quite poor. Thus, such
score provides a clear lack of risk management and of well-established risk controls. This serves as
evidence, that introduction of risk management practices in the educational institutions should be
relevant to strengthen the controls to improve risk management effectiveness. This risk is most
correlated with “Lack of effective planning” risk (Pearson correlation .429) and with “Weak internal
risk culture” (Pearson correlation .428). Hence, addressing planning and internal risk culture should
help to mitigate risk of employee overloading to some extent.

= “Lack of staff motivation” risk was rated as second most important risk in the group, with
average criticality score 3.33 (risk is significant), indirectly confirms the above and might be the
consequence of the above risk (overloading of employees). Dombrovskis et al. (2011) revealed in
their research that teachers in Latvia are lacking autonomous motivation, what has been further
confirmed by this research results. The level of control for this risk was rated at 2.95, what means
that the management of this risk quite weak. This risk correlates well with “Weak internal risk
culture” (Pearson correlation coefficient .467) and with “Lack of qualified teaching staff” (Pearson
correlation coefficient .431). Hence, it is important to work in internal culture and hiring qualified
teaching staff to keep motivation of employees at a higher level.

= “Unethical behaviour of employees” risk received the lowest score in the psychosocial risks
group (2.3 —risk is neutral). This can be interpreted as that there are implemented strong controls to
manage the risks and the social climate at work is not at its worst in Latvian educational institutions,
what makes employees feel quite emotionally safe at work. At the same time, this risk also holds an
element of the conflict of interests, as respondents have to rate themselves and their colleagues on
this topic, but managers — their managed educational institutions. On the contrary, risk of “Parent
unethical/incompliant behaviour” is rated on average as 3.0 (risk is slightly significant). Risk of
unethical behaviour of parents also has quite weak management level (2.9) according to respondents,
whereas risk of employee unethical behaviour looks to be controlled more effectively (3.35). This
can be explained by fact that behaviour of employees is internal risk, which is easier to control,
whereas behaviour of parents is external risk, which is more difficult to control. On the other hand,
as many respondents were managers, it was emotionally easier for them to answer more positively
when rating risk related to behaviour of employees in educational institution, which they are

managing.
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= “Accessibility and exchange of information” risk received the score for criticality of risk 2.93
(risk is slightly significant) and 3.09 (risk is managed, but insufficiently) for the level of risk
management effectiveness. It can be interpreted that the risk is not having high priority and therefore
it is not expected to invest a lot of energy in its management. However, information provision and
exchange increase organisational transparency and serves as job resource for employees. Thus, this
factor should be paid more attention to and the risk controls should be increased by way of sharing
information more openly and allowing employees to share their feedback when there is such.

= “Internal health and safety risk” was rated as having slightly significant criticality (2.62 — risk
is slightly significant) and good controls (3.24 — risk is managed to as much extent as possible), what
means that risk is rather more neutral than significant and is managed well. Health and safety aspects
are the job resources that provide to employees feeling of safety and being cared about. This risk
includes the quality of air in the classrooms that affects teachers’ vocal health, fire safety, physical
safety, etc. This risk should have strong controls by way of implementing required by law policies
and checks, regular fire tests, air tests, etc. The students studying Risk Management course at the
University of Latvia raised this risk as one of the most poorly managed in universities. Students had
a task to evaluate and discuss health and safety risk criticality and management effectiveness in three
types of educational institutions: pre-schools, schools and universities. The conclusion was same for
all four streams of students: risk is managed quite well in pre-schools, slightly worse in schools and
most unmanaged in universities. Such conclusion was explained by fact that in most schools and pre-
schools there are introduced safety measures such as door codes, closure of doors during lessons, etc.,
whereas there are no entry controls at universities in Latvia. Students also raised concern that they
have not evidenced fire safety tests and trainings at university, whereas such tests they experienced
when they were studying or working at schools and pre-schools. Thus, more attention should be
brought to managing this risk, as it depends mainly on internal controls and has interdependence with
external funding.

= Criticality of “Inability to meet employment law requirements, poor work environment” was
rated as the second lowest among psychosocial type of risk controls (2.43 — risk is neutral), and the
management effectiveness score for this risk is quite high (3.43 — risk is managed well to as much
extent as possible). Provided that 54% of respondents completing the survey were managers of
educational institutions or their deputies, and that the highest scores were given by managers, such
criticality score demonstrates slight concern of the educational sector managers on their ability to
follow all the complex employment law requirements and increasing requirements of employees.
Hence, regulators should communicate requirements in clear and concise way and ensure provision

of all necessary resources to enable educational institutions to realise them. Interesting fact is that this

90



risk has the highest Pearson correlation coefficient (.677) with the risk of “Poor internal health and
safety management”, thus managing health and safety well within the organisation should play a vital
role in managing the risk or poor work environment and non-compliant employment practices. As

the Table 3.7 demonstrates, this risk is also correlated with a number of other risks examined:

Table 3.7: Correlation of “Inability to meet employment law requirements, poor

work environment” risk with other risks (Survey 1)

Pearson
Risk title correlation
coefficient
Poor internal health and safety management 677
Inappropriate  educational programmes not meeting regulatory .638
requirements
Violence and bullying risk .624
Corruption .601
Confidentiality risk 562
Inadequate level of quality of education provided .550
Privacy risk 542
Lack of effective planning .505
Inadequate strategic decision making 499

Some of the above correlations can be observed as a consequence or a cause of the risk in
question. For example, with poor working environment in line would be logically to assume
corruption risk, inappropriate educational programs and lack of care for privacy and
confidentiality issues. Poor working environment can be caused by lack of effective planning
and inadequate strategic decisions, as well as insufficient internal documentation. Hence
focusing on addressing these key causes, that risk should be taken under control by management

of educational institution.

3.5.2 IT and Information Security (including privacy and cyber) risks

Reliability of the Information security risk scales were tested with the Cronbach’s alpha and
the result of .786 validated the reliability of obtained results. Obtained results revealed that IT and
Information security risks are considered to have neutral significance by the respondent sample in
Survey 1 (average risk criticality score: 2.46 — risk is neutral). Respondents rated risk management
effectiveness for this risk group much higher, what may explain the low-risk criticality score: average
score of control effectiveness for the IT and Information Security risk group is 3.31 — risk is managed
to as much extent as possible.
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Figure 3.11 provides graphical summary of the risk assessment results by stakeholders for IT
and Information security risk group sorted by highest risk criticality scores in order to see what risks

the respondents perceive as most critical.

Assessment of IT and Information Security risks

B Criticality of Risk ™ Management effectiveness

Dependency on IT

Cyber security risk
Confidentiality risk 3.47
Privacy risk 3.47
0.00 0.50 100 150 2.00 250 3.00 350 4,00

Figure 3.11 Comparison of Criticality of risk and Risk control scores for IT and

Information Security risk group (Survey 1)

= The most topical risk according to the respondents of Survey 1 in this risk group is
“Dependency on IT” risk with average criticality score 2.6 — risk is slightly significant. The essence
of this risk lies in the idea that nowadays IT started to play huge role in everyday life: all people have
mobile phones, personal computers, etc., what makes businesses and critical service providers, such
as educational institutions, heavily dependent on technologies and vulnerable to IT downtimes,
electricity shortages, loss of Internet and third-party IT service provider failures. In line with
relatively low risk criticality score, respondents consider that this risk managed as good as it could
be, with risk management effectiveness average score 3.19 — risk is managed to as much extent as
possible. This risk also is not correlated to other risks in this risk group. This brings to a conclusion,
that in overall, educational institutions in Latvia are not heavily dependent on technologies and thus
are not vulnerable to IT downtimes. Existing residual risk is well managed. However, given that the
Survey was conducted in years 2018-2019, the situation might have changed following the pandemic
forced transition from classroom teaching to online teaching.

= Despite the GDPR rules enforced in 2018 respondents rated Privacy risk as the lowest in this
risk group with 2.31 score — risk is neutral. It is possible, that this risk is undervalued by the
respondents, as Privacy risk is hard to understand and hard to estimate its possible impact.
Respondents also rated risk management effectiveness for Privacy risk as one of the highest — 3.47 —

risk is well managed. It is possible that the GDPR and its implementation brings such feeling to the
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respondents and makes the risk to be perceived as not very important and well managed, when in
reality it may not be so. Hence, apart from evaluation of respondents for this risk it is needed to study
the statistics of actual privacy breaches in educational institutions and fines imposed by regulator on
the educational institutions in Latvia. However, for such information to become available in trustable
dataset, more years need to be passed to collect trustable incident and loss data.

= Similar to privacy risk is the risk of leaking confidential and restricted access information —
the Confidentiality risk. Respondents gave slightly higher criticality score to the Confidentiality risk
— 2.36 —risk is neutral, but the average risk management effectiveness score is exactly the same as of
Privacy risk — 3.47 —risk is well managed. Pearson correlation with Privacy risk is .765, which is the
highest correlation in this risk group, proving the interdependence for these two risks.

= Cyber security risk was ranked as second most important risk in this risk group with average
criticality score of 2.55 — risk is slightly significant. Pearson correlation with Privacy risk is .637,
what allows concluding there is correlation between these two risks, although Cyber security risk is
ranked as more significant. The average risk effectiveness score for this risk is 3.12 — risk is managed
to as much extent as possible. In overall educational institutions are not considered being vulnerable

to cyber security risk and managing residual risk well.

3.5.3 External risks

Reliability of the External risks scales were tested with the Cronbach’s alpha and the result of
.743 validated the reliability of obtained results. Obtained results revealed that External risks are
considered to have slightly significant criticality by the respondent group in Survey 1 (average risk
criticality score: 2.97 — risk is slightly significant). Average score of control effectiveness for the
External risks group is 2.64 — risk is managed to as much extent as possible. Summary of the results

are presented in Figure 3.12:
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Assessment of External risks

M Criticality of Risk ™ Management effectiveness

Insufficient funding risk | & te
Changes in political environment and governance m 3.3
Changes in market economy and external environment [ oy . 3.16
Increase in cost of educational services 251 312
; 2.80
Insufficient number of students 378
; ; 2.89
Changes in external laws and regulations 2,73
Third party risk: dependence on single supplier, _59
unethical behaviour of supplier or mistakes I 2.76
Risk of catastrophe (fire, explosion, floods, etc.) 3.00
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Figure 3.12 Comparison of Criticality of risk and Risk control scores for External risk

group (Survey 1)

* The most critical risk in this risk group is considered to be “Insufficient funding risk” with
average score of 3.6 — risk is very significant and risk management effectiveness score of 2.68 — risk
Is managed to as much extent as possible. This may mean that it is not well understood how to manage
this risk and respondents subjectively provided the rating that everything what is known as possible
is done but accept that not to the full extent. Risk of insufficient funding may be seemed to be highly
related to “Insufficient number of students risk”, however Pearson correlation for these two risks
appears to be just .194 according to Survey 1. On the other hand, highest correlation of this risk in
this risk group is seen with “Increase in cost of educational services” (.479).

= “Changes in the political environment” risk is considered by the respondents as the next most
critical risk in this risk group with the risk criticality score of 3.17 — risk is slightly significant and
risk effectiveness score of only 2.32 —risk is poorly managed. The educational institutions hardly can
manage political risk, hence the low-risk management effectiveness score. Risk management score
for this risk is the lowest among all 32 risks in all risk groups, meaning that this risk has weakest
controls and has weakest risk management. At the same time, this risk is one of the most impactful
on the sector of education - changing political environments often are connected to educational
reforms, causing the most significant changes in the sector of education, what constitutes the core of
this risk.

= Very similar situation is with the “Changes in the market economy and the external
environment” risk: risk criticality score is 3.16 (risk is slightly significant) and risk management

effectiveness score of 2.37 (risk is poorly managed). This can be explained in the same way as with
4
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the political risk - educational institutions cannot influence the market economy and the external
environment, however changes in the market economy may have significant impact on the
educational institutions: from changes in funding to changes in number of applicants and students, to
changes in compensation of employees and changes in internal culture. Well correlated (Pearson
correlation score - .514) with the above risk (“Changes in the market economy and the external
environment”) is the risk of “Increase in the cost of educational services”, which has average risk
criticality score of 3.12 (risk is slightly significant) and average risk management effectiveness score
of 2.51 (risk is managed as much as possible, but not sufficiently). Increasing costs of the educational
services are connected to funding, number of students and demand for educational services, political
and economic environment. Hence, this risk to some extent is hard to manage by the educational
institutions, but possible to reduce its impact by mitigating risk of insufficient number of students
and risk of underfunding.

*» “Insufficient number of students” and “Changes in regulations” risks rated similarly with
average risk criticality scores 2.90 and 2.89 respectively — risk is slightly significant. These two risks
have very low correlation between themselves (.132) and “Insufficient number of students” risk best
correlates with the risk “Unethical behaviour of employees, internal fraud and theft” (.422).
“Insufficient number of students” and “Changes in regulations” risks also rated very similar on
average risk management effectiveness score — 2.75 and 2.73 respectively (risk is managed as much
as possible, but not sufficiently). “Changes in regulations” risk is difficult to manage as it is not much
dependent on educational institutions, but on the other side it can be managed well if educational
institutions get a chance to discuss and comment upcoming regulatory projects and these views would
be considered before enforcing a new regulation. “Insufficient number of students” risk can be
managed by raising quality of education, continuously upgrading qualifications of teaching
personnel, maintaining high level of service and keeping fees competitively low.

= “Third party risk” in this research and survey means the risk of over-dependency on suppliers,
risk of unethical supplier delivery and supplier not fulfilling obligations. This risk was rated as one
of the least significant, with average score of 2.59 — risk is slightly significant. The risk management
effectiveness score average rating given by the respondents was 2.76 - risk is managed as much as
possible, but not sufficiently. To mitigate this risk, it is important to timely sign clear and transparent
agreements with the suppliers ensuring a penalty in case of failure from supplier side, as well as it is
important to have workarounds as plan B in place. An example of supplier failure is the incident when
in Sigulda’s primary schools several kids were poisoned by eating fruits in the kindergarten (LETA,

2019). The third-party risk was found to be best correlated with “Corruption” risk (.518) and with
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“ineffective budget planning” risk (.522), which is very logical, as with thorough budget planning
and prevention of corruption the third-party risk can be partially managed.

= The risk of catastrophe was rated with lowest criticality score — 2.35 (risk is neutral) and
highest in this group risk management score (3.0 — risk is managed to as much extent as possible).
This is the perception of respondents that risk of fire, floods and other types of catastrophes is very
low due to existing strong controls, e.g., fire alarms, anti-flood systems, etc. As already observed
above, respondents rated risks as less significant when they feel that strong controls are in place,
which is reflected in risk management effectiveness score. However, this risk can be underestimated
due to its rare nature and human tendency to expect positive events rather than negative events,
thinking that the worst should never happen “with me”, but happens somewhere else “with others”.

= Pandemic risk was not provided as an option in the survey, because it was not well understood
by the respondents at the time of the survey (2018-2019) and thus was excluded from the risk
assessment. The fact of poor understanding of the pandemic risk by the respondents serves as indirect
evidence that the effectiveness of this risk management was very poor at the time and risk not
considered as significant at all, what has resulted in lack of advanced business continuity planning

when the actual pandemic has happened in 2020.

3.5.4 Reputational risks

Reliability of Reputational risks scales were tested with the Cronbach’s alpha and the result of
.862 validated the reliability of obtained results. Obtained results revealed that Reputational risks are
considered to have slightly significant criticality by the respondent sample in Survey 1 (average risk
criticality score: 2.74 — risk is slightly significant). Average score of control effectiveness for the
Reputational risks group is 3.23 — risk is managed to as much extent as possible. This risk group was
rated as more significant than IT risks group, but slightly less significant than External and
Psychosocial risk groups. Management effectiveness for Reputational risks group was directly
opposite: it is managed slightly worse than IT risks group, but better than External and Psychosocial

risk groups. Summary of the risk assessment results are presented in Figure 3.13:
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Assessment of Reputational risks
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Figure 3.13 Comparison of Criticality of risk and Risk control scores for Reputational

risk group (Survey 1)

® In this risk group, the most significant and least managed risk is “Lack of qualified teaching
staff”. This risk takes leading position among all risks in all risk groups, taking the third place in top
risks with rating of 3.44 — risk is significant. Its management score also is one of lowest in this risk
group with average score 2.99 — risk is managed to as much extent as possible, but this could be
insufficient. This risk is slightly correlated with “Insufficient level of education quality provided”
(Pearson correlation - .480), with “Lack of employee motivation” (Pearson correlation -.431) and
“Weak internal risk culture” (Pearson correlation - .384).

= Risk of “wrong strategic decisions” in this group rated as second highest with risk criticality
score of 3.26 (risk is slightly significant) and risk management score of 3.03 (risk is managed to as
much extent as possible). Given that respondents were to large extent managers of educational
institutions, the score is quite high, meaning that there is uncertainty and insufficient confidence in
effectiveness of strategic decision-making within educational institutions. This risk has quite good
correlation with the risk of “Inefficient budget planning” (Pearson correlation - .657), as well to most
of other reputational and psychosocial risks (e.g., Pearson correlation of .512 with “Insufficient level
of education quality provided”, Pearson correlation of .499 with “Inability to meet employment law

requirement, poor work environment”, Pearson correlation of .497 with “Lack of effective planning”,
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etc.). Such correlation with other risks proves the validity of the risk and points out to main
consequences that arise from manifestation of poor strategic-making risk.

= Third risk in this category by criticality is “Lack of effective planning” with risk criticality
score of 3.03 (risk is slightly significant) and higher risk management score of 3.04 (risk is managed
to as much extent as possible). Effective planning risk is related to the risk of poor strategic making
and is one of the triggers for psychosocial risks, such as overloading of employees. It correlates well
with “Employee overloading” risk (Pearson correlation .429), “Poor internal risk culture” (Pearson
correlation .582), “Insufficient level of education quality provided” (Pearson correlation .546), “Lack
of documented internal processes” (Pearson correlation .459), etc. Thus, it is possible to make a
conclusion that reputational risks are quite interconnected with other risks.

= “Weak internal risk culture” risk is well correlated with the previous three risks, as described
above, but it has slightly lower criticality score — 2.95 (risk is slightly significant) and its management
effectiveness was rated quite low comparing to other risks in this risk group, 2.86 — risk is managed
as much as possible, but insufficiently and in view of some respondents, quite poorly. Strengthening
internal risk culture can mitigate most of other risks in reputational and psychosocial risk categories,
as it would require order in documentation and processes, clear strategy and good planning. Thus, in
order to mitigate most of other more significant risks, it is advisable to focus on mitigating particularly
this risk and strengthen internal risk culture and awareness, not only for certain employee group, but
for all managers and employees.

= “Failure to meet requirements related to innovation and modern technologies” has risk
criticality score of 2.79 (risk is slightly significant) and quite balanced risk management score of 3.23
(risk is managed sufficiently to as much extent as possible). Risk is quite well correlated with risk of
“Weak internal risk culture” (Pearson correlation .489), “Insufficient level of education quality
provided” (Pearson correlation .444), “Lack of effective panning” (Pearson correlation .440), and
other. Correlation with “Lack of employee motivation” risk is quite low — Pearson correlation .242.
Hence, manifestation of this risk negatively impacts quality of provided education but does not have
any significant interconnection with motivation of employees.

= “Insufficient level of education quality provided” risk by itself has quite low criticality score
— 2.76 (risk is slightly significant) and relatively high-risk management effectiveness score of 3.28
(risk is managed as much as possible to quite a sufficient level). At the same time, this risk mainly is
the result of manifestation of other risks, as this risk is most correlated with most of other risks studied

in this research as presented in Table 3.8:
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Table 3.8: Correlation of “Insufficient level of education quality provided” risk

with other risks

Pearson

Risk title Correlation

coefficient

Educational programs that do not meet regulatory requirements .604

Confidentiality risk .566

Inability to meet employment law requirements, poor work .550
environment

Lack of effective planning 546

Lack of documented internal processes 531

Inefficient budget planning 524

Violence and bullying inside the organisation 514

Risk of wrong strategic decisions 513

At this point conclusion can be drawn that low quality of education is more of a consequence,
rather than stand-alone risk. By mitigating risks related to governance and management of educational
institution, quality of education is strengthened naturally.

= “Closure of educational institution for any reason” risk is the next one risk by criticality, with
criticality score of 2.72 (risk is slightly significant) and risk management effectiveness score of 3.07
(risk is managed to as much extent as possible). This is one of the risks, which is hard to manage due
to its unpredictability and dependency on other risk factors. This risk similarly to the previous one is
more of a consequence of other risks manifestation, which damage reputation of educational
institution and lead to its closure. Respondents, hence, rated it quite low on criticality and quite low
on management effectiveness. This risk is well correlated with other risks as presented in Table 3.9:

Table 3.9: Correlations of “Closure of educational institution for any reason”

Pearson
Risk title Correlation

Coefficient
Risk of catastrophes 524
Termination of accreditation for educational programmes 485
Risk of violence and bullying 482
Risk of educational programmes not being compliant with 480
regulatory requirements '
Unethical behaviour of employees 468
Poor working environment and breaches of employment law 445
Insufficient level of quality of education 436
Insufficient number of students 422
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Thus, risk of closure of education institution is tied to other factors such as quality of education,
quality of teaching staff, working environment for teaching staff and atmosphere in educational
institution. This risk can be managed by addressing the risks which trigger it: attracting more students,
working on strong risk culture, developing positive morale among employees, developing compliant
educational programmes, documenting internal processes and controls to prevent unethical behaviour
and violence, etc.

= “Lack of documented internal processes” should be looked at as the cause for more global
risks, such as closure of educational institution, fraud and violence inside the educational institution,
lack of qualified teaching staff and insufficient number of students. As a stand-alone risk, respondents
rated it as slightly significant with average risk criticality score of 2.49 and risk management
effectiveness score of 3.43 (risk is managed quite well). This risk is most correlated with
Confidentiality and Privacy risks (Pearson correlation .531 and .473 respectively), which also were
rated as well managed low significance risks. However, managing the aspect of documentation is
critical to proper functioning of educational institution, as improper or insufficient documentation
triggers reputational damages that may result in low level of education quality provided, low morale
among employees and subsequent closure of educational institution.

* “Violence and bullying inside the organisation” risk was rated with average criticality score
2.46 (risk is neutral) and risk management effectiveness score of 3.34 (risk is well managed).
Violence and bullying risk mitigation strategy is needed to increase risk management effectiveness
and decrease the risk.

» “Termination of existing educational programme accreditation” and “Educational
programmes that do not meet regulatory requirements” are very similar risks as usually accreditation
is terminated for educational programmes that do not meet the requirements set by regulator.
Respondents rated the “termination of accreditation” risk with higher average criticality score of 2.37
and risk of “Educational programmes that do not meet regulatory requirements” with 2.18 average
criticality score, thus allowing that programmes that do not meet regulatory requirements have lower
probability and impact than termination of accreditation. Risk management effectiveness for these
two risks is 3.65 and 3.71 (risk is well managed) respectively, meaning that risk of termination of
accreditation can be managed slightly less, than risk of non-compliant educational programmes.
Pearson correlation between these two risks is .637, which is quite strong correlation. These risks are
also well correlated with “low level of education quality provided” (Pearson correlation .453 and .604
respectively), “corruption” (Pearson correlation .487 and .548 respectively), “poor working

conditions” (Pearson correlation .496 and .638 respectively) and “unethical behaviour of employees”

100



(Pearson correlation .518 and .561 respectively). Thus, these risks should also be managed together
and in line with other reputational and psychosocial risks, but not as a stand-alone risk.

= The lowest criticality score (2.16) and highest risk management effectiveness score (3.35)
respondents attributed to “Corruption” risk. Such rating most possibly was selected, as respondents
mainly were the managers of educational institutions, deputy managers and teachers. Thus,
assessment of this risk creates some sort of conflict of interests given that educational institution
managers are the main subjects of corruption risk. This risk demonstrated quite strong correlation
with “violence and bullying” risk (Pearson correlation .648), “non-compliance employment practices
and poor working environment” (Pearson correlation - .601), “third party supplier risk” (Pearson
correlation .518) and “ineffective budget planning” (Pearson correlation .510). Hence, by addressing
budget planning, supplier risk, employee morale and working environment it should be possible to

further lower the corruption risk.

3.6 Responsibility for risk management within the sector of education

One of the open-type questions in the Survey 1 was: “Who, in your view, should be
responsible for the risk management in an educational institution?”. This question was answered
only by 140 respondents out of 235 (60%) as Survey 1 was released in two waves: initial, when this
question was not included, and second after half year, when questions were reviewed according to
respondent feedback and supplemented to get clearer results. Majority of respondents (90; 64%)
answered that the main responsibility lies on the head of institution (e.g., school’s director). Figure

3.14 provides summary of the responses.

Who should be responsible for risk management in educational institution?

B Head of educational institution, administration
team

B All employees and managers of educational
institutions, as well as parents and students

¥ Local Municipality, political parties and/or
Ministry of Education

B Deputy manager, administrative support
manager, development or quality control

manager
B Parents

¥ Noone/risk management is not important

Figure 3.14: Distribution of respondent answers on question in Survey 1 “Who, in your
view, should be responsible for the risk management in an educational institution?” (n=140)
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= 64 out of 73 (60%) managers and deputy manages, who answered this question, stated that
head of educational institution and school’s administrations are responsible for risk management,
whereas the same answer was provided by 34 out of 50 (68%) teachers, who answered this question,
and 11 out of 12 (92%) employees of educational institution.

= As was explained in Section 1.3, the correct answer, that everyone is responsible for risk
management, including head of institution, administrative staff, teachers, students, parents, etc., was
provided by only 23 or 17% of respondents who answered this question. Analysing the distribution
of answers by position or related to institution, 18% of managers (13) and 18% of teachers (9)
provided this answer.

= 13% of respondents (18 out of 140) consider that for risk management in educational
institution should be responsible local Municipality, Ministry of Education or political parties. This
could be a valid opportunity for risk management organisation in the sector of education, as it is
organised this way in several developed countries. Nevertheless, such responsibility would be very
formal and practical daily risk management should stay on managers, employees, students and parents
of educational institution. Such practice could be practical for implementation to take the burden off
from the educational institutions.

= Out of all 140 respondents, who answered this question, only 2 selected answer option that
none is responsible as risk management is not important, what demonstrates good level of risk culture

and risk management importance for the representatives of educational institutions.

3.7 Improving risk management practices in the sector of education

One of the last questions in Survey 1 was attributed to gathering respondent opinions on what
is needed to strengthen and improve risk management in the sector of education. Respondents
answered in free form to the question “What in your opinion is needed to better manage risks in
the sector of education?”.

Answers were read and analysed by the author for similarities and as result were grouped into
10 groups. Summary is provided in Figure 3.15. Some respondents provided very comprehensive
answers, which fell simultaneously into several groups, therefore such answers were counted in
several groups and total number of answers is higher than the number of respondents. Below in Figure
3.15 is provided a diagram of answers, followed by detailed analysis of each answer group with

quotes of the respondents.
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What in your opinion is needed to better manage risks in the sector of
education?

Manage corruption and bribery N 3%

Each one’s own work and owninput N 3%

Risk management methodology for each educational institution I 3%
Clear communication and strong support system [ 6%

Improve skills of the management and administration teams NN 7%
Qualification, loyalty and motivation of employees NN 9%
Strong co-operation and teamwork at all levels [ 11%
Proper planning and predictability [N 12%
No answer [ 18%
Increase State funding and streamline regulatory requirements e 26%

0% 5% 10% 15% 20% 25% 30%

Figure 3.15 Distribution of answers on question “What in your opinion is needed to

better manage risks in the sector of education?” (Survey 1)

= 63 out of 235 (26%) answers stated that to strengthen and improve risk management in the
sector of education as well as to mitigate the key risks, it is important to first of all make an order in
the system itself: increase State financing for schools and streamline regulatory requirements, making
them more transparent, clear, integrated and relevant. Several quotes from this category that are worth
to be mentioned in order to evidence the above conclusion:

» “Need to end reforming reforms with reform on reform”
» “Stable legislation basis, clear municipal policy, known amount of funding in the long run”
» “Reduce the number of controlling institutions by transforming them into consultancies who
help to streamline and improve all indicators. To create an environment, where there is high
personal responsibility for everyone, high motivation for self-growth, creating a culture of
cooperation. The school is a model of a mini society where characters, values, accomplishments
and goals meet. The way we want to see the society of the future is the model of today's pre-
school and school environment. The key words are respectful communication, personal
responsibility and cooperation. If everyone takes responsibility for their thoughts, words and
actions, then the risks will be reduced in all areas. We have a private school and a collegiate
administration. We create an environment where everyone thinks about lifelong self-
development and the work environment where one wants to work. Manager coordinates
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employees and creates an environment where everyone is involved in problem solving. This

way risks are identified and mitigated.”

» “The education system as a whole needs to be put in order”

> “Stability in the country, clear goals and objectives”

> “Stable, national, unified understanding of education and long-term management (clear,

scientifically based, tested, functional (based on conclusions) education policy, not in 20 years

20 ministers of education and one reform more interesting than another ... unfinished, etc.”

» “Streamlining legislation, more funding for schools, motivating teachers”

. 43 out of 235 (18%) respondents either did not answer the question (37) or answered
«don’t know» (3) or replied that risk management is either not important or not possible (3). The fact
the so many respondents were either unable or not willing to answer the question or believe that risk
management is not important or possible, demonstrates low awareness level about risk management
purpose and importance. There is popular silo approach and high level of bureaucracy in the sector
of education what makes managers and employees believe that risk management will only complicate
life and add up to more useless work. Fact how risk management can be efficient and helpful is not
understood almost at all and thus risk management is not very popular among the educational
institutions.

= 29 out of 235 respondents (12%) stated that proper planning and predictability are very
important for efficient risk management. This involves planning for operations continuity, planning
for various incidents and situations, planning budget, costs, process of education in different
scenarios, etc. Predictability and planning are very important for risk scenarios when work of
educational institutions is complicated, such as pandemics, weather disasters (hurricanes, strong frost
or high heat, etc.), severe political situation in the country, etc. Few of the most notable quotes of
respondents to evidence the above are as follows:

» “Think about possible risks, plan and implement measures to prevent these risks”

“Plan the risks and work on preventing them from materialisation”
“Identify risks and develop action plans”
“Strategic long-term development planning”

“Degree of stability, gradual justified changes”

YV V. V VYV V

“Risk planning. Awareness of employees in risk planning and management processes in the
educational institutions should be increased”

» “Planning the future of the educational system and ensuring stability”
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= 25 out of 235 (11%) responses indicated that in order to effectively manage risks it is
important to ensure strong co-operation and work as a team. Respondents highlighted that often the
key cause of risk manifestation is lack of teamwork and everyone working for personal benefit. If
this could be overturned and everyone would work for the common goals as one team on all levels:
government, ministry, educational institutions, employees and managers — then the risks could be
managed more effectively.

Some of the most notable quotes to evidence the above:

» “Meaningful cooperation between different institutions”

» “Cohesive teamwork. Preferably - the teamwork of the administration team”

» “I think that there must be risk assessment and management in every professional field so

that it complies with the international laws and requirements of the employers towards this

specialty. This means working in a team, assessing the interests and needs of all stakeholders”

= 20 out of 235 (9%) respondents indicated that in order to better manage risks in the sector of
education the most important aspects are the qualification, loyalty and motivation of employees. The
main idea is to constantly develop employees and invest in them, fostering loyalty and
professionalism, at the same time not overloading them and performing constant controls over the
quality of their work. Some of the most notable quotes to be mentioned to provide evidence for the
above:

» “If smart, knowledgeable people would work in the sector ”

» “Raising the qualification of employees, providing additional courses in the specialty”

> “Potential teacher overload (and burnout) needs to be reduced to manage risks more

effectively”

» “Teachers of any seniority level should hold at least one open lesson per academic year”

= 16 out of 235 (7%) replied that in order to manage the risks more proficiently it is needed to
improve skills of the management and administration teams, especially in risk management as such.
The key cause for risk manifestation these respondents indicated was weak management skills of the
administration staff and as a result weak risk management in the institution. Hence in order to
improve, it is needed to strengthen the management teams in educational institutions. Some of the
most notable quotes that form the above statements are as follows:

» “Good leadership of educational institutions willing to accept and manage risks; who keep

pace with changing times and can solve institution problems indicating possible risks”

» “Heads of educational institutions are not trained as business managers. They do not

understand budget planning (it comes from the school board), do not plan the development

opportunities for their educational institution (it is decided by the municipality of the city).
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Their powers are very limited, educational institutions are managed by the municipality and

the school board”

» “Training of managers in risk management topic”

» “A more knowledgeable manager with knowledgeable management team members”

» “More professional work of managers”

= 14 out of 235 (6%) replied that clear communication and strong support system are crucial
for successful and strong risk management. Under this statement it is meant that better information
exchange is needed between institutions and parents, between managers and employees, between
regulatory institutions and educational institutions, etc. Without clear and transparent communication
there is higher inclination for incidents and poor handling of incidents related to miscommunication
and insufficient information sharing. In addition, stronger support system in form of better salaries
for teachers, motivational package, support of the senior management instead of reprimands, more
sufficient human resources, etc. The most notable quotes in this group are as follows:

» “Timely exchange of information at all levels”

» “Better information flow”

» “Increase awareness of employees about risk planning and management processes in the

educational institution”

= 8 out of 235 (3%) responses stated that in order to manage risks effectively it is important to
have proper risk management methodology in place for each educational institution. It was noted
that having risk registry, analysing and fixing each incident, as well as development of risk
management handbook would help to manage risks more effectively. Some of the quotes are as
follows:

» “Unified risk management methodology. Preferably according to the type of educational

1

institution: primary, secondary, professional education...’
» “System, methodology, guidelines.”

» “Explain the most effective risk management solutions, create a risk handbook”

= 8 out of 235 respondents (3%) believe that it is each one’s own work and own input are the
key pre-requisite for successful risk management within the educational institutions. It is important
to raise awareness of employees and understanding of the risk management. Some of the quotes from
this category:

» “Be aware of as many potential risks as possible.”

» “Ability to identify the risks”

» “Understanding the risks and own work”
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=7 out of 235 (3%) responses indicated that the most important is to manage corruption and
bribery risks in the sector of education to achieve effective risk management. For example, some of
respondents said the following:

» “An anti-corruption action plan is needed in every educational institution.”
» “As often as possible to control how appropriately the educational institution spends and

allocates salary rates to teachers and administration.’

» “Eliminate the «blat» system in the educational institution.”

3.8 Insurance

Only 83 out of 236 respondents (35%) stated that their educational institution has some kind of
an insurance policy. 75 out of 236 respondents (32%) stated that their educational institution most
probably does not have an insurance policy. 73 out of 236 respondents (31%) stated that they do not
know whether their institution has an insurance policy at all. 5 out of 236 respondents (2%) left this
question without an answer. Figure 3.16 visually summarises the results of this question. Hence,
respondents split mainly into 3 equal parts, where 1/3 of respondents does not know at all whether
their educational institution uses insurance and 1/3 knows that their educational institution does not
use insurance. This is another evidence of weak risk management in the educational institutions, as
insurance is a great tool to minimise impact of rare but plausible high loss events, such as explosion,

fire, floods, etc.

DOES YOUR INSTITUTION MAKE USE OF INSURANCE TO
MITIGATE RISKS?

No answer...

Figure 3.16 Distribution of respondent answers whether their institution makes use of

insurance (Survey 1)
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Out of 1/3 of respondents, who replied “yes” to this question, stated the following insurance
types used by their educational institutions:
» Health insurance for employees
» Building insurance
» Travel insurance for students and teachers while going out on excursions
» Valuable assets inside the building
» Traumas during competitions for sport schools
Many respondents also indicated that their insurance is sponsored by the local municipality and
in private schools it is sponsored by the founders of the school.

3.9 Summary on Survey 1 results

> Inrating on the scale from 1 to 5 how well are risks managed in the sector of education (1 —
“poor”, 6 — “strong” risk management), respondents had a tendency to choose middle number,
between 3 and 4. This result provides evidence about uncertainty of respondents on how risks are
managed in the organisation they belong to and possible cognitive bias choosing the numbers in the
middle being unsure which is the correct answer. Such result indirectly supports the initial hypothesis,
that there is low awareness about risk management in the sector of education, what could trigger such
a result.

» Managers of educational institutions tend to evaluate risk management in their
educational institutions more positively with the mean (p) score 3.21 (n=117).
» Teachers and employees rated risk management with lower mean (u) score 2.79

(n=94).

> Survey 1 results demonstrated low awareness of respondents about incident reporting
and low usage of this management tool in the educational institutions of Latvia. The conclusion
can be made that the risk management awareness and risk culture may not be at the sufficiently
high level in the educational institutions of Latvia and require focused training and raising of
awareness.

» Survey 1 revealed an observation, that when the risk was assessed as more critical,
management of effectiveness for the same risk was assessed as very low and vice versa, thus creating
“scissors” effect between risk criticality and level of its management.

» According to results of the Survey 1, the most critical and topical risks in the education
sector in Latvia are overloading of employees (average 4 points out of 5), insufficient funding
(average 3.8 points out of 5), lack of employee motivation (average 3.5 points out of 5), lack of

qualified staff (average 3.5 points out of 5), wrong strategic decision making on the management
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level (average 3.5 points out of 5), changes in the political environment and legislation (average 3.4
points out of 5).

» The top risk is considered by the respondents is “overloading of employees”. This risk is
caused by other defined risks, such as issues with funding, motivation and inadequate strategic
decisions. This risk is strongly correlated with “lack of effective planning” and “weak internal risk
culture”, hence, all these risks need to be addressed simultaneously for greater effect.

» Overloading of employees (top risk) usually results in exhaustion, over-burning, problems
with health and decrease in autonomous motivation. Average score of existing controls for this risk
is 2.76 (educational institutions manage it as much as possible, but there are no strong controls or
there is no possibility to implement strong controls). Such score provides a clear lack of risk
management and of well-established risk controls. This serves as evidence, that introduction of risk
management practices in the educational institutions should be relevant to strengthen the controls to
improve risk management effectiveness.

» The second top risk was “insufficient funding” and there is weak or no understanding how
this risk could be managed on the level of educational institutions. Risk is highly correlated with the
risk of increasing cost of education; however, it might be irrelevant to some educational institutions.
There is missing dialogue between the regulator, State management and educational institutions on
this topic. Fostering such dialogue and clear communication would enable better understanding, and
thus management, of this risk.

» The third top risk and second highest rated risk by respondents among psychosocial risk
group risks was “lack of staff motivation”, which is tightly correlated with “weak internal risk
culture” and “lack of qualified teaching staff”. This risk is supposed to be also interrelated with the
“overloading of employees” risk.

» The fourth top risk and also top risk in the “reputational risks” group, was “lack of qualified
teaching staff”. Similarly, as previous top risks, this risk correlates with “weak internal risk culture”
and “lack of staff motivation” risk. Hence, the internal culture aspect needs to be given more attention
and strong risk culture needs to be cultivated in order to address the majority of the top risks.

» The fifth top risk was the risk of “wrong strategic decisions”, which was mostly rated as
critical by managers of educational institutions and this risk was very well correlated with the risk of
“inefficient budget planning”. Thus, materialisation of this risk may increase such risks like
corruption and third-party (supplier) failures. As the strategic decisions are taken on various levels
(State level, individual institution level), it can bring material financial and reputational losses.

» Survey 1 revealed that IT and Information security risks are considered by the respondents

as not significant (average risk criticality score: 2.46 — risk is neutral), which is well managed
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(average score of control effectiveness for the IT and Information Security risk group is 3.31 — “risk
is managed to as much extent as possible”). In this risk group, the most topical risk according to the
respondents of Survey 1 is “Dependency on IT” risk with average criticality score 2.6 — “risk is
slightly significant”.

> In the External risks category, the most critical risk is considered to be “Insufficient funding
risk” with average score of 3.6 — “risk is very significant” and risk management effectiveness score
of 2.68 — “risk is managed to as much extent as possible”. This may mean that it is not well understood
how to manage this risk and respondents subjectively provided the rating that everything what is
known as possible is done but accept that not to the full extent.

» The educational institutions hardly can manage political risk, hence risk management score
for this risk is the lowest among all 32 risks in all risk groups, meaning that this risk has weakest
controls and has weakest risk management. At the same time, this risk is one of the most impactful
on the sector of education - changing political environments often are connected to educational
reforms, causing the most significant changes in the sector of education, which constitutes the core
of this risk.

» Educational institutions cannot influence the market economy and the external environment,
however changes in it may have significant impact on the educational institutions: from changes in
funding to changes in number of applicants and students, to changes in compensation of employees
and in internal culture.

» Within the Reputational risk group, the most significant and least managed risk is “Lack of
qualified teaching staff”. Risk of “wrong strategic decisions” in this group rated as second highest.
Given that respondents were to large extent managers of educational institutions, there seems to be
an uncertainty and insufficient confidence in effectiveness of strategic decision-making within
educational institutions.

» Low quality of education is more of a consequence, rather than stand-alone risk. By
mitigating risks related to governance and management of educational institution, quality of
education shall be strengthened naturally.

» Risk of closure of educational institution is tied to other factors such as quality of education,
quality of teaching staff, working environment for teaching staff and atmosphere in educational
institution. It can be managed by addressing the triggers: attracting more students, working on strong
risk culture, developing positive morale among employees, developing compliant educational
programmes, documenting internal processes and controls to prevent unethical behaviour and

violence, etc.
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» Corruption risk was rated by respondents in Survey 1 as the least significant and most well
managed risk. By further addressing budget planning, supplier risk, employee morale and working
environment it should be possible to lower the corruption risk more.

» Although risk of “weak internal risk culture” was not rated by the respondents as one of the
top risks and its overall criticality score was quite low (2.95 — risk is slightly significant), it came up
as the one, which is correlated to almost all of the top risks and majority of the risks in the provided
risk list. Thus, the conclusion can be made, this this risk should be taken and addressed as the top
risk, because through mitigating this risk it is possible to achieve downgrading of other significant
risks.

» Only 17% of respondents in Survey 1 indicated correctly that risk management responsibility
lies on all stakeholders. This proves the hypothesis and one of the theses that there is low
understanding of risk management in the sector of education.

» According to Survey 1 results, in order to better manage the risks in educational sector, the
following is needed:

> Increased State funding and streamlined regulatory requirements;
Proper planning and predictability;
Strong co-operation and teamwork at all levels;
Qualification, loyalty and motivation of employees;
Improved skills of management and administration staff in educational institutions;
Clear communication and strong support system;

Risk management methodology for each educational institution;

YV V.V V V V V

Each stakeholder’s input;
» Stronger controls over corruption and bribery.
» In Survey 1, 1/3 of respondents does not know at all whether their educational institution
uses insurance and 1/3 knows that their educational institution does not use insurance. This is another
evidence of weak risk management in the educational institutions, as insurance is a great tool to

minimise impact of rare but plausible high loss events, such as explosion, fire, floods, etc.
3.10 Survey 2 results

The second survey, as mentioned earlier, was developed in order to clarify the results of the
first survey, to confirm the top risks for the educational sector and brainstorm on the possible risk
mitigation actions. There were 40 respondents in the second survey, who also participated in the first
survey. Number of respondents was lower in the second survey due to its scope: there were less

questions, but all of them required an open answer and justification.
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The first question asked to the respondents was whether risk management is important at all in
their view and whether educational institutions would benefit from investing time into developing
tailored risk management programmes for themselves. The question did not have a choice of pre-
defined answers — respondents had to write an open free style answer and majority of the respondents
also provided explanation to their answer.

90% of respondents (36 out of 40) replied that risk management is definitely important and it
is worth spending time on the risk management programme development for the educational
institutions and 10% of respondents (4 out of 40) replied that risk management is not important.
Below are some of notable answer quotes provided for this question by respondents that provide
evidence of importance of risk management for stakeholders in sector of education:

> “Yes, it is definitely important to manage risks. It would be difficult to say whether a

developed program would help, but the availability of specialist consultations on this issue

would definitely help.”

» “Yes, it is definitely important, because it can have a significant impact on the future

operation of the educational institution.”

» “Yes, risk management is important for stable operations”

» “Yes, it is important, but first it would be important to explain to the heads of the institutions

what it gives to the institutions they run. Let it not be a formal event, but a system with meaning

to the organization.”

> “Risk management is important, and it is necessary to do so, but another regulatory

document - | do not know how much is needed. School leadership is already drowning in the

mountains of guidelines and strategies.”

» “It is important to manage risks and to develop risk prevention programs”

» “Yes, it is definitely one of the most important tasks for the management team.”

Those respondents, who answered that risk management is not important, justified it as follows:
» “Not important, because everything is determined by political forces.”

» “It would be important if these risks could be affected or at least mitigated. If these
conditions do not exist, then it is formalism.”

» “This is a secondary issue. The educational institution has to deal with more topical issues.”

It can be concluded from the explanations provided that what frightens representatives of
educational institutions most are another bureaucratic document and new regulatory requirements for
implementation of formal activities, which may not bring real value to the institution, but instead will
swallow already scarce resources. Therefore, in order to avoid such result, it is important to think and

plan beforehand, how to realise risk management programmes. For example, it could be that each
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educational institution could receive funding for additional full-time employees, who would be
responsible for risk management implementation, on the other hand, it could be also centrally located
risk management teams within each municipality, who would develop, implement and oversee risk
management programmes in all schools located in the municipality, as well as educate teachers and
school management about risk management and risk management plans. This is a high-level question
that should be decided by high-level decision maker (e.g., Ministry of Education) and the decision
cascaded to municipalities and schools. The most important is to take into account that the main
purpose of educational institutions is to provide education rather than to implement formal
requirements, therefore it should be well thought through beforehand to avoid placing extra burden
on educational institutions.

The second question was also open style aimed to clarify what consequences of the top risks
developed through the Survey 1 and was defined as follows:

“According to the survey, the most critical risks in the education sector in Latvia are:

1. Employee overload (average 4 points out of 5)

2. Insufficient funding (average 3.8 points out of 5)

3. Lack of employee motivation (average 3.5 points out of 5)

4. Lack of qualified staff (average 3.5 points out of 5)

5. Wrong strategic decision making (average 3.5 points out of 5)

6. Changes in the political environment/legislation (average 3.4 points out of 5)

In your opinion, what are the consequences of each of these risks or can they cause? (e.g.,
financial terms, reputation, etc.)”

There were provided the answers by all 40 respondents, which were processed by author for
the key words highlighted in bold in the quotes below, as well as trigger words or secondary
consequences highlighted in italic, in order to map consequences to risks and to build structure of
risks vs. risk consequences in Table 3.10 (only detailed enough answers are listed below for analysis
and structuring in the Table 3.10):

» “Poor funding leads to low wages and poor motivation. As a result, there is lack of
motivation and insufficient human resources, with time there is less and less competent professionals
working in educational institutions, what further leads to deteriorating quality of education.”

> “Motivation to work as a teacher is decreasing due to constant fight for funding, low wages
and high level of responsibility. Overload leads to health problems, but low wages do not allow
education sector's employees to care well for own's health. This decreases the prestige and
attractiveness of teacher's profession and, as a result, students, who study pedagogy in university,

end up choosing to work in other sectors, where it is possible to earn more, e.g., banking sector. This
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leads to waste of State funding for students, who study pedagogy and choose not to work in
educational sector and leads to decreased demand for pedagogy related programmes in universities.”

> “Salary level for teacher's profession is as low as minimum salary and similar to salary level
of any profession, which does not require any higher education, which is not the case for teacher's
profession. Hence the prestige of this profession is so low due to low financing, that there is no
motivation for younger people to get into teacher's profession. Teachers have to work in different
schools simultaneously to survive, what results in overload. Insufficient funding is mainly caused by
incorrect and failed strategic decision making and all of top risks listed are interconnected and
each one of them is a driver for the next one.”

» “The first four risks are interconnected and cause each other, but the most significant
consequences they cause is lack of qualified staff.”

» “The first four risks cause deteriorating quality of education and decreasing number of
employees in educational sector. Fifth risk cause decreasing number of students and teachers due to
insufficient funding. The sixth risk results in inability to adopt to new system and programmes,
inadequacy of equipment, need for existing strategy to be redesigned again.”

» “Overload of employees results in decreased quality of work and motivation of
employees. Insufficient funding results in decreased motivation, lowers prestige of profession and
causes overload of employees, because employees try to take on more work in order to earn more, as
a result quality of educational services is deteriorating. Insufficient funding and overload also
result in insufficient number of qualified employees. Nobody wants to work overtime for very small
salary and take away time from their own interests, friends and family. Changes in legislation may
cause lowered quality of work and motivation as well, because not usually the norms defined in
new legislation are explained with good quality and are open for interpretation and not always are
acceptable by educational sector employees.”

> “All of the risks result in degradation of teachers profession what further leads to
degradation of the society.”

> “The risks result in insufficient human resources and inability to achieve set goals for
educational institutions.”

> “The first risk results in loss of ability to work for employees. The second one results in
outflow of skilled labour to better paid jobs. Third and fourth risks in most direct way affect the
quality of education. As for fifth and sixth risks - result in lack of stability, which affects everything

mentioned above.”
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> “Overload is caused by continuous changes in the education system, which creates lack of
motivation among teachers. Public attitudes and the incompetence of politicians in topic of education
have led to that students no longer take responsibility for their own learning but blame funding.”

» “Overload of employees often is connected to inability of employees to comply with the job
agreement rules. Lack of motivation is caused by low salaries. Working according to work agreement
saves from low funding.”

> “Loss of employees, deterioration of students' performance, decrease of prestige of
schools in society.”

> “Overload of employees results in burnout, neurological and somatic diseases for employees
- long-term incapacity for work. Overload and lack of motivation results in depression, vegetative
dystonia - long-term incapacity for work, occupational diseases. Lack of skilled and qualified
employees are damaging the reputation of educational institutions and sector as a whole. Wrong
strategic decisions are made at the State level, because the administrative apparatus is not reduced,
but instead schools are being liquidated - this can lead to the demise of the State! Changes in the
political environment have plunged the school system into a state of endless reform.”

» “Overload prevents the implementation of academic programme and facilitation of
fascinating lessons for children. Underfunding in the sector of education creates inferiority feeling
in employees, which is associated with the lack of motivation.”

> “Any of these risks can have financial consequences for the organization - in the short or
long term. Risks 1 and 3 will additionally cause problems within the organization - worsening
psychological climate and deteriorating relationships; risks 2 and 4 may already have a greater
impact on reputation, as information about underpaid or incompetent employees may be made
public. Risk 5 and 6, in addition to financial losses, threatens with bankruptcy, liquidation of the
organization or unproductive 'vegetation' of an institution.”

» The first risk results in deceasing quality of work. Second risk leads to insufficient human
resources in educational institutions. Third risk results in deteriorating quality of education and
schools being forced to employ as teachers the employees without life purpose for teaching. As a
result of the fourth risk the students will suffer. Fifth risk will lead to general decrease of education
level in Latvia. Fifth risk may have a positive or negative effect on education in general.”

> “The first risk leads to burnout of employees and decline in quality of education. The
second risk threatens sustainable development and results on decline in quality of education, staff
overload and loss of reputation. Third risk results in loss of reputation and threatens sustainable
development of educational sector. Fourth risk results in deterioration of quality of education and

threat to sustainable development of educational sector. Also, fifth risk threatens sustainable
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development and may result in closure of an institution. Sixth risk also threatens sustainable
development, prevents attraction of employees and affects reputation.”

> “Risks 1-4 cause a sharp decline in quality of education and pose a threat of school's
liquidation; second, third and fourth risks weaken or even destroy corporate culture inside
educational institutions. Fifth and sixth risks may result in liquidation a school, school’s
diminishing role in the society, shift from sustainable institution to unstable and unconvincing.”

» “All risks lead to worsened quality of work and inability to achieve set goals.”

> “Overloading of employees creates a negative work environment, poor quality of work and
frequent absence of employees due to illness. Insufficient funding results in insufficient
remuneration, which forces the hiring of unskilled workers, which in turn result in low-quality
work. Lack of motivation of employees leads to schools being forced to hire employees, who come
to work in the educational sector for such a low salary, often they are people who come to work for
reasons other than what they want to do. There is no healthy competition in this sector, which
lowers the quality of work. The victims are children and, consequently, the whole future of Latvia.
Disordered educational system creates chaos at all levels of education and therefore pedagogy is
often studied by those who do not like it at all, so that we get a teacher who has somehow graduated
from university/high school only because they are not onboarded elsewhere. In addition, working
with children in our country is not properly valued, both in terms of attitudes and finances, prestige
of profession is very low. As for political decisions, it is unfortunate that they are more often
detrimental to the education system.”

» “The main problem is that after a few years, the Latvian education system may face a
catastrophic lack of well-trained and motivated teachers.”

> “First risk causes health problems for employees and, consequently, financial problems.
Second and fourth risks result in decline in quality of education and failure to offer a modern
teaching environment and programs. Third risk leads to decrease in quality of education and falling
student engagement. Fifth and sixth risks affects total trust in the education system and its
reputation.”

» “Each of the above risks contributes to the decline in the quality of education.”

> “1-4 risks affect the quality of education and result in lack of learning resources, lowering
the level of education in the country.”

One of the key observations resulting from the Survey 2 is that all top risks are interrelated
between themselves and trigger each other. For example, overload and insufficient funding drive
decreasing motivation and risk of lacking competent employees in the educational sector, what may

lead also to incorrect strategic decision-making. On the other hand, changes in political environment
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also decrease motivation of employees and may result in overload. Strategic decision making and
insufficient funding are also interconnected.
The consequences listed by the respondents of Survey 2 for all of the top risks identified can be

summarised as presented in Table 3.10:

Table 3.10: Key consequences caused by the top risks as per Survey 2 (mapping made by
author from the above quotes)

Risk name Consequences
1.0verloading of - deteriorating quality of education
employees - health problems, lost ability to work, burnout
- decreases the prestige and attractiveness of teacher’s
profession

- leads to lack of qualified staff

- worsening psychological climate and deteriorating
relationships

- decreases motivation of employees

- prevents the implementation of an academic
programme and facilitation of fascinating lessons for
children

2. Insufficient funding - outflow of skilled labour to other sectors, lack of
qualified human resources

- low wages, decreasing motivation, less competent
professionals

- deteriorating quality of education

- inability to achieve institutions' set goals

- damage of reputation

- decreases the prestige and attractiveness of teacher's
profession

- failure to offer a modern teaching environment and
programs

- overload

- worsening psychological climate and deteriorating
relationships

3. Lack of motivation of | - deteriorating quality of education

employees - damaging reputation of educational institutions and
sector as a whole

- worsening psychological climate and deteriorating
relationships

- decreases the prestige and attractiveness of teacher's
profession

- inability to achieve institutions' set goals
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Table 3.10: continuation

4. Insufficiency/lack of | - deteriorating quality of education
qualified staff - failure to offer a modern teaching environment and
programs

- inability to achieve institutions' set goals

- decreases the prestige and attractiveness of teacher's
profession

- damage of reputation

- worsening psychological climate and deteriorating
relationships

5. Incorrect strategic | - bankruptcy, liquidation of the organization or

decision making unproductive 'vegetation' of institution

- deteriorating quality of education

- decreases the prestige and attractiveness of teacher's
profession, school's role in the society

- inability to achieve institutions' set goals

- lack of stability

- insufficient funding

- decreasing number of students

6. Changes in political | - lowered quality of work and motivation, deteriorating

environment quality of education

- decreases the prestige and attractiveness of teacher's
profession, school's role in the society

- damage of reputation

- inability to adapt and inadequacy of equipment

- inability to achieve institutions' set goals

- lack of stability

- endless reforms

- bankruptcy, liquidation of the organization or
unproductive 'vegetation' of institution

From the Table 3.10 above a conclusion can be made that the top risks are interrelated and
cause one another. Graphical representation in Figure 3.17 provides summary how the top risks cause

each other according to results of respondent responses in Survey 2:
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Incorrect Strategic
Decision-making (risk #5)

Insufficient Funding (risk
#2)

Overloading of
employees (risk #1)

Changes in political Lack of employee
environment (risk #6) motivation (risk #4)

Lack of qualified staff
(risk #3)

Figure 3.17 Interrelation of the top 6 risks as per Survey 2 results

All of the above-mentioned top risks lead to the following consequences on overall presented
in Figure 3.18 (sorted by % of respondent enforcement), where deteriorating quality of education
takes the 1% place (30% of respondents marked it as a consequence to materialisation of all of the top
risks):

DETERIORATING QUALITY OF EDUCATION DUE TO LOW QUALITY OF WORK

LACK OF QUALIFIED STAFF, OUTFLOW OF STAFF TO OTHER SECTORS

DECREASED PRESTIGE AND ATTRACTIVENESS OF TEACHER'S PROFESSION,
SCHOOL'S ROLE IN THE SOCIETY

INABILITY TO ACHIEVE INSTITUTIONS' SET GOALS

DAMAGED REPUTATION OF EDUCATIONAL INSTITUTIONS AND SECTOR AS A
WHOLE

DECREASED MOTIVATION OF EMPLOYEES
FAILURE TO OFFER A MODERN TEACHING ENVIRONMENT AND PROGRAMS

WORSENING PSYCHOLOGICAL CLIMATE AND DETERIORATING RELATIONSHIPS

BANKRUPTCY, LIQUIDATION OF THE ORGANIZATION OR UNPRODUCTIVE
'VEGETATION' OF INSTITUTION

HEALTH PROBLEMS, LOST ABILITY TO WORK, BURNOUT

LACK OF STABILITY

PREVENTS THE IMPLEMENTATION OF A ACADEMIC PROGRAMME AND
FACILITATION OF FASCINATING LESSONS FOR CHILDREN

DECREASING NUMBER OF STUDENTS
ENDLESS REFORMS
INSUFFICIENT FUNDING

OVERLOAD OF EMPLOYEES

o% 5% 10% 1% 20% 5% 30w 3%

Figure 3.18 Key consequences caused by the top risks Survey 2
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The third question was also open style aimed to clarify what can be done to mitigate the top
risks developed through the Survey 1 and the question was defined as follows:

“How the above-mentioned consequences of the most topical risks could be reduced or
eliminated, in your opinion? How the above risks can be most effectively managed?”

Respondents provided mostly detailed answers with number of different mitigation actions for
different risks, only three respondents out of forty were unable to answer the question. Some
mitigation actions were repeatedly proposed by different respondents, thus it was possible to draw
out most topical mitigation actions. Table 3.11 provides detailed summary of the answers provided
by respondents to the third question in Survey 2 together with the frequency of repeated answers.
Each answer will be discussed in detail in further text.

Table 3.11 Mitigation actions suggested by respondents of Survey 2 to manage the top

risks (sorted by frequency of answers)

As % of all
Mitigation actions proposed L0

actions

proposed
Increase salaries to raise the prestige of profession and motivation,
offer additional benefits 27%
Strategic and budget planning with professional opinion and advice 14%
Support and protect teachers from the top 8%
Long-term stable educational policy on State level 8%
Increase funding for educational institutions 6%
High level of competence of the manager and internal cooperation in
the organization 6%
To improve the emotional state of employees in the workplace. Mutual
support (cohesion) events should be promoted in collectives. 4%
Decrease workload 4%
Honesty and professionalism at all levels 4%
Good internal communication, information exchange 2%
Implement strict logging of worked hours 2%
To allow for each school to act individually, set priorities, salaries,
rates, improve the school environment 2%
Switch responsibility for student achievements from teacher to student 2%
Precise organization of processes and clear division of responsibilities 2%
Develop feedback culture 2%
Provide all teachers with assistant teachers 2%
Active involvement of the trade union 2%
Programme for preparation of teachers 2%
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> Increase salaries to increase the prestige of profession and motivation, offer additional

benefits: mitigation action was proposed 13 times by the respondents (around one third (27%) of all
proposed mitigation actions). This mitigation action was mentioned for the risks related to lack of
motivation, overloading of employees and insufficient qualified human resources in the educational
sector. By raising salaries for teachers and teaching assistants and introducing valuable social benefits
(e.g. free healthcare, partially paid homes, discounts in shops, etc.) it would be possible to raise the
prestige of teacher’s profession, raise motivation for teachers to keep and value their jobs, attract
more qualified personnel to join schools as teachers, what would resolve the problem of lacking
motivated and qualified employees in schools and would improve the overall quality of education in
the country.

» Strategic and budget planning with professional opinion and advice: was mentioned a

mitigation action seven times (14% of all mitigation actions) for risks related to incorrect strategic
decision-making, insufficient funding and overloading of employees. Respondents highlighted that it
is important to listen to the opinions of experts when planning the strategy and budget. It was
highlighted by several respondents that strategic and budget decisions are taken behind closed doors
without involvement of subject matter specialists and without holding discussions with stakeholders,
what escalates the risk of incorrect decisions detrimental for the educational sector and quality of
education.

> Support and protect teachers from the top: four times respondents mentioned that in the

current set-up teachers are placed under pressure and criticism from the side of top management,
Ministry and regulators, as well as from parents’ and students’ side. By protecting teachers from the
level of Ministry and regulatory authorities, it would be possible to raise the motivation of teachers,
to raise the prestige of the job and to increase number of qualified staff working in educational sector.
In current set-up working in educational sector as a teacher is perceived as masochism to certain
extent due to constant criticism from all sides and lack of support. Providing motivation, inspiration
and backing up the teachers by their management would provide the needed protection for the
teachers to improve their level of motivation, what can be perceived even better, than raised salary.

» Long-term stable educational policy on the State level: four times the respondents indicated

that a good solution to mitigate all risks would be a stable long-term educational policy in place of
constant reforms, which are happening during the last three decades. Majority of respondents in
previous questions were referring to the reforms as the key cause for decreasing quality of education,
diminishing motivation of employees and destroyed prestige of teachers’ profession.

> Increase funding for educational institutions: mitigation action was proposed three times

(6% of all mitigation actions) and the rationale of respondents for this mitigation action for that by
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increasing the funding it would be possible to raise salaries, buy better equipment and create better
environment for teaching, what would be very motivational for employees and would raise the
prestige of profession and career in the educational sector. With more funding educational institutions
would be able to achieve set goals, motivate employees, improve the psychological climate in the
teams.

> High level of competence of the manager and internal cooperation in the organization: three

times respondents proposed as the mitigation action raising the competence of managers and
administrators in the educational sector, who are responsible for leadership and decision-making.
With the good leadership it would be possible to solve risk of overloading, underfunding, low salaries
and lack of motivation, what deteriorates quality of education and result in insufficient number of
qualified employees in educational institutions. By investing into the knowledge, competence and
skills of the managers it would be possible to resolve most of the problems with minimal costs. In
addition, internal communication, transparency, positive attitude and open information flow are
important elements for successful leadership, which would make employees more motivated,
satisfied and happy.

» To improve the emotional state of employees in the workplace. Mutual support (cohesion)

events should be promoted in collectives: this mitigation action was mentioned two times by the

respondents. The key idea is that it is not always all about the salary, but also very much about the
attitude. Many respondents mentioned that positive attitude is very important, but the accent here is
placed on teamworking and developing positive co-operative environment in the workplace, positive
culture and relationship among employees. This can be achieved through strong leadership, as
mentioned above, but also through teamworking (cohesion) events specially organised for
employees’ interaction outside of working environment.

» Decrease workload — two times respondents mentioned that decreasing the workload while

keeping the salary level would help to mitigate risk of overloading and lack of motivation among
employees.

» Honesty and professionalism at all levels: two times respondents indicated that playing an

honest game, ensuring transparency and professionalism would help to eliminate incorrect strategic
decision-making, raise level of motivation for employees and remove the threatening effect of the
political environment, which affects the educational sector with endless reforms and uncertainty.

» Good internal communication, information exchange: one respondent specifically

highlighted that proper internal communication and open information exchange would help in raising
levels of motivation as well as take correct strategic decisions. There is a problem that due to problems
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in communication top-down, often school managers are confused about future plans and are not able
to communicate correct strategy and action plan to the employees.

> Implement strict logging of worked hours: one respondent proposed as a measure to avoid

overloading of employees to strictly log worked hours. This mitigation action can be very tricky as
often teachers work from home and working hours include not only time in the school, but also
administrative tasks often performed at home and outside of normal working hours. So, this could be
biased by time estimations and trigger risk of internal fraud. Implementing automated logging of
working hours would require certain investment in IT systems as in such case all employees would
need to be supplied with working computers, where such time logging software would be installed.

> To allow for each school to act individually, set priorities, salaries, rates, improve the school

environment: one respondent considered letting schools a freedom to do own set-up to mitigate risk
of overloading, lack of motivation, insufficiency of qualified labour and incorrect strategic decision.
In author’s view, this mitigation action is not feasible, as decentralising controls could lead to
inequality among schools, where some schools would perform better than others due to different
leadership, corruption, fraud and loss of control from the regulatory side.

» Switch responsibility for student achievements from teacher to student: one respondent

indicated that current set up is built in a way where teachers are responsible for students’
achievements what makes students feel irresponsible and not caring for their own achievements, all
pressure being placed on the shoulders of teachers. On one side the statement is correct to certain
extent, on the other side, in author’s view, removing responsibility of teachers for students’ progress
could raise a risk of increasing number of students underachieving due to missing responsibility on
both sides of the teaching-learning process. In author’s view the responsibility should be shared
equally among teachers, students and student parents/guardians.

» Precise organization of processes and clear division of responsibilities: one respondent

brought up very popular in risk management topic of sorting out processes and responsibilities first.
Often due to lack of properly defined responsibilities and incorrectly built processes, number of
different risks are created. Precise organisation of processes and clear division of responsibilities are
a great way to mitigate risk of overloading, risk of lacking motivation and risk of incorrect strategic
decision-making. Though, this risk mitigation is much dependent on the leadership style of each
educational institution’s management.

> Develop feedback culture: one respondent indicated that feedback culture should be

developed to deal with decreasing motivation of employees. In current set up it is very often practiced
criticising and showing negative attitude to each other in teaching teams, what worsens the internal

climate. To improve on this part, it would be beneficial for all stakeholders to provide feedback
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correctly and build teams with correct feedback culture. This is often practiced by larger companies
and corporations in other sectors, e.g., in finance and commercial sectors.

> Provide all teachers with assistant teachers: one respondent proposed mitigation of risk of

overloading and decreasing motivation by providing each teacher with an assistant. However, this
risk mitigation could prove complicated due to shortage of qualified labour in the educational sector.

> Active involvement of the trade union: one respondent stated that risk of overloading can be

mitigated by more active involvement of the trade union, which should fight for the rights of teachers
and other employees in educational sector.
» Programme for preparation of teachers: one respondent highlighted that new teachers

onboarded in the schools are not ready to face the harsh environment that goes with the profession
and are not well prepared to teach students. As a result, quality of education is deteriorating, new
teachers often choose to escape to other sectors or lose motivation. Therefore, a good programme of
teacher preparation for working in educational institutions should be developed, to prepare their
expectations and skills for real job.

3.11 Summary on Survey 2 results

3.11.1 Survey 2 results indicated that despite risk management is perceived as important,
representatives of educational institutions are mainly frightened of new regulatory requirements for
implementation of formal activities related to risk management, which may not bring real value to
the institution, but instead will swallow already scarce resources.

3.11.2 Risk management must be organised in a way that will not put additional burden on
educational institutions, as in such case it will be done very formally and will not bring much value.
For organising it in a value-adding way it should be well thought through on the regulatory level.

3.11.3 Survey 2 results led to conclusion that all of the top risks identified in Survey 1 are
interrelated between themselves and trigger each other.

3.11.4 Majority of respondents in Survey 2 indicated, that not managing identified in Survey 1
top risks may mainly lead to deteriorating quality of education, outflow of qualified staff to other
sectors, decreased prestige of teacher’s profession and deteriorating role of school in the society.

3.11.5 The most topical mitigation action for top risks suggested by respondents in Survey 2
was to increase salaries in the sector of education in order to raise the prestige of profession and
motivation of teachers and to offer additional benefits, as well as involve into strategic and budget
planning professional experts. Salaries would have to be increased significantly to compete with other

sectors, to where majority of employees are leaving, according to some of the respondent answers.
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3.12 Interviews with risk management experts

In year 2022 several interviews were conducted with risk experts in order to validate findings,
assumptions, conclusions and recommendations for this research. The criteria for selection of risk
experts was as follows: at least 15 years professional experience in different areas of risk
management. Due to the fact that it is quite challenging to find such experts in general in Latvia and
no availability of risk management experts in the sector of education, the interviews were conducted
with the following two experts meeting the criteria, who are working in risk management in Finance
sector for 15 years or more in different areas of risk management and one respondent has direct
experience of teaching risk management in higher education institution. Following several interviews
with risk experts the author decided to leave only results of the two interviews, because there was no
variation in opinions among the experts observed, hence there was no added value to publish all
interviews and the most detailed and bright interviews are reproduced below, that contain the views
of all interviewed experts.

SK: 20 years of risk management experience in Finance sector in areas of operational,
compliance, anti-money laundering and credit risks, out of which 15 years in risk leadership positions
in the biggest Latvian banks, which include such positions as Head of Operational risk, Head of
Compliance and AML risks, Head of Risk Management, Risk Director and 5 years of risk consulting
experience to banks, payment institutions, regulatory authorities, etc. Visiting lecturer in one of
higher education institutions in Riga focusing on risk management tutoring. Education: Master’s
degree in Finance from University of Latvia, Certified Anti-Money Laundering Specialist
(ACAMS).Member of The Professional Risk Managers' International Association and Association of
Certified Anti-Money Laundering Specialists.

NS: 15 years of risk management practical experience in Finance sector, of which 5 years in
credit risk management with focus on financial institutions in one of Latvia’s largest banks, 10 years
in counterparty credit risk and market risk areas in Latvia’s largest banks. Indirect expertience with
operational risk and compliance risk through professional exposure. Education: Master’s degree in
Economics from the University of Latvia.

Tables 3.12 - 3.15 provide details of the interviews in a comparable format, each table is
followed by author’s analysis. Author highlighted in bold those phrases and sentences, where the

answers of both risk experts are similar.
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Table 3.12 Interview results with experts in risk management: part 1

SK - Risk Management Expert and Advisor

| NS, Financial Risk Management Specialist

1. Could you please provide your opinion on risk management methodologies and
their practical application in different industries, organizations? Are there any common
models and methodologies that could be adapted by the sector of education? Can you
recommend any specific risk models and risk management methodologies?

There are many common risk
management principles and elements that
shall be adhered to by risk management
practitioners. This ensures that risk
management discipline applies well tested and
validated standards and follows best practices,
e.g., ISO 31 000. However, all institutions are
different due to their objectives, strategies and
tactics they deploy. Therefore application of
one fit for all model or methodology would
not take into account specifics of the
organizations and therefore would
negatively affect the quality of decisions that
are made based on the risk analysis and
conclusions. Risk doesn’t exist without
objectives; primarily objectives drive the risk
not vice versa. Naturally companies apply
different approaches for setting strategy and
their goals, the same applies to risk
management.

In practice risk management generates a
value when the senior management does see
and can explain the link between risk
management and profit generation (or main
activity of an institution). Hence the
development of a risk management
framework starts with understanding the
goals of an organization (even if it is a public
institutions like schools are). This is a key
step required to design a risk appetite. Even in
similar organizations risk appetite statements
could be different. This is supported by
different goals, different risk perception,
resources and skills available, etc. Based on the
risk appetite it is a risk manager’s call then to
organize and apply different risk management
tools like incident data collection, risk
assessments, key risk indicator monitoring,
internal controls, planning for business
continuity, risk reporting, etc.

There are different models and
methodologies in risk management, which
are based on key principles or pillars. There
can be qualitative and quantitative risk
management models, but each methodology
and model shall be specifically designed for
specific organisational needs depending on
its acceptable risk appetite limits and
strategic goals. To manage the risks it is
important to develop relevant risk scenarios
and access them according to internally
developed risk assessment methodology.
Although the key principles for risk assessment
are the same (you need to define relevant
scenarios for your organisation, assess
probability and impact of this scenario
happening), but how it will be done in practice
depends on each individual institution as they
should develop internally individual
methodologies based on their specifics.
Scenarios also will differ in different
institutions mostly as all depends how much
risk is acceptable for an organisation. There
does not exist such thing that one can open a
book and copy the methodology out from
there. It is possible to adopt the key
principles, but not the entire methodology.

It is important to develop individual key
risk indicators for each individual institution,
but also in centralised way in order to be able
to compare different institutions in one sector.
Thus, if the purpose is to understand risks on a
high level in the sector as a whole, then it
would be possible to develop centralised
methodology on the sectoral level, but it would
not address risk management of each
individual institution and would not be a fit
for all.

In overall, it would be great if
educational sector would introduce KRI
metrics and risk assessments.
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All risk experts confirmed that there is no such common risk management methodology, which
would be fit for all needs and which one could take from a book and apply directly in practice. As
experts have confirmed, risk management methodology is based on common principles, which were
in detail described in sections 1 and 2 of this dissertation, however risk management shall take into
account specific objectives, strategies, size, characteristics of individual institutions, which define its
acceptable level of risk and relevant risk scenarios for assessment. It was confirmed through the
interviews that risk management starts with goal and strategy setting, as was mentioned in section
2.8. All risk experts mention the importance of monitoring key risk indicators (theoretical details in
section 1.4.12) and the risk assessments (described in 1.4.4, 1.4.7, 1.4.16). Also all risk experts

highlight the importance of defining the risk appetite or the acceptable level of risk (described in

1.4.6).

Thus, it can be summed up, that research results in theoretical part of this dissertation led to

correct conclusion that there is no one fit for all methodology and recommendations on the risk

management cycle as was described above.

Table 3.13 Interview results with experts in risk management: part 2

2. Who is responsible for risk management in an organization?

SK: Risk management is all about decision making
that is supported by well aggregated and analysed
information, understood risk cause and potential impact on
organizations objectives. Often the job title of “risk
manager” gives misleading message to the company as
others believe that risk manager is ultimately responsible
for the management of risk, when in reality risk manager
takes the responsibility for creating the framework and
methodology for risk management that would support
timely and qualitative decision making.

It is obvious, that everyone in an organisation
contributes to and has its specific role in risk
management. For instance, teachers are responsible for
risk management on day-to-day level, whereas school
director is responsible for taking risk management
decisions on more strategic level. Those roles who are
responsible for setting the objectives are simultaneously
responsible for risk management. Management and risk
management are interlinked. Students and their parents in
this case are customers of the educational service providers
and are affected by the risk management effectiveness of
an institution. They are responsible for adhering to specific
standards and rules at schools that are in fact a product of
risk management.

NS: Everyone in an organisation
should be risk aware, what means that
everyone must understand the risks
connected to their actions. There
should be someone responsible for
creating risk culture and risk
framework, but in overall it is
everyone’s responsibility to be risk
aware and to prevent risks from
materialising. In every organisation
there should be risk function who
shall train everyone in organisation,
stress the importance of risk awareness,
facilitate risk culture and Dblueprint
acceptable level of risk and principles.
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All of the experts had the same opinion that risk awareness is the responsibility of all

stakeholders, where everyone has specific role in risk management: students and parents comply with

the rules and understand risks connected to their actions, whereas teachers are responsible on

operational level to manage and report the risks, but the decision-makers and specialised risk function

focus on creating the risk management framework and requirements. The answers of experts

correspond to findings and conclusions made in sections 1.2 and 3.6. Thus, it can be concluded, that

it is important to ensure proper communication across the stakeholders of the sector of education

about their risk management responsibilities, clearly stating the practical details of such

responsibility, and to provide comprehensive training on how every stakeholder’s actions contribute

to overall risk management of an institution and educational sector as a whole.

Table 3.14 Interview results with experts in risk management: part 3

3. Is risk management coordinator required for successful risk management?

SK: A key challenge to the efficiency of risk
management is the flow of timely and complete
information about emerging risks, occurred risk
incidents, etc. Therefore, a network of well-trained risk
coordinators definitely helps to deal with this challenge.
At least one competent risk management coordinator
for each organisation is critical for successful risk
management. IRM (2012) summarise on page 35 that
specific risk expertise and skills are needed for risk
management. As summarised in this IRM guidance
paper, risk ‘champions’ and risk manager are required.
For sure, risk ‘champions’ or risk management
coordinators are needed to manage risk, however they
also shall be taught and trained. This would support the
establishment of so called sound risk culture very much.
Each school shall have their own risk coordinator,
who communicates across all stakeholders at the school,
collects data about incidents and risks and co-ordinates
mitigation of risks. Stakeholders would be motivated to
collaborate with coordinators, as this is not a blaming
role. Once the role is set and communicated within the
institution colleagues will come to this person to discuss
identified risks and incidents. This is how then the risk
management would be achieving its goal. Moreover, on
a broader level (State school system) risk coordinators
would have an opportunity for networking and would be
able to share their experience and come to a better
proposals of risk mitigation actions. This definitely
contributes to a better and safer school system.

NS: Definitely in each and every
educational institution there should be
at least one risk coordinator, who
knows specifics of this particular
organisation, is involved in everyday
processes and also has competencies in
risk management. It would also be

useful to have centralised risk
coordinator of the borough level who
would collect data from every

institution’s risk coordinators and
form global risk picture for the entire
sector.
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As it was already mentioned in chapter 1.4.11 and throughout the text, risk coordinator is an
important role for educational institutions, as this person could perform risk management tasks and
build risk management framework seamlessly. All of the experts also stated that appointing a risk
coordinator or ‘risk champion’ is of critical importance and the experts stressed that every institution
should have their own risk coordinator. In addition, what was not mentioned specifically anywhere
on the dissertation, the experts pointed out at “network of well-trained risk coordinators” and
“centralised risk coordinator in the borough who would collect data from every institution’s risk
coordinators” — here the experts are talking about centralised risk management function on the State
level, which would ensure that risk coordinators of every institution communicate and network, and
which collects risk data from all coordinators to form a global high-level view on risk picture from
the State level. This is an interesting idea, which could be developed further in practice, however
author did not find confirmation for this type of approach during the research.

To sum up, the results of the research and risk experts have confirmed the importance of
appointing a competent risk management coordinator in every institution to ensure seamless and
professional integration of risk management in the sector of education.

Table 3.15 Interview results with experts in risk management: part 4

4. Would you recommend using risk matrix as visualization tool in risk management (Figure
1.1)?

Risk matrix — is a tool. However, we tend
to use different tools for different purposes.
Once again risk matrix as a visualization tool
can be adopted for every institution up to
their needs. If we use a metaphor here, then the
development of a risk matrix could be compared
with a thermometer — we use one for measuring
temperature of the body and absolutely different
by its construction for measuring the
temperature of air of surfaces. It is therefore
crucial to make recipients of this visualization
able to read and interpret the information that is
provided Dby the tool. If management
understands how risk matrix works, what are the
conclusion there, how risk appetite is reflected
on this matrix, what are the options for risks that
are within ‘red’ risk zone, etc., then it will be
very valuable for taking informed risk decisions.
Therefore 1 would support the idea that risk
matrix is designed by each institution
individually.

This is the only type of matrix that could be
used for risks in educational sector. It is great tool
for overview, prioritisation and sharing of risk
information. Every organisation though should
develop their own threshold and scales, but
some methodology could exist for common
overview of the sectoral level for the purpose of
comparison and global view.
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Risk matrix was described in section 1.4.7 and it was important to confirm with the risk experts
that such visualisation tool used in risk management can be recommended to the sector of education,
as it does not contain the essence of risk management, such as other tools and approaches described
and discussion throughout the dissertation, and at the same time there are many different types of risk
matrices that could be developed, therefore a confirmation from the risk experts was needed that this
tool should be recommended. All experts confirmed that risk matrix is a great tool for visualisation
and for better understanding of risk profile of an institution, as it serves a function of thermometer to
certain extent and visualises the risk profile. However, as risk experts correctly put it and as was
confirmed by research results, risk matrix is a product of individual institutions and shall be developed
according to specific institution’s needs with scales developed according to internally approved
acceptable level of risk. Thus, the matrix can be used in the way as described in section 1.4.7 or
amended as needed for more convenient use.

Table 3.16 Interview results with experts in risk management: part 5

5. According to the survey conducted in the sector of education within the research, the most
critical risks in the education sector in Latvia are:

1. Employee overload

2. Insufficient funding

3. Lack of employee motivation

4. Lack of qualified staff

5. Wrong strategic decision making

6. Changes in the political environment/legislation

Can you please locate using this risk matrix these top six risks for the educational sector?

4

4
Catastrophic

Catastrophic

Minor

4
Highly
probable

Highly
probable

Possible Probable

. 1 2
Unlikely Unlikely Possible

Probable

The final question was asked to seek opinion of risk experts from other areas on criticality of
risks, which rated as top risk in surveying educational sector stakeholders. During rating, all experts
commented on the reasons for selecting a certain quadrant for the risk, however, it can be observed,
that final results are quite different and this may be explained by that risk experts do not have direct

exposure to the sector of education and do not have experience with risks in the sector of education.
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Risk nr. 1 “Overloading of employees” to SK seemed as quite probable with major impact, whereas
for NS this risk seemed as highly probable and catastrophic due to recent teacher’s streak — risk
nearly materialised and it would have destructive effect if it happens.

Risk nr. 2 “Insufficient funding” seemed highly probable to both experts, but the impact
assessment differs. SK believe that the impact is moderate, whereas NS believes that it is catastrophic
and recent preparation and near realisation for teachers’ streak proves it — no teachers at schools due
to their dissatisfaction about funding would lead to closing majority of schools for uncertain period
of time.

Risk nr. 3 “Lack of employee motivation” seemed highly probable to SK as it already is seen
as materialising, whereas NS commented that this risk is caused the first two risks and therefore on
its own is less probable.

Risk nr. 4 “Lack of qualified staff “ was rated by both experts with the same impact score — that
it would have major impact, however, SK believes in probability of this risk materialising as possible,
but NS believes that it is highly possible as it seems already close to realisation, when schools openly
communicate about inability to find needed teachers.

Risk nr. 5 “Wrong strategic decision making” was rated by both experts with the same
probability score “Possible”, but the impact score is different. SK believes that impact would be
catastrophic, because strategic decisions create significant risks, whereas NS does not see it as critical
because the managers of educational institutions are strong and intelligent enough to make efficient
strategic decisions, which would not bring significant negative impact.

Risk nr. 6 “Changes in the political environment/legislation” was rated as “probable” by both
risk experts, however SK commented that this risk causes the other risks, but on its own has moderate
impact, but NS commented that as it leads to other risks it has major impact.

In overall, risk experts placed all risks mainly in “yellow” and “red” zones, what confirmed that

these risks are significant and can be called as top risks.

3.13 Summary of interviews with experts

The interviews with experts have confirmed the following statements set out in this
dissertation:

» There is no common risk management methodology that is fit for all. Every institution
shall develop their own risk management framework basing it on key principles and tools used in
risk management;

> All stakeholders are responsible for risk awareness and understanding what consequences
their actions would bring, this is multi-linear risk management at different levels: educational

managers are responsible for framework and decision-making, teachers are responsible for day-to-
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day operational risk management, students and their parents are responsible for adhering to rules
and standards and for preventing risks from materialising by their actions;

> Risk management coordinators are central figures towards achieving successful risk
management in the sector of education;

» Risk matrix is very useful visualisation and “risk temperature measurement” tool for the
sector of education;

» The top 6 risks identified as most important for the sector of education were also assessed

as important and significant by the risk experts.
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CONCLUSION

Risk management can be integrated into the sector of education in Latvia with aid of key
concepts and tools of risk management, such as incident reporting tool, risk identification and
assessment framework, root cause analysis, risk mitigation planning, business continuity planning,
establishment and monitoring of KRIs, transparent governance, development of internal risk culture,
careful data management, comprehensive process management and responsible third-party risk
management. In order to integrate risk management into the sector of education seamlessly, the
approach shall not put additional burden on educational institution with request just to comply with
requirements with existing resources trying to adopt difficult to understand methodologies, but focus
need to be placed on value of risk management with the help of risk specialists. In order to achieve
successful integration of risk management, educational institutions shall receive additional funding
for hiring risk co-ordinators with solid expertise in risk management, who need in turn to continuously
train stakeholders in their educational institution, develop risk management framework specific for
their institution and apply the tools and approaches listed above, be open and available for
consultations for internal stakeholders. Such risk co-ordinators shall stay in contact with other risk
co-ordinators in different educational institutions to understand wider picture and to share knowledge,
and report to the regulatory authorities on the risk level and risk profile of their institution.

The most relevant risks to the sector of education proved to be psychosocial and reputational
risks, such as insufficient funding, overloading of employees, lacking motivation among employees,
insufficiency of qualified staff, incorrect decision-making and changes in political and regulatory
environments. These risks appeared to be interconnected and may cause one another. For example,
employee overload and insufficiency of qualified staff are mainly caused by lack or insufficient
funding and incorrect strategic planning, lacking motivation of employees is caused by unstable
political environment and continuous regulatory changes. Thus, in order to successfully manage risks
in the sector of education, those risks that cause other risks shall be treated first.

Survey 1 revealed an observation, that when the risk was assessed as more critical, management
of effectiveness for the same risk was assessed as very low and vice versa, thus creating “scissors”
effect between risk criticality and level of its management. Throughout the analysis it was made
apparent that respondents considered risks less critical where risk controls seemed to be clear and risk
can be managed by a single educational institution, as well as where risk itself was not experienced
directly by the respondents in the past. Those risks which are harder to control and which are
dependent on State level decisions, as well which are understandable through past experience, seemed

the most critical for the respondents and the least controlled. Thus, the importance of risk management
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on the State level by regulatory institutions shall not be underestimated and shall start from there,
before implementing it across the sector. For example, before implementing any changes, State
authorities shall perform the risk assessment of planned changes and develop risk mitigation action
plan prior to proceeding with deployment of planned reforms or new requirements.

The study has proved the hypothesis: majority of respondents in Survey 2 indicated, that not
managing the top risks identified in Survey 1 mainly leads to deteriorating quality of education,
outflow of qualified staff to other sectors, decreased prestige of teacher’s profession and deteriorating
role of school in the society. Survey 1 and Survey 2 proved that there is low awareness and
understanding about the risk management in the sector of education, as well as demonstrated low
maturity of risk management in the educational institutions of Latvia and highlighted lack of
capability and capacity to employ risk management tools. Apart from the answers and comments
provided by respondents directly indicating that there are no resources to employ risk management
methodologies and that risks are not managed sufficiently, there were also indirect indicators such as
trend in selecting middle numbers to rate risks and controls, avoidance to answer certain questions,
concerns of respondents that additional requirements for risk management could trigger additional
formal work activities with already scarce resources.

The top risks identified through the risk assessment survey carried for this research commonly
lead to such consequences as: deteriorating quality of education, outflow of qualified staff to other
better paid sectors and thus lack of qualified staff in the educational sector, decreased prestige of
teacher’s profession and declining role of schools in the society. By not addressing the top risks
systemically in a centralised way, these consequences, which already started to materialise, will take
bigger resonance with time and may result in losses on national level.

Risk management usually starts from defining objectives and strategic goals, as described in
the theoretical part of this study, and based on strategy, mission and goals, material and most relevant
risks are identified, assessed and afterwards monitored and reported. Material risks should be
reviewed and re-assessed following changes in strategic objectives. In order to perform this correctly,
experience and competence of the responsible person is a key. Results of this study have proved that
these concepts are not well known and understood in the educational sector in Latvia as of now,
coupled with scarce resources, it leads to poor planning, lack of risk management and inability to
meet strategic objectives. Therefore, appointing a risk coordinator, who possesses relevant
competencies and experiences, would result in smoother integration of risk management and ability
to grab all the benefits risk management brings. In addition, to manage risks successfully it is

important to measure and report them, what cannot be achieved without adequate resources,
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motivation and competence, which could be resolved by appointing risk coordinators in each
educational institution.

Theses for defence were proved in full and analysed from different angles, thus the aim of the
research was achieved and fulfilled:

» Risk management is an essential element of the future management of education, but its

importance is underestimated at present moment in the sector of education due to poor understanding

of the topic - the research results confirmed that risk management is not well understood in Latvia
and its benefits are underestimated. 140 out of 235 respondents (60%) in Survey 1 in their answers
were inclined to that risk management in their educational institution is rather weak than strong, and
only 95 respondents (40%) were inclined to that their institution is rather strong than weak in risk
management. In Survey 2 risk importance was enforced by 90% of respondents. Answers of
respondents and trends in Survey 1 provided evidence of poor understanding of the topic, for
example, only 17% of respondents (23 out of 140) answered correctly to question “Who should be
responsible for risk management in an educational institution?” that every stakeholder is responsible
to certain extent, whereas incident reporting was not known to 2/3 of respondents in Survey 1 and
majority of respondents indicated that incidents can only be reported by the managers, which is
contradicting risk management core principles. 69 respondents out of 235 (29%) assured that there is
no incident reporting process established in their educational institutions, whereas 79 respondents out
of 235 (34%) were unsure whether such process exists in their educational institutions. Hence, it can
be concluded that there is modest understanding of the risk management topic in the educational
sector, risk management is not applied holistically and only several individual institutions voluntarily
implement risk management programmes basing it on their own knowledge, initiative and expertise.

> Risks that need to be assessed and prioritized in terms of likelihood and seriousness, are not

managed well in the sector of education in Latvia - the results of the study lead to conclusion, that

employees and managers working in the educational sector to large extent are not ready to face the
“unknown unknowns” and even most of ‘“known unknowns”, such as terrorist attacks, bomb
explosions, war situation, extreme weather conditions, etc., due to lack of planning for such extreme
situations and missing risk management competencies. As the results of the study have revealed,
universities and high schools have the poorest safety controls as compared to schools and pre-school
educational institutions, because for smaller children the risk is taken on more seriously on the State
level of management, whereas for universities and high schools it is left for autonomous decision-
making in regard to security measures and usually the barrier to increasing security is underfunding.

Assessment of risk criticality and risk control effectiveness by the respondents in Survey 1

showed that when risks are well managed and kept under control, there is a perception that risks are
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not critical. On the other hand, when respondents had perception that a risk is not well handled and
that there are no strong controls, was observed tendiness to rate the risk as more critical. For example,
although the empirical research did not confirm that cyber security related risk is of high importance
to educational institutions, the theoretical and desktop research demonstrated high resonance of this
risk and high impact. With the new tendency of online lessons, keeping all documents in clouds and
on computers, this risk is not taken seriously enough as it should be. This leads to conclusion that
cyber security risk should be rated as one of the top risks given that it is one of the top risks worldwide
and that educational institutions are not aware of its importance and there are lack of clear and
communicated action plans for situations if such risk would materialise.

> All large educational institutions and education governing bodies shall appoint a risk

coordinators, who will be responsible for building and maintaining risk management framework and

setting the acceptable level of risk, reporting to the management of educational institutions or

governing bodies, where the strategic decisions take place - from the Survey 2 results it can be

concluded that educational institutions are exhausted of constant reforms and changes in regulatory
requirements. Hence, it is important for the State and regulatory bodies to focus on maintaining
consistency, focus on adding value and keep constant requirements and approaches, creating long-
term development strategy and objectives, which would not require new changes in the short-term.
More active communication and discussion with educational institutions is required in order to
prevent the effect of unexpected in short-term changes and risk assessment prior to implementing any
changes is needed with involvement of internal and external stakeholders. Results of empirical study
demonstrated that what frightens representatives of educational institutions most is new regulatory
burden and new regulatory requirements for implementation of formal activities, which may not bring
real value to the institution, but instead can swallow already scarce resources. Therefore, when
implementing risk management programmes, it is important first to communicate the value risk
management brings, perform risk assessment and mitigate all material risks, organise the requirement
enforcement in a simple manner and, ideally, have the risk coordinator doing most of the job for risk
management documentation.

Risk coordinator would be an employee with specifically risk management background and
education, who could be able to utilise a number of tools developed for employers for management
of risks, such as incident reporting, an important tool for learning from own failures and for effective
management. In the sector of education, incident reporting can help to identify gaps, strengthen
security and safety, improve the quality of education and provide holistic risk picture for each
individual institution and for groups of institutions, addressing their current problems. Having an

incident register in every educational institution would assist managers and officials to address the
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correct problems faced by concrete institutions and to analyse regional problems and correlation of
incidents with other factors that would help to realise required developments. But all of the above can
only be achieved with enough resources and strong level of competence in this area, therefore full-
time dedicated risk coordinator would be the best solution to achieve it with the smallest struggle.

Risk identification and risk assessment tools used on a regular basis can significantly strengthen
the risk management of each educational institution by preparing them for facing all risks identified
and assessed through the risk assessment. Combined with scenario analysis and resiliency planning,
institutions can prepare themselves to manage the threats called “known unknowns” as well as
“unknown unknowns”. Resiliency plans for different high impact situations should be developed and
regularly reviewed by each educational institution.

Having in place a risk coordinator, who would be responsible to running and implementing the
above-mentioned tools, educational institutions would be in position to mitigate existing risks,
improve the quality of education by addressing risk causes, risks and problems, attract competitive
staff and increase funding through transparent addressing of the fund spending, effective reporting

and implementing efficiency measures where inefficiencies are discovered.
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RECOMMENDATIONS

Recommendations for educational institutions:

» Educational institution management needs to provide more attention to the internal corporate
culture, foster positive internal culture, educate employees on risk management and communicate
value from the risk management activities, raising the internal risk culture and overall positive
environment.

» Planning and risk culture need to be addressed in order to mitigate the risk of employee
overload, as confirmed by the correlation analysis in the research.

» Attention needs to be paid to the cyber risks. In co-operation with Cert.lv educational
institutions should develop and work out action plan for cyber-attacks, as well as train staff to keep
safe from phishing attacks, ransomware attacks, etc. There should be good co-operation established
between educational institutions and Cert.lv.

» Dedicated trainings should be performed for all employees of educational institutions as well
as students on regular basis about actions in emergency, for example in case of terrorist attacks, fires,
bombings, mass shooting, etc. Roles and responsibilities should be divided to avoid panic when sharp
and fast reaction is needed. “War games” should be played on regular basis by all educational
institutions as a mandatory requirement, during which a situation of real threat is played.

» Risk management plan provided in Appendix 1 to this study and can be utilised for effective
risk management in the educational institution. Main risk management tool examples are provided in
Appendices 2-5 and taxonomy of risks specially developed for risk sector is provided in Appendix 4.

» Risk coordinator shall be appointed for developing and implementing risk management

framework and culture.

Recommendations for State authorities and municipalities:

» Health and psychological well-being of teachers should be of foremost importance in
management of education, as it has direct impact on the quality of education and the main affected
stakeholders are students. Specific policies addressing workload of teachers should be designed in a
centralised way, implemented and regularly checked by independent professional. Perception of
teaching job and social status should be raised and promoted, to attract more students to pursue
teaching job with intrinsic motives.

> One of the steps to tackle cyber risks is to follow and develop the Cyber Security Strategy
and to ensure that education in ICT cyber security is integrated it into the curriculum. Systematic
continuing education sessions should be organised for teachers on tackling security, privacy and cyber



security issues, as well as trainings on actions that need to be taken in the events of unexpected
disaster situations caused by the external factors (pandemics, wars, terrorist attacks, etc.).

» To manage the lack of motivation risk and to address the prestige of the teacher’s profession,
teacher and managerial professional development programmes shall be developed with interesting
professional development training courses that are of interest to teachers and educational sector
management (collection of their wishes and consultations would be a plus), which raise the
competence levels, professional skills and abilities and help to understand changing environments
and risks. These training courses should be provided free of charge to the employees of the sector of
education and development programmes and course options should be carefully designed for different
job holders, i.e., teacher programmes, manager programmes, teaching support staff programmes, etc.

» Managers should have continuous professional development mandatory trainings on
leadership, budget planning, risk management, strategic planning, etc. The results of the survey
provided evidence that majority of current managers of educational institution have weak planning
skills, are overwhelmed by changes and responsibilities, and do not have the capacity to ensure
strategically correct resource allocation, staff motivation, attracting of funding and qualified staff.
However, the other side of the coin is such, that managers are often blocked by higher standing
controlling institutions and regulatory requirements, lack of proper communication and two-way
dialogue. This should be improved as a matter of urgency in the sector of education in order to ensure
its further positive development.

» To raise the risk awareness and facilitate risk management to enjoy its benefits to full extent,
it is important to create publicly available common risk management methodology for the sector of
education, which can be adapted by every institution to meet their specific goals. The risk registry
and guidelines developed for this study in Appendix 1-5 could be utilised by all educational
institutions for their risk identification and risk assessment exercises, the incident reporting form and
incident register in the way as provided by this study could be utilised for analysing and fixing of
incidents, risk management handbook on the basis of this study could be developed for different types
of educational institutions to manage risks more effectively.

» Comprehensive training and awareness raising about risk management topic is needed in the
sector of education for managers, teachers and employees. Special training programmes can be
designed to address different parts of risk management, such as resiliency and business continuity,
risk assessments, incident management, monitoring of KRIs.Provide funding for risk coordinators in
every educational institution and on the State level for centralised collection of risk reports and
statistical analysis for sectoral risk management.
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» On the State level think and plan beforehand, how to realise risk management programmes
in the educational sector of Latvia, prepare the strategy and action plan. For example, it could be that
each educational institution could receive funding for additional full-time qualified employee, who
would be responsible for risk management implementation, on the other hand, it could be also
centrally located risk management teams within each municipality, who would develop, implement
and oversee risk management programmes in all schools located in the municipality, as well as
educate teachers and school management about risk management and risk management plans.
Training programmes need to be developed and implemented for risk coordinators, as well as for
managers and employees of educational institutions.

» The controlling institutions overseeing the educational institutions should work as partners
of educational institutions, provide trainings and consultations, advise on implementation of
regulatory requirements and collect opinions from the educational institutions’ representatives about
certain regulations. Co-operative approach may prove more effective rather than directive approach
and may mitigate such risks as lack of motivation, lack of qualified employees, poor internal risk
culture, etc. There should be strong teamwork between educational institutions’ managers, teachers
and regulatory bodies, State governing authorities, parents, students, etc. — i.e., among all the
stakeholders.

» Regulators should communicate requirements in clear and concise way and ensure provision
of all necessary resources to enable educational institutions to realise them, provide training and

vision how certain requirements should be implemented.
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APPENDIX 1: RISK MANAGEMENT PLAN

Table 4.1 Risk management plan for educational institutions (developed by author

according to theoretical research results, details described in Sections 1 and 2)

Activity Frequency
Strategy planning and material risk identification, setting of acceptable Annual
level of risk
Risks and controls self-assessment Annual
Scenario analysis and mitigation action planning Annual
Crisis and Business Continuity Planning Annual

Incident reporting, analysis, incident data collection

Continuous, daily

Risk assessments related to changes (regulatory, political, internal)

On ad-hoc basis

Setting and reviewing of Key Risk Indicators

Annual

Monitoring Key Risk Indicators

Continuous (daily,
weekly, monthly,
quarterly, year-on-year)

External loss data collection

Monthly

Risk reporting Monthly, quarterly
Review of internal documentation Annual
Third-party risk assessment Annual
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APPENDIX 2: RISK ASSESSMENT REGISTER

Table 5.1 Risk assessment register’s example (developed by author according to theoretical research detailed in Section 1)

Risk Status of risk
Risk scenario detailed Probability Impact importance Risk Mitigation action, responsible and and
. Root cause . . .
description assessment | assessment | (probability | response deadline mitigation
*Impact) actions
Due to overload teachers will | External: Highly Major (3) | Very high | Mitigate | Develop motivation plan, review | Not started/
take a lot of sick leave | insufficient | probable (12) spending and allocate budget for | In progress /
simultaneously and as a result | funding 4 well-being of teachers, develop | Done
there will be not enough well-being plan  with  minimum
personnel to ensure continuity financial  investments  needed.
of all lessons for pupils. Responsible: headteacher’s deputy
Deadline: 30 September 2021
Due to flu epidemic school will | External: Low (2) Moderate | Low (4) Accept N/A N/A
be closed for quarantine in the | flu (2
mid of the academic year epidemic




APPENDIX 3: INCIDENT REGISTER

Table 6.1 Incident register’s example (developed by author according to theoretical research detailed in Section 1)

Incident ID | Registration Discovery Description | Root cause | How itwas | Consequences, | Mitigation actions | Status (open/closed)
Date date discovered losses

Unique When When What, how What caused | How it was Losses in EUR | What can be done | Close when all

incident ID | incidentwas | incident was | and why the incident | found out or other to prevent thisin | details are clear

number reported discovered happened consequences | future? about consequences
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APPENDIX 4: RISK TAXONOMY

Table 7.1 Registry of risks, causes and examples of mitigation actions for educational sector (developed by author according to

theoretical and empirical research results)

Risk category Risk type Risk sub-type Cause Examples of risk mitigation
Environmental | Terrorist attack Mass shooting
B(_melng External Crisis management planning
Kidnapping
Mass capturing
Disasters
Fire Human neglect / Crisis management and business continuity
Flood External factors planning
Nature disaster
Pandemic, epidemic, etc. Pandemic External Crisis management and business continuity
Epidemic planning
School internal environment Poor air quality
Internal procedures and controls, emergency
Danger to health and life due to action plans, safety rules, appropriate
unstable constructions equipment, inventories of equipment and
Inadequate

Drugs on site

Classroom safety issues

Poor organisational design of
work

Problematic evacuation from
the building

processes /
Personnel neglect /
Corruption

facilities, activities conducted away from
hazardous areas, supervision of students,
communication and posting of guidelines for
emergency actions plans and emergency exit
procedures, certification of responsible
employees.




Table 7.1: continuation

Food provision

Poor food quality

Inadequate
processes /
Personnel neglect /
Corruption /

Internal procedures and controls, regular
food quality checks, risk assessment and due
diligence of food suppliers and/or employees
responsible for food supplies.

Food not available at school External
Psychosocial | Staff burn-out Lack of resources caused .

overload Planning of resource usage, lesson plans,

- Funding / curriculum guidelines, lesson objectives,
Losing of key employee Inade Sate appropriate equipment, activities conducted
Implementation of reform in procegses / away from hazardous areas, certification of

ducati teachers, constant communication and

education External

Change of methodologies in
teaching

Underperformance

requirements

supervision of processes, internal procedures
and controls, monitoring of key risk
indicators.

Lack of employee motivation

Inadequate salaries

Inadequateinternalenvironment

Agressive internal culture and
attitudes

Problems with parents

Overload, increasing job
demands

Underperformance

Insufficient information
exchange

Unfavourable working
conditions and organisational
design of work

Employees' health problems
due to stress

Long-term sick leave

Compensation for health
problems

Physical disorders

Funding /
Inadequate internal
processes /
External
requirements /
Managerial neglect

Efficient budget planning, continuous
information exchange, internal behaviour
rules, monitoring of key performance and
risk indicators, planning of key objectives,
appropriate work design, adequate
requirements, adequate rewards system,
escalation procedures, avoiding of "blame™
and "silo" culture, fostering co-operation
internally, motivation programme design,
team building events.

165




Table 7.1: continuation

Psychological disorders

Human errors

Documentation mistakes

Missed documentation

Not achieving planned
objectives

Personnel

Four eyes principle, documented procedures
and instructions, monitoring of key risk
indicators.

Technological

Information Security

Confidential data leak

Personal data breach

Breach of information security
requirements

Cyberattack

Personnel neglect /
Inadequate internal
procedures /
External fraud

Documented guidelines and rules, controls,
four eyes principle, constant training and
communication of requirements, auditing,
anti-virus software, cyber protection
systems, crisis management and business
continuity planning.

Telecommunications and
utilities

Electricity power failure

Internet unavailable

Telephone connection not
working

External / Systems

Crisis management and business continuity
planning

Information Systems

Disruptions in IT systems

Crisis management and business continuity

: Systems lanni
IT systems's downtime planning
Ethical Corruption Bribery and extortion
Lobbying
Violent behaviours Bullying Documented internal procedures and
Mobbing controls, external auditing of accounts,
hvsical Personnel whistleblowing process, incident reporting
Damage to physical assets culture cultivation, monitoring of key risk
Damage to health of employee indicators, co-operation with parents,
Damage to health of student emergency planning.
Internalfraud Theft
Fraud
Legal Third-party risks External

Failure in supply management
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Table 7.1: continuation

Vendor exits contract

Internal procedures and controls, regular
checks, risk assessment and due diligence of
suppliers, monitoring of key risk indicators.

Employment practices

Sudden death of employee

Injury

Inadequate employment
practices

Inadequate recruitment
practices

Regulatory

Non-compliance with
regulatory requirements

Accreditation failure

Documented internal procedures and
controls, emergency action plans, crisis
planning, safety rules, appropriate
equipment and work design, activities
conducted away from hazardous areas,

Lack of competence Inadequate supe_rvision o_f stqdents, communication_and
P Incompetent emloyee processes / posting of guidelines for emergency actions
New educational programme | Personnel neglect/ | plans and emergency exit procedures,
introduction failure Corruption certification of responsible employees,
Inadeqate strategic decision- planning continuous training for staff,
making monitoring 91;] reguI?tory requr:rements(j, co-
" . operation with regulatory authorities, due
, Lack of qualitied teaching staff diligence of suppliers, independent auditing
Students' health and safety Sudden death of student of internal procedures.
Injury
Poisoning
Problematic evacuation from
the buiding
Crisis and business continuity planning, risk
Political Educational reforms Educational reforms External assessment
Economic Funding Insufficient funding External Crisis and business continuity planning
Personnel / Training of responsible employees,
Budget allocation Inadequate budget allocation Processes consultations with experts
Social Powerty Missing school External
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Table 7.1: continuation

Inability to buy school
necessities

Hygieneproblems

Problems with learning

Discrimination

Social justice issues

Inadequate internal

Gender inequality processes
Teen pregnancy and parenting | student pregnancy
Student who is a parent
Achievement demotivation Drop-Outs
Repeating school year Documented internal rules and guidelines,
Failure t demi co-operation and constant communication
o artuire 10 pass acacemic year with parents, social services and police,
Domestic violence Psychological disorders crisis and business continuity planning,
Physical injuries and disorders special arrangements for students with
Violent behaviour External problems.
. X
Missing school and dropouts
Serious ilnesses and health
issues Missing school and dropouts
Suicide Student suicide
Employee suicide
Suicide on school's premises
Behaviour of parents Violent behaviour of parents
Unsupportive behaviour of
parents
Cultural Cultural differences Culture specific traditions Documented internal procedures and
Misbehaviour due to culture controls, internal behaviour and safety rules,
External supervision of students, communication and

Bullying and mobbing

posting of guidelines for students and
employees.
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APPENDIX 5: BUSINESS CONTINUITY PLAN

Table 8.1 Example of Business Continuity and Resiliency Plan (developed by author based

on theoretical research results)

Scenario

Actions

Key contact Phone numbers
people

Extreme risk scenario

Description of relevant

actions

List of names of the main decision-
makers and responsible people for each
scenario and their phone numbers

Fire

Floods

Terrorist attack

Extreme weather

Cyber attack

SHREI RSN

Cyber attack, IT
downtimes

War

Pandemic/epidemic

©|o N

Civil strikes

. Lack of

communication
channels due to
national threat or
military attack




APPENDIX 6: EMPIRICAL RESEARCH SURVEY 1

Risk Management in the Sector of Education

Scientific Research Survey 1
Terms used in the survey:
Risk - the probability of suffering a loss from an adverse event.

Risk management - a set of technical, organizational, legal methods and measures aimed at

reducing the probability and consequences of adverse events.

Incident - an event that can cause losses, system or process outages, disruptions,

emergencies, crises or disasters.

1. What is your connection with the sector of education?
a. Head or deputy head of an educational institution
b. Teacher / lecturer in an educational institution
c. Nanny, teacher’s assistant or learning support function
d. Employee of an educational institution
e. The child's parent

f. Other (please specify)

2. To which type of educational institution do you have a relation?
a. Pre-school educational institution (kindergarten)
b. School (Primary or Secondary school from 1st grade)
c. College, gymnasium or high school (7th or 10th grade)
d. University, Technical school, Vocational education

e. University
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f. Other (please specify)

3. On the scale from 0 to 6 please rate the effectiveness of risk management in your
educational institution? (0 — very poor, 6— very strong, e.g., risk management tools are commonly

used, such as risk assessments, incident reporting, etc.)

4. Who do you think is responsible for risks and risk management in educational institutions?

5. Is it common in the educational institution, to which you belong to, to register incidents in

the internal register?

a. Yes
b. No
c. | do not know

d. Other:

6. Please rate the risks below by significance for your organisation using the following scale:

Risk importance Risk management effectiveness

1 Risk is not at all significant 1 Risk is not managed at all

2 Risks is neutral 2 Risk is very poorly managed

3 Risk is slightly significant 3 Risk is managed as much as possible

4 Risk is very significant 4 Risk is well managed

5 Risk is critical 5 Risk is managed to the highest standards
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Nr. Risk description Importance  Management
effectiveness

1 Lack of qualified teaching staff

2 Lack of staff motivation

3 Weak internal risk culture

4 Overloading of employees

5 Lack of effective planning causing losses in terms of time
andmoney

6 Insufficient pool of applicants

7 Inadequate level of quality of education provided

8 Lack of documented internal processes

9 Inability to meet modern requirements in teaching
andapplication of technologies

10 Information Security risk for limited accessibility information

11  Privacy risk

12 Cyber security risk

13  Lack of sufficient funding

14 Insufficient information exchange and accessibility

15 Changes in the market and external environment

16  Increase of cost for educational services

17  Inadequate strategic decision making

18 Ineffective budget allocation

19  Dependency of external vendors; vendor unethical behaviour;
vendor delivery failure

20  Corruption

21  Viloence and bullying inside the organisation

22 Parent unethical/incompliant behaviour

23 Poor internal health and safety management

24 Inability to meet employment law requirements, poor work
environment

25 Dependency on technology

26  Inappropriate educational programmes not meeting regulatory
requirements

27 Termination of accreditation for existing education
programmes in the nearest future

28  Closure of educational institution for any reason

29 Catastrophe risk (fire, explosion, building structure damages
and collapses, floods, etc.)

30  Unethical behaviour, incl. theft, of employees, incl. teaching
staff

31 Change of legislation

32  Changes of political governance

Other risks (please list):
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7. What in your opinion is needed to better manage risks in the sector of education?

8. Does your educational institution use insurance services? (If known)
If yes, what does it include? In percentage terms, how much budget share is allocated to

insurance? (If known)
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APPENDIX 7: EMPIRICAL RESEARCH SURVEY 2

Risk Management in the Sector of Education

Scientific Research Survey 2

Additional questions about risk management in the educational institutions.

1. Do you think it is important to manage risks and develop risk management programmes for

educational institutions?

2. “According to the survey, the most critical risks in the education sector in Latvia are:
1. Employee overload (average 4 points out of 5)
2. Insufficient funding (average 3.8 points out of 5)
3. Lack of employee motivation (average 3.5 points out of 5)
4. Lack of qualified staff (average 3.5 points out of 5)
5. Wrong strategic decision making (average 3.5 points out of 5)

6. Changes in the political environment/legislation (average 3.4 points out of 5)

In your opinion, what are the consequences of each of these risks or can they cause? (e.g., financial

terms, reputation, etc.)”
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3. How the above-mentioned consequences of the most topical risks could be reduced or

eliminated, in your opinion? How the above risks can be most effectively managed?

4. Please indicate what is your connection with the education sector?

a. Head or deputy head of an educational institution

b. Teacher / lecturer in an educational institution

c. Nanny or learning support function performing employee
d. Employee of an educational institution

e. Parent of the child

f. Interest education

g. Other

5. Please indicate which type of educational institution you represent?

a. Preschool educational institution (kindergarten)

b. School (Primary, Primary or Secondary School from 1st grade)
c. College, gymnasium or high school (7th or 10th grade)

d. University, Technical school, Vocational education

e. Education of interests

f.  University

g. Other
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