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Information systems and legal activities which record the most important objects under the
authority of the state are called registers of state importance. A megasystem is the consolida-
tion of barious registers of state importance, and the megasystem operates on the basis of le-
gal acts which govern individual registers and communications among theim. Reqmrements
for the megasystem and its individual registers define data structures, data exchange formats,

mmformation accessibility, data quality, security and other aspects. This article analyzes prob-

lems which have arisen in the creation and organization of the megasystem.

CHARAGTEREZAHBH OF THE
PRESENT SYSTEM! 3
Latv1a, like the other Baltic states, hases-

ablished registers which provide for the

~ecording of the more important objects which
are governed by the state — natural persons
the Population Register), legal persons (the
f:nterprise Register), real estate (the Real
istate Register), movables (the Movable

perty Register), and payment of taxes (the

ayers Register). The condition of these -

ery important state information systems, ac-
rding to a conclusion by an expert commis-
E:;i‘? July 1997, is not good. There is legal
er, a failure of the various institutions to
ooperate, ‘insufficient veracity of data, and
r'documentation in the systems.
There is an increasing demand for credi-
le information about the main objects of the
te, and that has led to the current reorga-
ation of the situation. An Informatics
epartment has been established under the
pices of the Ministry of Transportation,
among its duties is management of the
Zvelopment of the computer sector in
itvia. Afirst draft of a national informatics
am has been elaborated, umbrella le-

ation for the sector has been drafted, and -

acrete proposals have been made concern-

the integration of individual registers in- |

megasystem.
' PLAN FOR ESTABLISHING THE
GASYSTEM

order to establish the megasysbem, the B2

sting system must first be investigated —

!r: IT Review  #8

the data which the information systems store,

the structure of the data, the source of the da-*

ta, demand for the data; the speed at which
data are processed, and the procedures foren-
tering, controlling and processing data. The
existing condition must be analyzed with the
goal of finding an optimal distribution for the
data among the various information systems,
of improving the data model with rew objects
and attributes, of formulating those data pro-
.cessing procedures which are currently lack-
ing, and of restructuring the way in which da-

ta are controlled so as to improve their vera- |

city. 'Iheresu.lto"t.heanalymsmust.beapm— :

posal concerning all necessary changes.in le-

gislation, as well as changes in the existing in-

formation systems Implementation of the
proposal will be the next step, and the source

- of financing might be investments.
After the establishment of the first part of |

the megasystem, during the course of which
the operations of the primary i.rﬁ"or_n"tation
systems would be brought into order, the con-
solidation of other information systems

_around the megasystem could be continued

asa second phase of work,

THE EBNSTENH'IBE\E OF THE
MEGASYSTEM

The megasystem consists of three parts:

* Asection on laws, s‘randards and recom-
mendations;

» The lndmdual information systems of |
state importance and the data therein;

* An informational section, or a register of i

registers.

. In the section on laws, standards and re-

commendations, there must be a statement of

' the requirements which the state makes vis-

a-vis its information systems of state impor-
tance: :

* The content and structure of informa-

-tion stored in registers;

* The distribution of information among
reglsters .
P‘mcédures and formats for exchange of
information among registers; :
* Availability of information to end users;
*Guarantees of data quality and oontml
procedures;

* Recommended specification languages,
tools, operating systems and data base ma-
nagement systems;

e Information security requirements and

other requirements.

The megasystem must consist of various
primary information systems of state impor-
tance and the data in them. Existing infor-
mation systems must be reorganized to a
greater or lesser extent in the coniext of es-
tablishing the megasystem. Also needed is a
universal search mechanism which would al-
low any interested party to find the necessary
information from all registers, irrespective of
the register in which the information is
stored. Of course, this process would be go-
verned by access rights and the confidentiality
level of the information that is being sought.

Information in the register of registers
would concern the various registers (general
information, data models, information
sources, data processing procedures, etc.), as
well as the objects in the registers (natural
and legal persons, real estate, movables, etc.).
The register of registers would contain a
mechanisms for analysis of the use of objects
in the various information systems.

Conclusions
In establishing and utilizing the megasys-

| tem, the state would obtain many advan-

tages:

= The right of individuals to information -
would be implemented (an “information
kaosk™);

* Laws about the functioning of each in-
formation systerm would be put in place;

* Data sources and responsibility for the
veracity of data would be specified:

* Duplication of information collection

“and entry among the registers would be

averted;
* Data quality would be improved;
* Documentation of registers would be
improved. Q
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The Concept of Setting Up a
| _Communlcatlons Server |

Mr. Guntis Arnicans, Dr. Janis Bicevskis, Mr. Girts Karnitis, Faculty of Physics and _
Mathematics, Univer_sity of Latvia

' A communications server is a set of software and computer equipment .
__that allows a wide range of users, both domestically and internationally, -
‘to receive information from a variety of sources (government registers,
‘data bases, information systems) through a single contact point. A com-
munications server identifies users, authorizes the use of the respective
data, fulfills a request that involves several information sources, and eval-
‘uates the cost of the process so that the appropriate financial transaction
"can be made. A communications server allows users to learn where
- information is being stored and what kind of information it is, as well as
to request and to receive information from various registers without any
need for in-depth knowledge about the technical aspects of its storage.
_The need to establish a communications server became evident when the
governments of the Baltic States were setting up their joint data trans- .
mission network. In order to allow institutions in one country to obtain
“information about objects registered in another (enterprises, persons,
- motor vehicles, etc.), it is useful to receive the necessary data from a sin-
- gle information source, without having to study the data base structures
_of the other country. The use of the communications server, as has been
seen through the elaboration of an integrated state significance informa-
tion systems project, is also of significance within one country, because it
provides a universal resource for mformat:on exchange among various .
information systems. .

A communications server.is a set of software and computer equipment that allows a wide range of
users (both in Latvia and in other countries) to receive information from a variety of sources (government
registers, data bases, information systems) through a single contact point. A communications server iden-
tifies users, authorizes the use of the respective data, fulfills a request that involves several information
sources, and evaluates the cost of the process so that the appropriate financial transaction can be made.
A communications server allows users to learn where information is being stored and what kind of infor-
nation it is, as well as to request and to receive information from various reglsters without any need for
n-depth. knowledge about the technical aspects of its storage. : '

The need 1o establish a communications server became apparent when the governments of the Baltic--
states were setting up. thel_r joint data transmission network. In order to allow institutions in one country
0 obtain information about objects registered in another (enterprises, persons, motor vehicles, etc.), it is
iseful to receive the necessary data from a single information source, without having to study the data
yase structures of the other country. The use of the communications server, as has been seen through the

laboration of an integrated state significance information systems project, is also of significance within
ne country, because it prowdes a universal resource for information exchange among various informa-

|0n systems

’ROBLEM IDENTIFICATION

The need to establish a communications server was noted in the national program “Informatics” {1 and
|, as well as during the élaboration of two major projects — the Baltic States Government Data
ransmission Network (hereafter in the text — the Network) {3 and 4] and the Integrated State Significance
iformation System (hereafter — the Megasystem) [5]. The goal in establishing the network is to provide
indamental improvements in the exchange of telecommunications and data among the administrative

3 Baltic IT&T ‘99, Riga April 28-30
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“institutions of the Baltic States. During the first phase of the project (1998 and 1999), universal solution
is being set up to provide for the exchange of data among Latvia’s Company Register, Motor Vehicles
Register and Lost Motor Vehicles Register, as well as between these registers and the related internation-
al information structures. So far this has involved three concrete activities: . '

1) Accession of the Latvian Company Register to the European Business Register (EBR);

2) Cooperation between the Motor Vehicles Register and the related European-level structure EuCaris,

as well as the establishment of a motor vehicles insurance system in Latvia (the so-called “green cards”);

3) Improvements to the system whereby lost and stolen motor vehicles are registered in Latvia, includ-

ing a connection to the international data bases of Interpol in this area.

- During the second phase of this project, between 2000 and 2002, more work will be done to include
 Latvian registers into the Network and to integrate them into international information structures. .In the
second phase, the plan is to place the Population Register, the Lost Persons Register, the Lost Personal
Documents Register, the Educational Documents Data Base, the Visas Data Base, the State Statistics
Information System, the Consular Information System, the Health Care Information System and the
Narcotics Information System on the Network. :

In a situation where information from.various sources is available on the Network, but users have no
‘knowledge about the technical details of storing that information, there is an obvious need for a univer-
-sal solution, and that is where the communications server comes in. The main requirement for a com-
munications server is that it must allow users to formulate their information requests in a simple way and
to receive responses to those requests without having to understand the technical aspects of the process.
Users are not, after all, informatics specialists; they are employees of other administrative structures of the
state; and there is no reason to think that they know anything about the way in which data objects are
distributed among the registers of another country. We can expect both standardized and wholly unpre-
dictable requests in this process. In terms of the urgency of requests, we can expect demands for on-line -
responses that require rapid response, as well as requests for off-line responses that can take hours or even
days to fulfill. ‘Needless to say, in setting up the commumcatrons system we must-provide for all aspects
of information confidentiality and user authorization. -

The setting up of the communications system is important not only in the context of the Network, but
also in the context of the Megasystem, which is a-universal resource for the exchange of information

.among various information systems within a single country.

THE CONCEPT OF THE SOLUTION

~ The communications server, which is illustrated in Figure 1, is an Internet resource point. Users of the
“server can access it via various protocols — HTTP, CORBA, DCOM SMTP (E-mail) and FTP. The server pro-
- vides users with an opportunity to find out where .information is stored and what kind of information is
available, and then to request and receive information from various registers without studying their struc- -
ture. Because users may have access to sensitive information, users are identified W|th certificates, and all
data transmissions are coded. :

Users.who wish to have access to sensitive information before work with the system is begun. must.__-
recewe a cemflcate that corrésponds to the X.509 standard.  The certificate must issued for a-specific peri-
od of time (usually one year) by a specialized institution (presumably in Latvia this would occur under the
supervision of the Constitutional Defense Bureau). Certificates of this kind contain information that iden-
tifies the user, and they are virtually impossible to forge. The certificates are used to code data and to
identify the user. Latvia's communications server will use a standard coding protocol such as SSL.”

A user of the communications server sends information requests to it and receives responses from it.
This can happen both on-line (HTTP, CORBA, DCOM) and off-line (HTTP, E-mail, FTP).

~ In the on-line regime, work with the communications server is based on the following structure: ‘At the

- beginning of the process the user is identified. This means that the user sends his or her certificate to the -
~ communications server, which reviews.it and specifies the user's rights. If the user does not have a cer- -

tificate, then he or she can access the communications server as a guest and receive a limited amount of
information from it. Next the user requests information. The communications server once again identi-
fies the user and, on the basis of the level of the user’s authorization, makes the appropriate requests to
the data registers, sending the response to the user when it is received. The register receives not only the
information request from the communications server, but also the user’s certificate, which means that the_
Baltic IT&T ‘99, Riga April 28-30 49
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register itself can identify the user and the user’s level of authorization. The result of th|5 is that the reg-
\' ister provides only that information to the communlcatlons server for WhICh the user is cleared.

: : =
/”L_ < [ ]
| ':;:-—R_E_GI_SERS " USER APPLICATION
" (APPLICATIONS) ARSI BEEHEER. RIS |
_M;EJfTABASE_S,WWW
. J - -—'-—.— o . ="
I
l
) _ '
REQUEST _ Je—————— REQUEST -
P ... .| communicaTIONs | . e
NFORMATION ———————= \ - INFORMATION —
KIEGHMEAR : SERVER
- a | o USER AND SERVER
I« . LI ~ - VERIFICATION
| USER 1. _
_ : : S SN SERVER
EETICRT . ' 1 VERIFICATION
! ' |' CERTIFICATE SERVER, |
i S | DIRECTORY SERVER

Figure 1. The dperétfonal structure of the communications server

|_ In an off-line regime, the user requests information via HTTP, E-mail or FTP. During periods of time
when it is less busy (usually at night), the communications server processes the request - identifies and ver-" -
ifies the user and then requests the respective information from the information registers. The response
Is sent to the user via E-mail, or it is stored until the user asks for it on-line.

The main advantage of an on-line regime in this process is that information can be obtained |mmed|-
ately when the need arises. This system can be used in cases when the speed at which a response is
received.is of importance, either from the point of view of the system (e.g., at border control facilities), or
rom the point of view of the operation (e.g., an application. in which the registration-number of an auto-
mobile is entered and information. is received about the automobile from the Road Traffic Safety
Department so that it need not be entered a second time). :
The advantage of the off-line regime is that registers can even out the volume of work that is required,
Jiven that at night there should be relative few on-line requests for mformatlon Off-line requests can also
e sent in by users who have dial-up Internet connections, thus reducing costs. It is advisable to make off-
Ine requests less expensive than on-line ones so that users are motivated to use the off-line system.

"HE FUNCTIONS OF THE COIV'IMUNICATI'ONS SERVER

- We can specify five main functions for a communlcatlons server:
- - » User identification
o Authorization with respect to the use of mformatlon
* Management of user rights
« Fulfillment of requests that involve several 1nf0rmat|on sources
» Evaluation of the costs of each request for billing purposes

o . . -~ Baltic [T&T '99, Riga April 28-30
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USER IDENTIFICATION IN A COMMUNICATIONS SERVER

As was noted before, user identification involves X.509-standard certificates.

the certificate mechanism is operational, a communications system needs both a certificate server and a
directory server. The former is a server that belongs to the certifying organization, generating and main-
taining electronic certificates — both server certificates (issued to the server) and client certificates (issued
to the user). The latter is a server in which the public keys of the certificates are stored, along with infor-
mation about certificates that have been issued ~ when a certificate has been issued, to whom it was
issued, and whether the certificate is valid or has been revoked. '
_ The directory server is available to any mterested party. For example if a WWW server has been issued
" a certificate, any WWW user:can:ascertain that the server is secure.” If a WWW client has been issued a
certificate, in turn, the WWW server can ascertain that the client is authorized to work with the server.
Both the client and the server can check the valldlty of the submitted certificates by lookmg them up in
the directory server.

Work with certificates in WWW applications involves SSL (Secure Socket Layer) technologies, which are
supported by most WWW servers, as well as the main WWW browsers — Netscape Navigator and Microsoft
lnternet Explorer. SSL technologies provide the following components of secure communications:

1) WWW server approval: A user can ascertain the fact that the WWW server is secure and that it can
be entrusted with confidential information;

2) The privacy of information: The entire information flow betweeri the dlient and the server is coded,
using a unique session key. The session key is coded by the server with the client’s public key in order to’
send the respective information to the client in a secure way, Each session key is used in only one session,
which makes it difficult to decode the information without authorization. The information, in other words,

_cannot be viewed by unauthorized persons, even if it is intercepted on its way between the server and the
client. : '
. 3) The integrity of the lnformatlon Both the server and the client calculate the control code on the

basis of the content of the information, and if the information has been changed en route, the codes do
not match. This means that the receiver of the information sees precisely the same rnformatlon that was

sent by the sender.
Secure data exchange between the WWW server and the client occurs in the following way when SSL

" technologies are used:
1) The client sends a request for data exchange to the WWW server;

2) The server in response sends its certificate to the client, asking for the client’s certificate if appro-

In order to ensure that

priate;
3) The client checks the valrdlty of the server certificate through the digital signature of the certlflcate

server, sending the client’s own certificate to the server if necessary;
4) When the authorization process is complete, the client sends the session key to the server, coding

it with the public key of the server;
5) Both the server and the client know the session key, and further data flow between the server and

the client during the respective session is coded with the session key.

_ The certificates of the server and the client are exchanged quickly and without any involvement by the -
user. The same is true with respect to an exchange of certificates among other applications.

" When information is requested from the communications server (through the WWW or otherwise), the

process occurs in the following way:
1) The user is identified through the aforementloned protocol and the communications server checks

the user in the directory server.

2) The communications server has.a data base which records user rights, and the server uses this data
base to specify the authorization level of the specific user. In carrying out the user’s request, the com--
munications server checks the user's rights in its own data base and, if the necessary leve of authorlzatlon
is. there, then the request is sent along to the concrete register.

3) ‘The register is also sent identification data about the user who has requested the lnformatlon

4) The software in the register checks the information in the directory server and authorizes the user,

5) According to the level of the user's authorization, either the request is carried out and the result is

returned to the communications, server, or the communications server is told that the user does not have

the right to carry out the request.

Baltic [T&T ‘99, Riga April 28-30 51
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- 6) The communications server returns the result to the user.
A user can also request information from the register directly, without passing thr0ugh the communi-

' catlons server. In that case the operational mechanism is similar:

1) When the information is requested from the register, the user must supply |dent|fy:ng mformatlon
(a certificate). _

2) The software in the register checks the information in the directory server and authorizes the user.

3) On the basis of the user's authorization and the level of his or her access rights, either the reguiest
is fulfilled and the result is sent back to the user, or the user is sent information saymg that he or she does
not have the right to receive the data.
~ This mechanism ensures that there is no need for the user to reintroduce identification each time a3 new
request i$ made. In each session, the user is identified on the first occasion ‘that a request is made with
respect to a confidential data source, and in later requests the information is sent on to all of the respec-
tive information sources. Another advantage of the mechanism is that there is a centralized method for
distributing user rights, as well as a unified policy with respect to this. It's also true that the user's rights
-do not change depending on the way in which he or she accesses the information — via the WWW, via a

-different application, or through some other method.

MANAGEMENT OF USER RIGHTS

The rights of users can be divided into several categories:
. The right to obtain information about what is stored in a concrete reglster — provided that the infor-

matlon is publicly available;
» The right to obtain mformatlon about one entry in one table in one register, based on the unique

identifier of that particular entry, 2
e The nght to obtain a list of data from one table in one register, selected.on the basrs of specn‘uc cri-

terig;

- e The right to obta:n a list of data from severau' tabies ina single register (Whether the link exists or ‘not); |
« The right to obtain information from several tables in one register that are linked through a specific

relation, the data being chosen on the basis of specific criteria;
e The right to obtain mformatlon about one object from several registers on the basis of the primary

key of the object;
.* The right to obtain information about the existence of a link among specific objects from various reg-

isters
* The right to obtain a list of data that are selected on the basis of criteria entered by the user, the data
coming from several tables in several registers that are mutually linked.

* The obtaining of information can be differentiated at four levels:

* A response as to whether the requested information has been found or has not been found;

* A response as to how many entries have been found;

e The primary keys of objects;

» The data that is being requested.

_Each of these levels provides a different volume of information, and there are instances when the jump .

between proximate levels is quantitative, while in other instances it is qualltaUve We could consider four

different requests here: '
“Does individual X own an automoblie?"

“How many automobiles does individual X own?"

_"What automobiles does individual X own?"”

"Does individual X own automobile Y?”

- The management of user rights is intentionally divided up so that it occurs in several places. The com-
TMunications server has its-own.user management module, in which it stores information about the right
>f users to make various kinds of complex.requests. Information about the right of a user to receive data
rom a specn‘:c register is stored either in the communications server or in a concrete register. The place -
vhere information about user rights is stored i is harmonized between the communications server and the
egister. Because it is expected that before a register issues information, it will want to check the user’s
ights to use the information, then information about the user’s rights with respect 10 a specific register
w!l usually be stored in' that register. From the perspectwe of centralized management, it would be bet-

2 Baltic [T&T ‘99, Riga April 28-30
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ter if information about user rights with respect to all registers were stored in the communications server.
For various organizational reasons, unfortunately, this is either impossible on only partly possible.
Information about user rights is stored both in the communications server and in the registers themselves.

The-communications server is designed to work with both of these options, as well as with a combi-
nation of them, and the following scheme emerges:

* The communications server checks the right of the user to make a request in the first piace as well
as the right of the user to seek out'a link between objects in various registers;

» The communications server checks whether the user rights with respect to the concrete reglster are

stored'in the communications server or the register;
e If the rights are stored in the communications server, theri it checks the nghts before it sends the:

request to the register; :
« |f the information is stored in the register, then the register checks the user rlghts before it fulfills the

request;

« If the rights are not stored in the register, then the register can, if necessary, receive |nformat|on about
the rights from the communications server in order to be able to check the rights of the respective indi-
‘vidual to make the request.

Because it is possible for users to connect to the registers not only via the communications server, but
also directly from an application, and because it should be true that in both instances the user has the
same authorization to obtain information, then the check of whether a user has the right to obtain infor-
mation from a specific register should occur not in the communications server, but in the register itself.

INFORMATION REQUESTS AND THE OBTAINING AND DEPICTION OF
INFORMATION -

. The basic mission of the communications server is to prowde users W|th access to various information

~ sources so that they can obtain data from them. Let us take a look at the problems that arise in this
process, devoting particular attention to the submission of requests and the obtaining of responses, and
leaving aside the issue of user authorization, control over data access, registration of who has asked for
information and what information has been requested, billing issues and such matters.

INFORMATION SOURCES

An information source or resource facility can bé any information system or data base from any organ-
ization. There are administrative regulations concerning the organizations, information systems and data
bases that are included in the communications server’s network of services. - :

Over the course of time, the number of information sources can-reach into the tens or even hundreds
- of sources. In Latvia alone there are already several dozen government registers, and their number may
increase. Communications servers should also provide access to certain foreign information sources, as
well as to the data bases of various other organizations in Latvia; these, too, could be included in the range
of services provided by the communications server.

The communications server itself-does not have an information sources. Each information source IS-___
prrman!y meant to carry out concrete and specific functions inside the respective organization Information-
systems and data bases that are used in an organization are chosen, designed and optimized specifically .
for the needs of the respective organization. They may not be aimed at providing information to other
entities, but if such an opportunity is intended, then it can be very specific, and many limitations can be
applied to it. This means that the communications server must adapt to the information sources, and not -
vice-versa. Of course some information sources can upgrade their information systems and optimize their
data exchange procedures in order to meet the communications server’s requirements.

~ Information sources that are part of the communications server’s network can differ in terms of signif-
icance and volume, The. rmore significant a data base, the better must be cooperation with it. The size of
data bases must also be taken into account, because it has much to do with the respective data process-
ing mechanisms. -

Another key issue is the quality and stability of information sources. Information systems can involve a
wide variety of technologies, and they are of varying ages. Depending on the resources that have been
invested, some are of a higher quality and some - of a lower quality. Of course, it is easier to make con-
tact with a high-quality information system and data base that have been designed with modern tech-
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nologies than with systems that are old and of a lower quality level. A communications server must cer-
tainly be ready to deal with information sources that are unstable, that make errors and that in some
instances are not even accessible. _

- Information systems can be designed with various systems, they may have various data bases and their
use may involve various operating systems and computer technologies. A communications server must be
prepared to handle these problems, although this is no longer the worst p055|ble difficulty, given that

- Information can be stored in a wide variety of formats — that is the next issue. The most popular
method for data storage is:still relation data bases. Object-oriented data bases, static WEB pages and
dynamic WEB pages that are generated from an internal format are becoming rapidly more influential. We
must not, however, forget other.information storage methods such as files of many different structures.

A concrete information unit and a logical group of information units can be doubled, stored in various
formats, coded in various ways and stored in such a way that some of the information is kept secret.
informatlon can be contradictory either within a single information system or among various information

_sources. This means that in the future the field of communications servers will have to involve various Iaws

and data processing algorithms that are based on the technologies or artificial intelligence. .

- All of-these aspects serve to demonstrate how serious is the issue of various information sources being

highly varied. It should also be added that this heterogeneity exists among more than just information
sources: The same situation can exist within a single register or a single organization.
It must also be remembered that each information source exists fairly independently. It can be updat-
ed, changed or liquidated, it can be created anew, its operations can be suspended for a while, or it can
be withdrawn from ‘cooperation with a communications server. This means that a communications serv-
er must exist in an environment that is not only highly varied, but also is extremely changeable.

USERS

‘For our purposes, we will say that a communlcat:ons server user is any subject that wishes to obtain a

service from the server. _ _
Users are usually differentiated on the basis of their level of authorization to obtain specific information

- from specific information sources. These rights are regulated by law and by other normative acts, and they
are managed by a specific user management bloc within the communications server.

Frqrﬁ the perspective of the communications server, another very important user classification is based
on a different aspect — the way in which the user requests information and the way in which the user

_receives a response. A communications server should be operated on the basis of the principle that it is

f[here for the convenience of users, not vice-versa. This.principle means that the server must be ready to
receive information requests of a great many varieties and forms, and it must be ready, every time, to pro-
vide a response that is convenient for the user in terms of its type and form.

REQUESTS AND RESPONSES

A communications server must be ready to accept mformatson requests that are stated in various ways
and forms. ‘The main operational regime for communications servers is an on-line connection, but this can -
involve a dedicated line to the communications server, dial-up access to the server, or a connection
through informational networks (the Internet, the Latvian State Significance Data Transmission Network _
(VNDPT), or the networks of other national, global or organizational networks). We must also remember
other ways to submit a request — E-mail, a request submitted on an electronic information carrier such as
a diskette, a written request submitted on paper, or even an oral request.

Responses to various requests can be prepared in the same format as the original request It should be
added, however, that the user must have the right to select the method of response, irrespective of the
way in which the request was submitted. Limitations on the ways in which requests'and responses are
formatted can be specified by administrative regulations, but in. terms of technologies, a commumcatrons .
server must be prepared for all kinds of -cooperation methods.

The forms of requests and responses can be highly varied. The most popular cooperation form is prob-
ably a WEB page, both for requests and for responses. This form of cooperation can be highly varied, and
this is underpinned by existing WEB-type-apptications.—Fhe use of special procedures and functions may

also be |mp0rtant when the proce;iure ztseif has’ parameters {that specify the request and its result (i.e., the

e —
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response to the desired request as specified by the parameters) Cooperatron can also occur in the fol-
lowing forms: _

1) Special applications that can work with the communications server;

2) Active objects that can work with the communications server and can be used in the client’s appli-
cations; _
3) Files with requests that are recorded ina speaflc format or response flles in a specific format;

4) A group of files (including even data bases) for the requests and the responses;

5) Paper documents in an agreed format for requests and responses; '

6) E-mail, which can be seen as a modification of |tems 3, 4 and 5 on this list,

It is commonly held that requests from a User can come in a dialogue regime from a human user and
in an automated regime where the user is an application on the user’s computer. :
: There must also be plans to work in a synchronous regime (request-wait-response) and in an asyn-

chronous regime (request-processing over a specific period of time-report to the user about the availabil-
ity of a result-response), because this ensures more efficient work for the user and the communications
server alike, especially when it comes to processing large and complex requests. -

in work with the user thought must also be given to such aspects as the various levels of preparedness
among users, the language of communication, the respective text coding formats, the abilities of the user’s
computer equipment, operating systems and applications, and limitations in all of these things.

In other words, the main mission and, at the same time, the main problem that a communications serv- .
er must handle is the way in which many different kinds of requests can be handled, submitting processed
information_from various information sources that sometimes are not compatible and submrttlng a result

to the user in the desired type and form.

INFORMATION ABOUT INFORMATION

~ As the number of information sources available through the commumcatlons server increases, an over—
“abundance of information can quickly occur — one in which even the administrators of the communica-

- tions server can get lost. It is necessary to classify all of the information-sources and the information that
is contained therein, keeping firmly in mind that information sources can change.

-Communications servers must have data source repositories that contain formal descriptions of the
sources, their properties, the data that are contained within them and the properties of the data. These
repositories must be very flexible, it must be able to change them easily and quickly so that changes in the
surrounding environment can be monitored. If there is to be a proper reaction to user requests, other
parts of the communications system must be able to adapt to changes in the repository in a dynamic way..

The repository is not, however, meant only for internal use in the communications server. The user,
~too, must know where and what he can receive (of course, within the limitations of the user’s authoriza-

tion). This means that the communications server must also, so to speak, provide information about infor--
mation. Using forms and terms that the user can understand, the server must describe the information
~ that can be obtained and the ways in which it can be requested. There must also be efforts to link the

various request formulation mechanisms as closely as possible to the repository, thus making eas.'er the
‘work of a user who takes advantage of the communications server’s services only seldom.

Users often don’t care where and how the desired information is stored.. This means that the commu-
nications server must satisfy requests that concern’ information from many different sources. The reposi-
tory, therefore, must also describe the links between the sources, as well as the ways in which various con-
tradictions among the sources can be resolved, data be converted, etc. The repository must be an entity
that makes it possible to consider all of the sources in a communications server to be one, big data base.

THE ABILITIES OF THE COMMUNICATIONS SERVER
A communications server is a dynamic system which must work in a hughly changeabie external envi-.
ronment. A communications server must be much more fiexible and dynamic than a day-to-day system,
because it must work with highly heterogeneous external information systems that keep up with rapid
technological changes. When it comes to technologies, communications servers must be a step ahead of
other systems, because otherwise it may turn out that the commumcatrons server ends up unable to per-

form its functions. .
The goal of this paper is not to describe the internal architecture and ideology of communications
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servers preoser The estabhshment 'of such systems is a very serious process throughout the world these
days, and various solutions are being sought out that are linked to the following technologles

» Distributed Dynamic Systems

- » Distributed and Dynamic Objects

 Dynamic Object-Oriented Programmlng

e Reflection

e Domain Specific Programming Languages

* Artificial Intelligence -
_Many of these technologies are still qwte new, and they are still being developed ~This means that not

'all of them have ready-made tdols that support various properties or functions of the technologies Some -
tools exist, some are at the prototype stage, while some have already become popular among profession-
als (this-is particularly true of prototype tools that are designed at universities and research laboratories in
order to test the latest technologies). In the design of a communications server it is worthwhile to such
modern technologies and research results as the Multllanguage Interpreter [6] and the Database Browser

Generator [7]

EVALUATION OF REQUESTS FOR BILLING PURPOSES

A billing system is part and parcel of the mechanism whereby a communications server fulfills requests
When a specific request is fulfilled, the system not only does what has been requested, but it also auto-
matically calculates the resources that are used in the process. Within the communications server, a price
has been attached to every resource, and it can change on the basis of the volume of information that has
been requested, the time of day when the request is filed, etc. The price of eacn request is caiculated
automatically and stored in a journal that then is used for billing purposes.

A resource is an information request to a register. The price of resources changes on the basis of the
type of the request the complexrfy of the request, the register that is involved, etc. :

USES OF A COMMUNICATIONS SERVER

There are three major ways to use a communications server:
e As an international resource facility that can be used to access mformat:on from Latvian regrsters

~ e As an internal resource facility that can be used to search for mformatlon in registers;
*Asa way of se‘tlng up cooperatlon among various registers.

@ Certificate

: ; L .
Register 1 = -Public server,
& DS'
. LDAP
Register 2 —N public }! [:' Transactlon Authorization
' TV 4 NV server
_ ata L~ Users (people,
) - e OCO - Communica- “ registers)
_ - tions server HTTP
Register 3 Lr\) Transaction DCOM.
| : NV, server E-mail,
J others
" Register 4

————

Figure 2. The structure of cooperation between a communications server and other entities
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The need to access information from Latvian registers via a single contact facility is the main reason for
elaborating the communications server. Of course, this is more than just a trivial solution in which a single
Internet application is designed for connection to other registers via their Internet addresses. This simplified
design does not deal with the main issue — the ability to collect information from various sources (i.e., var-
ious registers) without the user having to hook up to each register separately. The information that a user

‘needs is collected from the various registers by the communications server, and the user himself may be
completely unaware of the technical details of this process. Thus the communications server is needed by
employees of foreign institutions in order to obtain information that is stored in Latvia's registered.

) A second use for the communications server is the fulfillment of domestic information requests in Latvia. The

previously described situation in which users do not want to or are unable to understand the technical details

- of information storage is typical among the personnel of Latvia’s administrative structures. -Of course, given the

* fact that access rights to authorization may vary for foreign users and Latvian users, the’communications server
sets out a unified set of requirements.in this area, and solutions are the same for both groups of users.

The third way of using a communications server is to use it in order to exchange information among
various registers. It is obviously irrational to maintain communications channels and to conduct informa-
. tion exchange individually with each of many reglsters that are mutually linked. It is. much more. rational

to set up a centralized contact faohty the communications server — which is linked to all of the registers
and through which information is exchanged among them. The general process of mformat:on exchange

among registers via a communications server is shown at Figure 2.

This diagram shows four ways in which a register can be connected to a communications server. Every -
register that participates in the data exchange procedure can have its own data base in which those data
~ that are intended for transfer to other registers and for publication can be separated out. The data base

can be maintained by a separate computer or server so that approachés to the public data base do not
hamper work with the basic data base of the register. Data from the basic data base are regularly copied
to the public data base (an automatic replication mechanism). This solution is rational not only from the

' perspective of using communications channels; it also ensures: -

e That the fulfillment of external requests does not hamper the work of the register;

» That there is higher security, i.e., that in the case of unauthorized access, the basic data base is not damaged.

The link between the communications server and the public data base can be implemented on the basis
of various technologies, such as DCOM object calls, MS Transaction servers and Oracle SQL*NET. User
authorizationis provided via a certificate server, a directory server and the Lightweight Directory Access

Protocol (LDAP).
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The Unified Megasystem of Latvian
Registers: Development of a
Communications Server — the First Results
“and Conclusions

' Mr.-. Girts Karnitis, as;istant, Mr. Guntis Arnicans, lecturer, Prof. Janis Bicevskis, Head
" of Department of Computer Science, Faculty of Physics and Mathematics, University

of Latvia

This paper describes a development of Communications Server, the first
realization version and conclusions. A communications server is 'a set of
software and computer equipment that allows a wide range of users
(both in Latvia and in other countries) to receive information from a vari-
ety of sources (government registers, data bases, information systems)
through a single contact point. A communications server identifies users,
authorizes the use of the respective data, fulfills a request that involves
several information sources, and evaluates the cost of the process so that
the appropriate financial transaction can be made. A communications
server allows users to learn where information is being stored and what
kind of information it is, as well as to request and to receive information
from various registers without any need for.in-depth knowledge about
the technical aspects of its storage. - : '

INTRODUCTION

The need to establish a Communications Server became apparent when the governments of the Baltic
States were setting up their joint data transmission network[6]. One of the main tasks is to obtain infor-
mation about objects (enterprises, persons, motor vehicles, etc.) without having to study the data base
structures-in any country. One year ago the concept of Communications Server was defined [1] and prOJ-
ect of Communications Server was started in Latvia. :

Data retrieval from different autonomous sources has become a hot topic during the last years not only
in Latvia but also in all countries or large enterprises. The problem is very complicated and its solution can
takes several years and many high-qualified specialists to solve it [2][3][4]. There was made the choice to
develop Communications Server step by. step in Latvia. Latvia has several dozens of registers and informa-
tion sources (public and with restricted access). To develop all system at once it is too complex due to, for
example, various organizational and technical’ problems. Design and implementation of all functionality for

the Communications Server also takes much time.

CORE OF THE COMMUNICATION SERVER
The main functions for a Communications Server are:

1. User identification _
2. Authorization with respect to the use of information .

3. Management of user rights
4. Fulfillment of requests that involve severai information sources

5. Evaluation of the costs of each request for billing purposes
It is more or less clear how to implement the first three functions, but the largest problems arise to

develop last two functions. The original technology was developed to search and obtain data from various
data sources during the design phase. This technology bases on WEB technologies and Meta models of
data sources[5]. -
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Figure 1. Registers and data objects

For the frrst version of Communications Server was determlned several prlnC|ples or requirements:

“e It is possible define new source in couple days

e It is possible to access any type of data source

e It is easy and quickly create primitive services (wrappers) to search and obtain needed data from

source ' /

It is possible to tie related data from various data sources

e It is easy maintain all system (make changes, add new possibilities, etc.)
e The program code have to be simple and small to reduce the possibility to make mistakes

» Initially data is retrieved only from WWW (from end-user point of view) :

REGISTER OF REGISTERS

The Register of registers is the information system that contains information of other information sys-
tems maintained in Latvia. There is much useful information, such as IS name, content, owner, data model,
relations with data objects in.other information systems, in database of the Register of registers.

The first version of Communications Server widely uses information stored in Register of registers. For
instance, the information searching starts with high level representation of data sources and objects stored

in them. See the Figure 1. )
We can see what data sources are available, what data objects are available from these sources and

what attributes describe each data object. We can start browsing from any data source or data object.

BASIC ADDITIONAL REQUIREMENTS FOR COMMUNICATION SERVER
Various additional aspects and requirements were taken to create first version of Communications Server:
».some data are very sensible (only for authorized and restricted use)

e some data are available for money
~ For these reasons we keep a close attention to security, to log all activities and to accountmg of all
retrieved information to calculate accounts between information providers and consumers.

Security is designed to fulfill requirements determined by law, government and information source
provider. At present for each user are defined: what data objects (register, information from register, etc.)
are accessible, what operations can-be done (searching and retrieving) and what templates of WWW
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Figure 2. Conceptual shema of Communication Server

pages (data retrieving, combining from various registers and presentation) are available.

All user activities are logged in special journals. The system saves not only the type of activity and user
who have done it, but also the request is stored. it is possible to track for any data object (person, for
instance) all history - who asked what and what data objects and its attributes were disprayed_

We can account costs for information consumers if the cost is defined for some information. Since we
are logging any request with details then we can calculate overall accounts for any user and provider.

TECHNICAL SOLUTION

The main task for a Communications Server is to retrieve information from data sources. Let us.see the
rough view to the implementation principles (Figure 2). User asks the Mediator for information. The
Mediator translates requests to set of internal small requests to data sources through wrappers. When the
wrapper returns data, the Mediator forms the information presentation and sends the www page to user.

To retrieve information from data source, we have to create special small programs — data wrappers.
This approach has the following advantages: _

e |t aillows access daté_l source via different protokols and methds — ODBC, OLE DB, SQL*Net, DCOM, etc.

e Data source usually is made to well suit for specific business tasks, it is not primary made for data
access from other system (Communications Server). The access is limited, it is allowed execute some stored
procedures to query data. Wrapper allows us to execute only authorized functions.

. Querying data source via functions allows us to have easy transfer real data from data-source physi-
cal data model to our Foglcaf data model (stored in meta database) that is more understandable for. the

user. .
e If the data source changes we need only correct the appropriate wrappers.
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~ To communicate with user via Internet the special browser is designed that bases on a meta model of
. data sources. The browser takes the information stored in meta model, generate www pages to commu-
nicate with user. We can image browser as Driver and Repository (Figure 3).

Repository is database that stores information about data sources, data objects in sources and relations
between them, functions that allows us query source, screen templates (www page structure) and other
useful information. :

Driver is special program that generate www pages to manage querying at high level and dlsplay infor-
mation. The Driver can analyze relations between data sources and merge together all related information.

Enter search crltersa for data object

Ine:_cac? fKalnf%_ = Zanrah I Er}ter_ search
surname: " - | ————J e criteria of group and
Inexact —— - P - click button
I - "Search” of
appropriate group.
Person .
ldentlty] Search ’ Groups are splitted
No.: e visually with
- horizontal lines and
Vehicle i 1 color :
internal | - Search |
ISN: E '

Figure 4. Search criteria input window
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DATA SEARCHING AND BROWSING SCENARIO

Let us look at smail example how the Communications Server works from end-user point of view. First
step is to choose from which register and which data object information will be quered (Figure 1). Then
- system asks search criteria for the choosen object (Figure 4).

User fills in search criteria and pushes button 'Search’, system searches in approprlate the register for
necessary information and results are showed (Figure 5).

From this screen user can easily get related information from other registers, for example, if user wants
Information about Person from Register of Residents, user needs only to click on “appropriate link and

appropriate information are showed (Figure 6).

CONCLUSIONS AND FURTHER DIRECTIONS
~ The prototype of Communications Server was made in the middle of 1999 [7). 4 registers (with test data)

were connected for testing purposes. 2 of them use Oracle as DBMS and 2 others use Microsoft SQL Server.
The prototype has shown the effectiveness of designed approach. The prototype of the system was much more
powerful, than we expectéd and can be used as the real system. At present additional improvements is made
and the first version of the real system is developed. This version is introduced in real exploitation now.

Future direction of our work is to develop a query processor that can take as input SQL-like query and
return as output the result queried from multiple data source.

Other direction that already is partially developed — to make Communications Server available not only
frorn WWW browsers, but also from custom programs usmg XML to query data and return answers.
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Abstract

This paper describes a development principle and technique for a'simple universal multiple database
browser. The browser operates by getting information from metamodel of data sources and actual data
from legacy data sources, Every ¢lement such as entity, field, relation is mapped to somie comp of
HTML page with appropriate structure and layout. Many templates of information layouts can be creaied
allowing to dynamically change HTML page to acceptable user interface. The wrappers are used to
provide browser with actual data and (o act as mediators between data sources and browser, This
approach aflows to quickly describing new data sources, creating wrappers, making modifications later
and- managing data browsing in a simple unified style. The browser architecture is flexible enough to
incorporate data sources with a variety of data models and query capabilitics by various protocols. It is
possible to select logically tied information from all available legacy data sources.

Keywords: Web-based' information system, distributed information system, metamodels, database
browsing, .

1. Introduction

Data retrieval from different autonomous sources .bas become a hot topic during the last
years. For instance, there are such dala sources as enterprise register, register of pledges, register of
state orders. When some slate institution wants to ordér something from private business, civil
servants are interested to know whether applicants are regiétered_. whether they have pledges and
what is their financial situation. Civil servants need information sysfcm that can collect related
information from different Data S‘ourccs‘(DS) and show iL‘. '

We have found some such systems {2}, [3], [4] that allow to do data querying from different
data sources. All those systems are very complex, with their own query processor, but' without’
universal user end. We decided to make a simple Universal Browser (UB) that acts on DS model
during development of Megasystem and Communication server [51. [6]

Main 1dcas of the UB are described in [1], where the idea of database browsing based on the
ER model is described. Our approach is a modified UB, that can browse myltipie DS, wlnch can be
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made in different technologies and with limited access rights and. possibilities. Access to the DS i_s
made via wrappers. ' S

2. Repository of conceptual data models of data s@urces

Repository is a database that coﬁthiﬂs information about data sources (DS) and the links between

them — the specific ER model. Repository also contains a dcscription of functions that can be
executed by DS. '

2.1 Metamodel of reposit'ofy

.ano Set
Universal _ Entty Relaton [Relation Fiexs
) . ~—o4Entily_Nema [o—oqRolat FK1
B Type Rale2 L—0dFK2
" |Frame Contant 5 : :"":;
po——oqUniversal Cardinalityt -
| |caminaliyz” |-
Rapresentation| Flald List
p—0+
3
. 1
QOutput Function QGutput Field
Nr " bo-otCoding_Function ’ .+ |Fleid_Name_\aibla
Mandatory ’ Coding_Type bo—  o|Flald_Neme_Table
Function ) i “|FleWd_Type
|Data_Typs
.- : |Visllity
ﬁnpm Function Input o N
Nr Coding_Function *
Mandatory | ., |Coding Type

Figurel Memmod:Lof reposhory

Figure { shows an ER model of Umversa.l Browser s (UB) reposnory There are dlffercm parts in
this model that are used for defcmm purposes:

Entities Data Source, Entity, Field, Relation, Relation Field contain DS models and infermation
about entities and relations.

Eatities Function, Input, Input Function, Output, Qutput Function contain information about

functions that query irformation from DS and input and output fields of these functions.
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 Entities Representation and Field List contain information about visual representatjons for each

entity i.e. what fields in what ordex_’ have to be shown. For instance, let us take [ﬁe entity Citizen
that contains information about a person. In short representation fields PK, Name, Surname are
vxslble. but in Jong representation ﬂelds PK, Name, Surpame, Address have to be shown.

¢ Entities mee Set, Frame and Content contmn information about visual representation,

2.2 Congeptual model of data source

DS is areal exisling legacy data source that exposes its data to other systems. Any DS can be made
with different technologies, and expnse its data in different ways, .Any DS has some functions- that
can be’ executed to get information from DS. It is not necessary for the user o know technical
details of DS to get information from it. ’I'he user needs a smple and understandable logical
information representation that is related to the objects from the real world.

For example, information about cars can be siored in many tables. in the real system. We are

interested in conceptual data model, without technical details. It means a car can be represented with
one catity in the conceptual model.

Color: - Car iN Cars Owners | Car Owner
ID ) ISN Car ISN PK
Calor S C4Number 1 Sqowner.PK "|Name

Color 1D Sumame
— Model ID Last Updated
Model . 9 Last Updated
iD : J S— |
Model

Figure 2. Example of physical data model

There can be such techanological fields in the real database, which are necessary- for the real system
functioning, but they are not interesting for user and are not shown in the conceptual model.
There are two types of fields m the conceptual data model of DS:

« * Fields that can be queried \_a‘rith some function,

¢ Fields from which we cannot query information. It means there are no functions where any

of those fields are outputs. Usually these fields are not showed to the user, and they are used
as mput fields for some function. These ﬁelds are also used to link different entities.
Then: are’ links between DS entities, which means that, if you know informalion from one entity,
you can get information from the other entity. There are links between entities, if such functions

exist, which can query information from DS, using as an input information from-other entity. For
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example, if you know some information about the person (especially person’s PK (person code)),
you can query the information about the person's passport. It means there. ils a link from person to
passport. This function returns the passport numbcr a.ud the issue date. On the other hand, if you
know the passport number, you can’t get the passport’s owner PK, because there is no function that

returns this information. It also means that there can't be a link from passport to citizen.

2.3 Logical links between the data sources

Tﬁc:e are entities of different types used to link together information from different DS. These
entities are used as base class of DS entities and do not belong tv; any DS. For i.ném_.ncc, the cﬁtiry
Person with PK is such a base class. This base class has 6111y one field PK. This field is primary key
for _simiiar objects that concern person for most of DS. If you know the PK yﬁu can get the
information related to the person information from the appropriate DS. For instance, Person with

PK links together information from the entities Citizen, Passport, Car and Car Owner (Figure 3).

2.4 An example of repository

Two DS and one base class are given in Figure 3.

————
Car Owner |Person with PK) e " Passporl
3 o o "lPKI [
Name - Ve Passporl Numbaer
Sumama — » lssus Drte
(Car ISN] (Chtizan .
P
Owr L Name ' l .
Beiongs lo Owrs Sumame Hen Chikdeon
| Hos Parends | 30X
Ly Address
— 3 [Child PK] )
|Parant PK]
Hew Chidren ]

Figure 3. Example of conceptual mode! of data sm.uccs
Fields in square brackets are invisible ficlds used for.sca:ch purposes oaly. Solid line with arrows
means if you know information from the entity that is a starting point of the arrow, you can get the
related information from the entity that is at the opposite end of the arrow. Interrupted line shows

the relation between normal entity and base class entiry. The values of arrows are showa in Table 1.
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Table 1. Description of Relations

l End1 Pkl [End2 PK2 [ Relation name
Cltizen PK Citizen Child PK Has Parents
Citizen PK Citizen Parent PK Has Children
Ciﬁur.\ PK Passport. ' PK Has
Citizen PK | Person With PK | PK —
CarOwoer  |PK  [Car Owaer PK | Owas _
CarOwner . | PK | Person Wil PK | PK )

Car 1SN | CarOwser | CarISN Belongs To
Person With PK| PK | Car Owaer FK s

Person With PK PK Car PK Owns
-Person With PK | PK.. [ Passport PK Has
Person Wb PK | PK | Citizen PK T

| Person With PK | PK Cltizen ChildPK | Has Parents
Person With Pk | PK_ | Citizen Parcot PK | Has Children

3. Browsing principles

General idea for dynamic browsing of various data sources is to generate Web pages with
predefined information layout and functionality, get data frbn'; data sources and put them into page.

A web page consists of a set of frames (Frame) — FrameSet. The Fﬁmuct has a prefixed
‘count of Frames, its layout and sizes. We can define as many as we peed different FrameSets to
_organize and displ'ay information for the user. The FrameSet is a view to related data from one or
many data sources. One of the Frames is the main Frame. The information in any 'othcr Frame is
logically connected with data in the main Frame;. The Frames can contain controls to manage the
content in the other Frame, B ) _

The layout of the Frame is defined by rule, leis cﬁll it Content. Theoretically the Content is a
formula or function: Content(frameEntity, filterExpr) where frameEntity is any entity from the
metamodel of data SQ‘UI‘CCS and filterExpr is logical expression that filters data from appropriate data
source. The Content defines: 1) what is the structure a.ud principles of layout, 2) what data from
metamodel and from actual legacy data sources are required to displéy information, 3) what actual
instances of the dcﬁncd entity ar¢ retrieved, 5) what cbntro_ls are uscd to manage the content of the
other Frame or to open-the other FrameSet and 5) what related entities are involved from the same
or any other data source. If we. have various predefined Contents, then we can dynamically apply

any Content to the Frame and get another data presentation for the same frameEntity and filterExpr.
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4, Defining the Content of _Frz_ame

Let us assume 'that Content is (hé function Content(frameEntity, filterExpr). Let us detennine the
means how we caz define Content. We introduce the following data types:

entity - determines the entity from the metamodel,
field - determines the field of the entity from the metamodel,
relation - determines the relation for two entities from the metamodel,

record - determines the actual data from the data source for one fixed instance of the entity,

value - determines the actual data of the field for one fixed instance of the entity,

s'lring - determines the chara.c_ter string,

list - determines the list of elements with any other allowed data type, we denote such types by

the element type followed by postfix “List”,

updateAction - determines the action that updates Frame

) nnv}gateAction - determines the action that navigates browsing to another FrameSet

sObject - determines the HTML. object that contains string to display,

.aObject - determines the HTML object with assigned some action to perform,

fObject - determines the HTML object that is formatted for displaying,
frame - determines the Frame, '
frameSet - determines the FrameSet,

view - determines the list of fields that must be displayed.

- Let us rewrite the Content as a function Content(entity, expr(entity)).

N

Let us introduce several additional functions to work with the metamodel and data sources, and to
format HTML page.

Fuoctions to work with the metamodel:

1.
2.
3.

SourceName(entity) ?string — returns the Source name the entity ﬁelongs to
EntityName(entity) Dstring — retumns the entity name - ‘

RelationList(entity) DrelationList — returns all direct relations from the given entity to another
entity (including itself) from the same data source

MetaRelationList(entity) DrelationList — returns all indirect relations from the given eatity to .
another entity from all available data sources

FieldList(entity, view) -?fieldList — returns the list of all the fields of the entity
RelationName(relation) Dstring — returns the pame (roie) of the relation
FieldName(field) Dstring — returns the name of the field
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8.

RelationEnlity(relatlon) ) Pentity - returns the entity at the opposite end of relation” -

Functions to work with data sources through wrappers:
1. RecordLlsr(enmy, expr(entity)) PrecordList — retumns the list of inslanccs (rccords) of the entity
according to the given filtering expression
2. ValuéList(record, view) évaluelisl — returns the list values of the given entity instance (record)
3. Value(value) Dstring — returns the field value as character string
Functions to work with the list: '
1, List(eleme;lt_l element_2, ..., element_i) -)list_] - returns the list of givein' elements and the
st type list_1 is appropriate to the element type
2. IterateList(n%list_1, function(n%)) Plist_2 — returns the list lisz_2 that bas as elements the
results applying the given function. The funcuon is executed with each pammeter n% that is
taken from the list /isz_! denoted by (hc identifier n% (n is any unique mleger) and Lhc list type
list_2 is appropriate to the function return type
3.

Concatenate(list_1, list_2) -?list_3 — returns the concatenation of two lists with the same .
element type. : . '

Functions to format HTML page:

1.
2,

SO(string) IsObject — creates sObject from the character string

StringListObject(stringList, separatorString) PsObject — creates sObject from the list of
character strings separated by separarorSmng .

Update(frame, entity, expr(entity), content) DupdateAction - activates mformanon updale into
the frame with the gwen entity, filter expression and layout

Clear(frame) PupdateAction - clears the given frame

Navigate(frameSet entit), expr(entity), content) PnavigateAction — navigates to another
FrameSet and update main Frame with thé given eatity, filter expression and layout
Link(sObject, navigateAction, updateActionList) PaObject — converts sObject into aObject and
assign the navigation action and set of update actions to it. Any of action parameters may be
empty. '

AO(sObject) ->a0bject ~ converts sObject into aObject with empty action

FO(aObject) -?fObject - converts aObject into bejecl without any special formating
HorizontalTable(aObjectListList) - fObject — creates fObject from the l‘isl of lists, this frame
object is displayed as table, and internal hsts are placed in rows

10. VemcalTable{aObjeclLtstlxst)-) SfObject - creates fObject from the list of hsts lhxs frame

object is displayed as lable and internal hsts are placed in'columns
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11 LxstBox(aObjeclL:st) 2 fObject — creates l'ObJect from the list, this frame object is dlsplayed as
listbox . .

12, Hon'zonlal(fObjeqlist) 2 fObject ~creates new fObject by arranging the given list horizontally

13. Vertical(fObjectList) > fObject —creates new fObject by arranging the given list venically.

Only frame objects with the type fObject may be displayed in the Web page.

5. Data .w'rappers

Function RecordList must be implemented to gei information from DS. The technology we use is

simple, but effective. UB gets information from DS via Wrappers. This approach has the following
advantageé: )

o It allows to access DS via different protocols and methods - ODBC OLE DB, SQL*Net,
DCOM.

DS usually are made well suited for specific business tasks. DS are not pn'uhry made for data
access from UB The access to DS data usually is limited, it is allowed to execute some’ stored

- procedures to query data. Wrapper allows us to execute onty authorized funcuons

¢ Querying DS via functions allows us to have easy transfer real data from DS physical data
model to logical data model that is more understandable for the user.

Information about functions is stored in the UB meta database: defined input and output fields for
each function. Each input field may be mandétory or optional.

During development of the prototype, we discovered some rules for function implementation
and developing conceptual model of DS.

* First rule - it is desimble to have input and output fields from one entity, It simplifies

" development of DS model and \'vmppers‘.

. Second rule - two approaches pos'sible for mak'uig DS model and functions. One approach is that
we already have functions, and we make conceptual data model of DS using the first rule. In
case DS is a system we maintain and own, it is often possible to make functions according to
concéptual data model of DS. In such a case we make conceptual data mode! of DS at first and
then we make data access functions according to conceptual data model and the first rule It is
hclpful to make two types of functions:
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1. The function gets information identifying the object from DS by some search criteria. For
exainplc, get person’s PK by its name and sumame (might be panial)'. The answer usually is
a list of person’s identifying information according to search criteria,

2. The function gets information about one object from one entity by its identifier. An example
- get all information about the citizen by its PK.

For instance, we have two functions forlthe entity Citizen:
1. Input data — Name, Surname (might be pamél)._Outpm data - PK, Name, Surname (full).
2. Input data - PK. Output data - PK, Name, Surname, Address.
There are also 2 functions to get information about the citizen's parents and child:en-:.
3. Ioput data - Parent PK. Output data — Children PK, Name, Sumame,
» 4; Input data - Child PK. dutput data - Parents PK, Name, Surname.

There is a procedure that implements the function RécordList. This procedure gets the entity and
filter expression as input aﬁd returns data from DS as oﬁtﬁut. In our implementation this proccduré
gets information from the meta database about functions that can bc cxgculed over entity from
which we need infdrinatidn. In our implementation the filter expression is ﬁelds and cofresponding
values for these fields, e.g. PK="123456-111111". There is “brute force” algorithm that finds
functions we can execute e.g. those are functions that have enough input data from the filter

expression to be executed, executes these functions and returns result. There can be, of course, other

implementations.

DS data access via wrappers allows to connect new DS to our system casily and quickly. We
- have to write a new wrapper and add information about new DS to the meta database. With some

experience the writing of wrappers is easy and fast. process, and there is no need to make any
wodification in DS, '

6. Templates for Web page structure and functionality

The design of FrameSet and Frames is based on template principle. With some experience the new
FrameSets and Frames can be developed quickly; The design.has two main steps — FrameSet
structure planning and creating formulas for Frame Contents. We give some templates and ideas

bow the Web pages can be designed. The above given functions are used.
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6.1 Stmple entity instance presentation in table

The first column contains ﬁcld pames and the second - field values

Afentity, record) = Vertical Table(List(Al, A2))

Al = lterateList(1%FieldList(entity, view), AO(SO(FicldName(1%))))
A2 = lterateList(2% ValueList(record; view), AO(SO(Value(2%))))
PK ‘12121211111

Name |Andris
Surname [Kalns

|Sex
|address [Rige, Llepu 1-12, L.V-1000

Figure 4. Example of entity instance presentation

6.2 Entity instance presentation as text

Instance field values are concatenated according to select view.

B(record) = FO(AO(SO(StringListObject(BL, " *)))
B! = lterateList(3% ValueList(record, view), Value(3%))

12121211111 Andris Kalns M Riga, Liepu 1-12, LV-1000

6.3 Entity relations presentation in vertical list

Each relation is r'eprcsemed'as relation name concatenated with entity name at the opposite relation
end.

C(entity) = Vertical(IterateList(4%RelationList(entity), C1))
C1 = Horizoatal(List(C2, FO(AQ(SO(" "'y)), C3))

C2 = FO(AO(SO(RelationName(4%)))).

C3 = FO(AO(SO(EatityName(RelationEntity(4%)))))

Has Passport
Has Parents Citizen
‘Has Children Citizea

Figure 5. Example of relations presentation

6.4 All relation presentatioﬁ in table

The data about.all relations (relation name, entity name and data source) are placed in table with
headings. ’

D{eatity, expr(entity))=Horizontal Table(Concatenate(D1,D2))

D1 = AO(StringListObject(*Relation”, ‘Eatity name", “Data source™))
D2 = lterateList(5% MetaRelationList(entity),List(D3, D4, D5))

D3 = AO(SO(RelationName(5%))) .

D4 = AO(SO(EatityName(RelatonEntity(5%))))

DS = AO(SO(SourceName(RelationEntity(5%))))
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J\chmon ﬁimiry namcntgm source o
s - ICitizen  [egister of Residents

Y}_!as Parentsm rszen [Regs;@er of_l}f;ldenls o
{Has Children|Citizen fRegmer of Residents”
fis |Car Owner [Register of Motor vehioles

{Owns’ lEar " [Register of Mator vehicles

Figure 6. Example of relation presentation

-6.5 An example of FrameSet

Let us look how a FrameSet can be built. Let us assume FrameSet FRS_I with 4 Frames — FR._]
FR_Z, FR_J, FR_4. FR_1 is used to list instances of entity, FR_2 — fo sho“( details of fixed instance
in FR_!, FR_3 - to list all relations to other entities in all data sources, FR_4 - 'to show details of
another related entity instances fér FR_2 or FR_4. See Figure 7.

At first'let us create three presentations or Contents (E, F, G) for viewing entitics. We use
formulas created before in this paper.

Comem formula E() for Framc FR_4 (from FR_4 we can update all Frames in FRS_1)

E(eatity, expr(entity)) = Vertical(E1, E5)

E! = Horizontal(List{FO(E2), FO(AQ(SO(* ")), FO(AO(SO(Somchame(:m]ly))))))
E2 = Link(SO(EntityName(endty)), E3, E4)

EJ = Navigate("FRS_1", entity, expr(endry), ***

E4 = LisyClear("FR_2"), Update("FR_3", endty. expr(entity), “*™), Clear(FR_4))

ES = Vertical(IteateList(6%RecordList(entity, expr(entity)), A(entity, 6%)))

Content formula F() and G() for Frame FR_2 (from FR_2 we can update this frame or update
FR_4)

Featity, expr(entity)) = Vertical(H, FO(AO(SO(* ), E5)

Gfentity, expr(entity)) = Vertical(H, FO(AOQ(SO(** “))), Ventical(ES, G1))

Gl = C(entity), where C3 is substitute with G2 in all places (we have added the action)
G2 = FO(Link(SO(EntityName(RelationEntity(4%))), NULL, G3))

G3 = List(Update("FR_4", RelationEntity(4%), expr(RelationEntity(4%)), “E™))

H -ListBox(Lisy(Link(*Presentation F*, NULL, H1), Link(*Preseantation G™, NULL, H2)))
= Update("FR_2", entity, expr{catity), “F")
H2 Update(“FR_2", entity, expr(cntity), “G")

Content formula 1) for Frame FR_1 (from FR_1 we can update FR_2, FR3, FR_4)

I(entity, expr(entity)) = Vertical(I1, I2)

11 = Horizontal(List(FO(EntityName(entity)), FO(AQ(SO(" ), FO(AO(SO(Sourchamc(cnmy))))))

12 = Horizontal Table(IterateList(7%RecordList,Link(B(7%), NULL, 13))

13. = List(Update("FR_2", entity, expr(entity) and expr(7%), “F"), Bl
Update("FR_3", entity, expr(entity) and expc(7%), **), Clear(FR_4"))

Content formula J() for Frame FR_3 (from FR__3 we can update FR_4)

J{entity, expr(eatity)) = D(cntity, expr(enticy)), where D4 is substitute with J1 in all placé (we have add the action)
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11 = Link(SO(EatiryName(RelationEntity(5%))), NULL, J2)
42 = List(Update("FR_4", RelationEntity(5%), expr(RelationEntity(5%)), “E"))

Cliizen Reglster of Resldents

K hzi2iznai =
&_;;;;;%*;'."._____ et
Sex M ; ¢

{Address [Riga, Liepu 1-12, LV—IUIJDJ'.

Relaion  Enlity name Dainsowee | ]| Car Register of Motor vehiclés

n. Cilizen ~ [Rogster of Residents | | .. oo
Ha Prssport "iegimrofl'.;:idtm _—I_ E‘_'_*_'T.E&ﬂ
Has Pareris Citizsn  Register of Rewidents 1 3| Color_[Biack
Fos Children Citizen  [Register of Renidents | ]| Model_Audi 100-
i Cx Owner [Register of Motor vehiclex | :

Ownt G

Figure 7. Example of WWW pagé

7. Conclusions and future directions

The prototype of the UB is made during developing Megasystem and Communication Server. Four
registers test databases are connected to the UB for testing purposes. Two of them use Oracle as
DBMS, other two use Microsoft SQL Server.

The UB prolotype shows the effectiveness of our approach and is being initiated as first version of
the real system.

There are many aspects that are very important in real life application, but not covered in this article

- security,.user authorization, logging, query cost calculation. All these features are incorporated in
the UB, '

The UB is useful in miany large organizations t_lav'mg many autonomous data sources as a browser
for these systems with integrated view.

Future direction of our work is to develop a query processor that can take as input SQL-like query
and réturn as output the result queried from multiple data sources. Other directions of future work —

to make CS available not only from WWW browsers, but also from custom programs using XML to
‘ query data and return answers.
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Abstract

This paper describes a development principle and technique for a simple universal multiple database
browser. The browser operates by getting information from metamodel of data sources and actual data
from legacy data sources. Every element such as entity, field, and relation is mapped to some ¢omponent
of HTML page with appropriate -structure and layout. Many templates of information layouts can be
created allowing to dynamical changing of HTML page to acceptable user interface. The wrappers are
used to provide browsér with actual data and to act as mediators between data sources and browser. This
approach allows to quickly describing new data sources, creating wrappers, making modifications later
and managing data browsing in a simple unified style. The browser architecture is flexibie enough to
incorporate data sources with a variety of data models and query capabilities by various protocols. It is
possible to select logically tied information from all available legacy data sources.

Keywords: Web.based information system, distributed information system, metamodels, detabase
browsing. - o ’

1. Introduction S N

Organisations, both governmental and business, have to manage large amount of information
stored in somé form of databases or files. One of the main problems to.deal ‘with information
managing is the weak interoperability between various databases and information systems.
Especially this problem is serious when we want organise collaboration between the information
systems of various organisations.

In nowadays a significant fraction of new information systems or services bases on Lhe Web
solutions. Usually developers use Web applications to organise communications between data
source and data consumer (user) but data sources sometimes remain the old ones from the current or
previous information systems. This leads to the operation with very heterogeneous data.. To deal
with problems the metadata of the data sources (data structure, content, attributes, etc.) are used to
describe the heterogeneous information models. This approach supports the creating of very
dynamical systems and it is easy to maintain system in the rapidly changing world.

In this paper we describe some results achieved during the development of two projects - the
Integrated State.Significance Information System (Megasystem) and the-Baltic States Governrment
Data Transmission Network (Network) [2, 5]. The goal of these projects is to provide fundamental
improvements in the exchange of telecommunications and data among the administrative
institutions of the Baltic States. The principles described in this paper were used to build up the first
implementation of Communication server. A Communication server is a set of software and
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computer equipment that allows a wide range of users to receive information from variety of
sources (governmental registers, databases, information systems) through a single contact point,
Among the other significant functions the Communication server fulfils a requests that involves
several information sources, merges together information, allows users to leamn where information is
stored and what kind of information it is, and to receive information from various registers without
any need for in-depth knowledge about the technical aspects of its storage.

Data retrieval from different autonomous sources has become a hot topic during the last
years in the other countries. and large enterprises also. There are many different approaches to deal
with this task. For instance, the systems described in [3, 4, 6, 7] allow data querying from different .
Data Sources (DS). All those systems are very complex, with their OWN uEry Processor, but without
universal user-end. The development of these systems consumes many resources (time, money,
people)..
Our first aim was to make a simple Universal Browser (UB) that acts on model of data
sources and is very useful in practice (relative to consumed development resources). Main ideas of
the UB are described in [1], where the idea of database browsing based on the ER model is
described. Our approach is a modified UB that can browse multiple DS, which can be made in
different technologies and with limited access rights and possibilities. Access to the DS is made via
wrappers. Information retrieval bases on"lbgicaj data models, information between different data -
model are tied via special logical data entities. The simple means are offered to obtain information
and display it on WWW page — the set of functions that allows to create executable formulas.

2. Repository of Conceptual Data Models of Data Sources

Reposit'ory is a database that contains information about‘ data sources (DS) and the links
between them — the specific ER model. Repository also contains a description of functions that can
be executed by DS.

2 1 METAMODEL OF REPOSITORY

Figure 1 shows an ER model of Universal Browser’s (UB) rcposxtory ‘There are different
parts in this model that are used for different purposes:

e Entities Data Source, Entity, Field, Relation, Relation Field contain DS models and information
about entities and relations.

» Entities Function, Input, Input Function, Output, Output Function contain information about
functions that query information from DS and input and output fields of these functions.

» Entities Representation and Field List contain information about visual representations for each
entity i.e. what fields in what order have to be shown. For instance, let us take the entity Citizen
that contains information about a person. In short representation fields PK, Name, Surname are

_ visible, but in long representation fields PK, Name, Surname, Address have to be shown:

» Entities Frame Set, Frame and Content contain information about visual representation.

2.2 CONCEPTUAL MODEL OF DATA SOURCE

DS is a real existing legacy data source that exposes its data to other systems. Any DS can be
made with different technologies, and expose its data in different ways. Any DS has some functions
that can be executed to get information from DS. It is not necessary for the user to know technical
details of DS to get information from it. The user needs a simple and understandable Ioglcal.
information representation that is related to the Ob_]CC(S from the real world.
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Data Source
- DS_Name .
Frame Set . )
Universal | o4 Entity " [Relation Relation Field
Entity Name [to—oqRolel K1
Type ho——odRole2 h—od FK2
Content . Endi1
Frame n ] ¥ ZS
_po——o4Universal Cardinakity1
Cardinality2
- |Representation . Field List
‘ :
, 1
Output Function Output Field
Nr . +Coding_Function Field_Name_Visible
- Mandatory Coding_Type bo—— o4 Peld_ Name_Tabile
Function h 4 . . <. . |Fied_Type
' o - Data_Type
- o C L |Visioiity
Input Furiction | nput o - Nr
Nr Coding_Function ’ i
Mandatory Coding_Type
A .

_For example, information about cars can be stored in many tables in the real system. We are

Figure 1. Metamodel of repository‘

interested in conceptual data model, without technical details. It means a car can be represented with
one entity in the conceptual model. '
There can be such technological fields in the real database, that are essential for Lhe real
system functioning, but they are not necessary for user and are not shown in the conceptual model.
There are two types of fields in the conceptual data model of DS: '
. Fields that can be queried with some function,
¢ Fields from which we cannot query information. It means there are no functions where any
of those fields are outputs. Usually these fields are not showed to the user, and they are
used as input fields for some function. These fields are also uséd to link different entities.

Figure 2. Example of physical data model

Car Owner

Last Updated

Color Car Cars Owners

1D ISN Car ISN

Color ©9 Number 4 Owner PK PO
Color ID
Model ID

Model “qLast Updated

1D

Model

PK
Name
Sumame
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There are links between DS entities, which means that, if you know information from -one
entity, you can get information from the other entity. There are links between entities, if such
functions exist, which can query information from DS, using as an input information from other
entity. For example, if you know some information about the person (especially person's PK
‘(person code)), you can query the information about the person’s passport. It means there is a link
from person to passport. This function returns the passport number and the issue date. On the other
hand, if you know the passport number, you cannot get the passport’s owner PK, because there is no
function that returns this information. It also means that there cannot-be a link from passport to

citizen. _ )
2.3' LOGICAL LINKS BETWEEN THE DATA SOURCES

There are entities of different types used to link t(;gether information from different DS. These
entities are used as base class of DS entities and do not belong to any DS. For instance, the entity
Person with PK is such a base class. This base class has only one field PK. This field is primary key
for similar objects that concern person for most of DS. If you know the PK .you can get the

information related to the person information from the appropriate DS. For instance, Person with
~ PKlinks together information from the entities Citizen, Passport, Car and Car Owner (Figure 3).

24 AN EXAMPLE OF REPOSITORY

Two Data Sources and one base class are given in Figure 3.

PK

|Sumame
[Car ISN]

Belongs o Owns

[Owner PK]

Figure 3. Example of conceptual model of data sources

Fields in square brackets are invisible fields used for search purposes only. Solid line with
arrows means if you know information from the entity that is 2 starting point of the arrow, you can
get the related information from the entity that is at the opposite end of the arrow. Interrupted line

" shows the relation between normal entity and base class entity. The values of arrows are shown in

Table 1.
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Table 1. Description of relations

Endl PK End2 . PK2 Relation name
11 ) .

Citizen PK Citizen Child PK Has Parents
Citizen PX Citizen Parent PK Has Children
Citizen PK Passport . PK Has

Citizen PK Person With PK PK

Car Owner PK Car . Owner PK Ovwns

Car Owner PK __Person With PK : PK

Car - ) - IS Car Owner . Car ISN - | Belongs To

. N B . 1 =
Person With PK PK Car Owner PK IS

Person With PK - PK - Car PK - Owns
Person With PK PK Passport " _PK | Has

Person With PK PK Citizen PK Is

Person With PK PK Citizen Child PK Has Parents
Person With PK PK Citizen Parent PK Has Children

3. Browsing Principles

General idea for dynamic browsing of various data sources is to generate Web pages with
predefined information layout and functionality, get data from data souirces and put them irito page.

A Web page consists of a set of frames (Frame) — FrameSet. The FrameSet has a prefixed
count of Frames, its layout and sizes. We can define as many as we need different FrameSets to
organise and display information for the user. The FrameSet is a view to related data from one or
many data sources. One of the Frames is the main Frame. The information in any other Frame is
logically connected with data in the main Frame. The Frames can contain controls to manage the
content in the other Frame.

The layout of the Frame is defined by rule, lets ca.ll it Content. Thcore’ucal]y the Content is a
formula or function: Content(fraineEntity, filterExpr) where frameEntity is any entity from the
metamodel of data sources and filterExpr is logical expression that filters data from appropriate data
source. The Content defines: .

1) what is the structure and principles of layout,

2) what data from metamodel and from actual legacy data sources are required to display

information,
3) what actual instances of the defined entity are retrieved,
4) what controls are used to manage the content of the other Frame or to open the other
FrameSet,

5) what related entities are involved from the same or any other data source. If we have
various predefined Contents, then we can dynamically apply any Content to the Frame
and get another data presentation for the same frameEntity and filterExpr.

4. Defining the Content of Frame

Let us assume that Content is the function Content(frameEntity, filterExpr). Let us determine
the means how we can define Content.

We introduce the following data types:
e entity - determines the entity from the metamodel,
¢ field - determines the field of the entity from the metamodel,
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relation - determines the relation for two entities from the metamodel,

record - determines the actual data from the data source for one fixed instance of the entity, -
value - determines the actual data of the field for one fixed instance of the entity,

string - determines the character string,

list - determines the list of elements with any other allowed data type, we denote such fypes by
the element type followed by postfix “List”,

updateAction - determines the action that updates Frame,

navigateAction - determines the action that navigates browsing to another FrameSet,

[ ]
s sObject - determines the HTML objcct ‘that contains string to display,
= aObject - determines the HTML object with assigned some action to perfon'_n,
e fObject - determines the HTML object that is formatted for displaying,
s frame - determines the Frame, '
e frameSet - determines the FrameSet,
» . view - determines the list of fields that must be displayed.
Let us rewrite the Content as a function Content(entity, expr(entity)).
Let us introduce several additional functions to work with the metamodel and data sources,
and to format HTML page. '

Functions to work thh the metamodcl

1. SourceName(entity) Dstring — returns the source name the entity belongs to.

2. EntityName(entity) Dstring — returns the entity name.

3. RelationList(entity) DrelationList — returns all direct relations from the given cntlty to

another entity (including itself) from the same data source. .

4. MetaReIatwanst(entzty) SrelationList — retumns all indirect rélations from the glven entity
to another entity from al! available data sources. : ;

FieldList(entity, view) PfieldList — returns the list of all the fields of the entity.

RelationName(relation) 7‘strmg returns the narne (role) of the relation.

FieldName(field) Dstring — returns the name of the field.

RelationEntity(relation) ) entity — returns the entity at the opposite end of relation.

Functions to work with data sources through wrappers:
1. RecordList(entity, expr{entity)) DrecordList — returns the list of instances (records) of the

entity according to the given filtering expression.
2, ValueList(record, view) PvalueList - returns the list values of the gwcn entity instance

(record).
3. Value(value) Dstring - retumns the field value as charac;er string.

Functions to work with the list:

- 1. List(element_1, element_2, ..., element_i) Dlist_1 — retumns the list of given elements and

the list type lisz_I is appropriate to the element type.

2. IterateList(n%list_I, function(n%)) Plist _2 ~ returns the list lisz_2 that has as elements the
results applying the given function. The function is executed with each parameter n% that is
taken from the list liss_I denoted by the identifier n% (n is any unique integer) and the list
type list_2 is appropriate to the function return type.

3. Concatenate(list_1, list_2)?list_3 — returns the concatenation of two lists with the same

element type.
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Functions to format HTML page:
1. SO(string) PsObject — creates sObject from the character string.
2. StringListObject(stringList, separatorString) PsObject — creates sObject from Lhe list of
character strings separated by separatorString.
3. Update(frame, entity, expr(entity), content) JupdateAction - activates 1nf0rmauon update
into the frame with the given entity, filter expression and layout.
4. Clear(frame) updateAction — clears the given frame .
5. Navigate(frameSet , entity, expr{entity), content) PnavigateAction ~ navigates to another
FrameSet and update main Frame with the given entity, filter expression and layout.
6. Link(sObject, navigateAction, updateActionList) JaObject — converts sObject into aObject
. and assign the navigation action and set of update actions to it. Any of action parameters
may be empty. '
AO(sObject) PaObject — converts sObject into aObject with empty action,
FO(aObject) 2fObject — converts aObject into fObject without any special formatting.
HorizontalTable(aObjectListList) 2 fObject — creates fObject from the list of lists, this
frame object is displayed as table, and internal lists are placed in rows.
10. VerﬁcalTab!e(aObjedIJlstUﬂ) = fObject — creates fObject from the list of lists, this frame
object is displayed as table, and internal lists are placed in columns.
11. ListBox(aObjectList) > ij)ecf creates fObject from the list, this frame object is dmplayed
as listbox. -
12. Horizontal(fObjectList) 7‘ be_}ecI — creates new fObject by arranging the given llst
horizontally.
13. Vertical(fObjectList) 2 fObject — creates new fObject by arrangmg the given list vertically.
Only frame objects with the type fObject may be displayed in the Web page.

0o

5. Data Wrappers

Function RecordList must be implemented to get information from DS. The technology we

use is simple, but effective. UB gets mfonnauon from DS via Wrappcrs This approach has the.
following aidvantages:

It allows accessing DS via different prolocols and methods — ODBC™, OLE DBT"",
SQL*Net™, DCOM™, COM+™, XML, HTTP. -

DS usually are made well suited for specific business tasks. DS are not primary made for. data
access from UB. The access to DS data usually is limited, it is allowed to execute some stored
procedures to query data. Wrapper allows us to execute only authorised functions. -

Querying DS via functions allows us to have easy transfer real data from DS physical data
model to logical data model that is more understandable for the user.

Information about functions is stored in the UB meta database: defined input and output fields

for each function. Each input field may be mandatory or optional.

During development of the prototype, we discovered some Tules for function implementation

and developing conceptual model of DS.

First rule - it is desirable to have input and output fields from one entity. It simplifies
development of DS model and wrappers.
Second rule - two approaches possible for making DS model and functions. One approach is that

- we already have functions, and we make conceptual data model of DS using the first rule. In

case DS is a system we maintain and own, it is often possible to make functions according to
conceptual data model of DS. In such a case we make conceptual data model} of DS at first and
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then we make data access functions according to conceptual data model and the first rule. It is
‘helpful to make two types of functions:
1. The function gets information identifying the object from DS by some search cntcna_
For example, get person’s PK by its name and surname (might be partial). The answer
.~ usually is a list of person’s identifying information according to search criteria.
‘2. The function gets information about one object from one entity by its identifier. An
example - get all information about the citizen by its PK.

For instarice, we have two functions for the entity Citizen:

e Input data — Name, Surname (might be partial). Output data — PK, Name, Sumame (full) .

. Input data — PK. Output data— PK, Name, Sumame, Address.

There are also 2 functions to get information about the citizen’s parents-and children:
* Input data — Parent PK. Output data — Children PK, Name, Surname.
» Input data — Child PK. Output data — Parents PK, Name, Surname.

.. There is a procedure that implements the function RecordList. This procedure gets the entity
and filter expression as input and returns data from DS ‘as output. In our implementation this
procedure gets information from the meta database about functions that can be executed over entity
from. which we need information. In our implementation the filter expression is fields and
corresponding values for these fields, e.g. PK="123456-111111". There is “brute force” algorithm
that finds functions we can execute e.g. those are functions that have enough input data from the
filter expression to be executed, executes these functions and returns result. There can be, of course,
other implementations.

DS data access via wrappers allows connecting new DS to our system easily and quickly. We
have to write a new wrapper and add information about new DS to the meta database. With some
experience the writing of wrappers-is easy and fast process, and there Is no need to make any

' modlﬁcauon in DS.

6. Templa!&s for Web Pa;ge Structure and Functionality

. The design of FrameSet and Frames is based on template principle. With some experience the
new FrameSets and Frames can be developed quickly. The design has two main steps ~ FrameSet
structure planning and creating formulas for Frame Contents. We give some templates and ideas
how the Web pages can be designed. The above given functions are used. Formulas are logically
divided into several subparts only for easier understanding. Some formulas use subparts of other
previously defined formulas. The example of visual presentation for each formula is given.

6.1 SIMPLE ENTITY INSTANCE PRESENTATION IN TABLE

The first column contains field names and the second — field values. The field values are
retrieved according to the selected view.

Alentity, record) = VenticalTable(List(Al, A2))
Al = IterateList(1%FieldList{entity, view), AO(SO(FieldName(1 %))))
A2 = lterateList{2%ValueList(record, view), AO(SO(Value(2%))))

il
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Pk [12121211111
LNamc lAndris . )
|§umame[Kalns
[sex M

[Address [Riga, Liepu 1-12, LV-1000

Figure 4. Exarhple of entity instance pl;esemation
6.2 ENTITY INSTANCE PRESENTATION AS TEXT
Instance field values are concatenated according to the order of the selected view.

B(record) = FO(AO(SO(StringListObject(B1, " “N))
B1 = IterateList(3% ValueList(record, view), Value(3%))

[12121211111 Andris Kalns M Riga, Liepu 1-12, LV-1000

' 'Figuré 5. Example 6f entity instance présentation as text

6.3 ENTITY RELATIONS PRESENTATION IN VERTICAL LIST

Each relation is represented as relation name concatenated with entity name at the opposite
relation end. ’

Clentity) = Ve .ical(ItcraLcList(4%RaladsnLis‘-(emit&), Ci)
C1 = Horizontal(List(C2, FO(AO(SO(“ “))), C3))
C2 = FO(AO(SO(RelationName(4%)))) -

C3 = FO(AO(SO(EntityName(RelationEntity(4%)))))

Has Pasgport
Has Parents Citizen
Has Children Citizen

Figure 6. Example of relations presentation

6.4 ALL RELATION PRESENTATION IN TABLE
The data about all relations (relation name, entity name and data source) are placed in table
with headings. :

D(entity, expr(entity))=HorizontalTable(Concatenate(D1,D2))

D1 = AO(StringListObject(“Relation”, “Entity name”, *“Data source™))
D2 = IerateList(5 %MetaRelationList(entity),List(D3, D4, D5))

D3 = AO(SO(RelationName(5%)))

D4 = AO(SO(EntityName(RelationEntity(5%))))

D5 = AO(SO{SourceName(RelationEntity(5%))))
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[Relation ﬁintity name [Data source

s [Citizen  [Register of Residents

[Has [Passport  [Register of Residents

Iﬁas Parenis |Citi;en [ch1ster of Residents

[Has Children Citizen [Register of Residents

[Is Car Owner IRegister of Motor vehicles
" [owns [Car [Register of Motor vehicles

Figure 7. Example of relation presentation

6.5 AN EXAMPLE OF FRAMESET

Let us look how a FrameSet can be built. Let us assume FrameSet FRS_/ with four Frames -
FR_1, FR_ 2, FR_3, FR_4. See Figure 8.

FR_1 (upper left) - to list instances of entity,

FR_2 (upper right) — to show details of fixed instance in FR_1,

FR_3 (lower left) — to list all relations to other entities in all data sources,

FR_4 (lower right) — to show details of another related entity instances of FR_2.

At first let us create three presentations or Contents (E, F, G) for viewing entities. We use
formulas created before in this paper.

= Content formula EQ) for Frame FR_4 (from FR_4 we can update all Frames i in FRS_1)

E\é[hhy cxpr’cm‘y;;—V:mwml E5)

E1 = Horizontal(List(FO(E2), FO(AO(SO(* “))), FO(AO(SO(SourceName(enuty))))))
E2 =Link(SO(EntityName(entity)), E3, E4) = .

E3 = Navigate(*FRS_1", entity, expr(entity), =)

E4 = List(Clear(*FR_2"), Update(*FR_3", entity, expr(enuty) 71 Clear(FR 4))
E5= Vemml(]LeateLxst((;%RecordLm(enury expr(entity)), A(entity, 6%)))

» Content formula F() and G() for Frame FR_2 (from FR_2 we can update this frame or updatc
FR_4)

F(entity, expr(entity)) = Vertical(H, FO(AO(SO(" *))), ES)
G{entity, expr(entity)) = Vertical(H, FO(AO(SO(* *"))), Vertical(ES, G1))
= C(entity), where C3 is substitute with G2 in all places (we have added the action)
G2 = FO(Link(SO(EntityName(RelationEntity(4%))), NULL, G3))
G3 = List(Update(*FR_4", RelationEntity(4%), expr(RelationEntity(4%)), “E”))
H ListBox(List(Link(*Presentation F*, NULL, H1), Lmk(“Presemauon G, NULL, H2)))
= Update(*FR_2", entity, expr{entity), “F"’)
H2 Update(*FR_2", entity, expr(entity), “G")

N

= Content formula I() for Frame FR_1 (from FR_1 we can update FR_2, FR3, FR_4)

I(entity, expr(entity)) = Vertical(I1, 12)

11 = Horizontal(List(FO(EntityName(entity)), FO(AO(SO(* *))), FO(AO(SO(SourceName(enmy))))))
12 = Horizontal Table(lterateList(7%RecordList,Link(B(7%), NULL, I3))

I3 = List(Update(“FR_2", entity, expr{entity) and expr(7%), “F”),

Update(*FR_3", entity, expr(entity) and expr(7%), **’), Clear(“FR_4"))
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= Content formula J() for Frame FR_3 (from FR_3 we can update FR_4)

J(entity, expr(entity)) = D(entity, expr(entity)), wﬁ.ere D4 is substitute with J1 in all places (we have add the
action)

J1 = Link(SO(EntityName(RelationEntity(5%))), NULL, J2)

J2 = List(Update(*FR_4", RelationEntity(5%), expr(RelationEntity(5%)), “E™))

Citizen Reglster of Residents Presentation F [
12121211111 Andris Kalns | . o o )
[11123312345 Anita Kalna | - IPK 12121211111
101010101010 Méris Kalns [Name |Andris
[11111111111 Zane Kalna _ [Surname [Kalns

' ISex tM

[Address [Riga, Liepu 1-12,LV-1000|

Relation  [Entity name [Data source- Car Register of Motor vehicles
s [Citizen  [Register of Residents '
[Has ~ [Passport  [Register of Residents pNumber [L.A 1000 ‘

[Has Parents (Citizen  [Register of Residents
[Has Children [Citizen [Register of Residents

l
i Color [Black f
| odel [Andi 100

s [Car Owner [Register of Motor vehicles |
!Owus ,E;,m’ *,R_egis!er of Motor vehicles

Figure 8. Example of WWW page

7. Conclusions and Future Directions

The prototype of the UB is made during developing Megasystem and Communication Server:
Four state significance registers test databases are connected to the UB for testing purposes. Two of
them use Oracle™ as DBMS, other two use Microsoft SQL Server™,
The UB prototype shows the effcctwcncss of our approach and is bemg initiated as first
version of the real system at present time.
Our approach differs from other systems by several aspects:
o We have developed simple universal user-end that still allows us to show to users information in
many different ways. We achieved this goal by implementing user-end using formal formulas.
e UB operates using logical models of DS. Related objects from these models are bound together
_with base classes that do not belong to any particular DS.
= We transfer physical model of DS to our intemnal logical representation which is much more
comfortable for end-user. We do it by using of data wrappers.
e Our approach allows us to maintenance system and to connect new DS or modify existing one
without interrupting operation of Communication server.
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There are many aspects that are very important in real life application, but not covered in this

article — security, user authorisation, logging, query cost calculation. All these features also are

" incorporated in the UB. The UB is useful in'many large enterprises having many antonomous data

sources as a browser for these systems with integrated view.

Future direction of our work is to develop a query processor that can take as input SQL-like

query and return as output the result queried from multiple data sources. Other directions of future
work — to make Communication server available not only from WWW browsers, but also from

custom programs using XML to query data and return answers,
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ABSTRACT

Principles and basic informatics tools for modernization of governance in Latvia are described in the paper. Ensuring
access to well-developed information Services for SREryone should be envisaged as a tool for democratic development
and funétioning of society. Develﬂpme'ft of ICT directly affects political/governance- procsdures also, ‘uzape: wud
management of public sector information become the base for all governance procedures. Interconnection and
: rmation systems, development of smart Mega-system, integration of national information

interoperation of public info 4
; elematic networks become components of unified process.

resources of Latvia in Transeuropean t

UNIVERSAL INFORMATION SERVICE o
Public sector information, its usage and management is the real base for all governance (both G2G and G2C) procedures [1]. It *
ranks high among various types of information by its amount and significance, the public sector is the most important (and very

often the single) collector and producer of information content.

Institutions

Types

Political 7 adm inistrative |- Administrative ¥ ‘-4

Business / finance Non-administrative
Scie ntific / technical Public . -
Private ’

General | reference

Government
Municipalities
Businesses
Citizens _ -

Figure 1. Public sector information

: Proceésing_and usage of info.nnatiqr'l‘that can be deemed as'béi‘ng th_'e 1‘nj’brd?at:'on of l-nar{ona.' signy‘fcar_rce is the most
significant component [2]. Within this '-e"“ we shall mean- various mforrpat;onl that is necessary for _state or regional
administration, for the development of natlonal-éconpmy, for management of financial, educational and social processes. Tpc
main subjects of this type of information are real estate and movable property, legal and private persons, substantial for the _
country processes (legislation, statistics, finances, health c?rc,-ct(;‘): _ o ‘
In order to ensure wide and active usage of public sector information, Latvia’s approach is developed by the National Program
Informatics and several other more detailed COHCﬂPtua_l documcr_ﬂs [3, 4]. In principle it is similar to EU concept, but morel

' dvanced. 'I_‘he Program implies under the universal information service a general access

extended and methodologically more_ﬁ_ : - tmpl) : i informat : : ;
o information services for everybody in an-order as set by normative acts without any discrimination, a long-time service of a.

defined quality at an affordable price- _ ‘
K : . N . ) . ) - L
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Ensuring technical access to telecommunications and data transmission networks is well known as the wniversqgy
telecommunications service. Exactly inclusion of the Internet access shows clear forward- lookmg vision for Latvia: developed
data transmission services, convergence of all kinds of information and communications services.
In addition universal information service means ensured access to all types of public sector information (and first of all tq
information of national significance). An electronic delivery of mformatxon is envisaged (on-line or broadcasting, magnetic,
optical or another carrier, etc.). Services can be provided on demand or to be interactive. A number of different 1nformauon
services are components of the universal information service - full set of business and finance information services, availability
of data collected in national and mumcrpahty information systems (I8), 11braxy and reference mformatlon services, reference
and entertainment services, etc. :
A number of bounded up and interdependent subprograms of the National Program /nformatics are directed to development of
“the universal information service. The Program includes both macro level strategy (policy of the dcvelopmenl) and micro leve]
measures (a number of applications and projects).
Although there are number of common principles in provision of the publlc sector information to all end-users, many important
differences exist too. General access of any citizen to the public sector -information (G2C) differs from utilization of the
information for state governance (G2G), there are different information compositions, level of confidentiality, demands for
completeness, correctness, updating of information. Therefore side by side with common methodological principles, different
approaches are used for de_vclopmc’nt of information processing and provision systems and services. '

THE MEGA- SYSTEM ADVYANCED TOOL FOR ADMINISTRATION OF THE COUNTRY

Creation of corporative sectoral IS for interconnecting related institutions on national and mtemahonal scale (e g., EU-
Programme IDA [5]) are important activities that are going on in number of countries. The next step — interoperability of IS,
mterchange of data bétween sectoral information systems/networks and handling requests that require processing data from

various IS.
f N[ Yy f A Y ( by N V4 A Y4 2y . End-users,
L l [ j o : l ] l ] l ] Remote data
. entry points

y Y

Common Use
Pool Access point
Government
0 . Data
Communications

Inmemet
Central Node " Nenwork

Register of registers
Communication server

A4

Common Use
Access point

Regional Node

Information

T g al Acts
Population Enterprises Real f.uale I]r::rmz!ion Environment Data Sys[ems
Register Register Register System | Information System

Figure-2. The Mega-system

Because a drastic jmprovement.of quality and full infer’opefability of all'IS are vital for the development of e-Government, all.
set of public IS in Latvia is being developed as a logically unified and technologically distributed information processmg Mega-
Systern with a common data field as well as unified user’s mterface access principles and authorization procedures. Several

basic prmcrples are implemiented into the Mega-system:

»  the Mega-system is a set of separately functioning harmonized IS;

*  all objects of national significance (persons, cars, real estate, legal entities, etc.) must be registered in IS;

e data must be fixed electronically in the place where they are originated; each object is allowed to be registered only in
one of primary registers; the source of the information on the object as well as responsibility for its quality must be
defined; -

* all IS must use information on particular object from corresponding primary register, it is not allowed to duplicate data
entry; it is.allowed only to keep copy of the data from the basic register for improvement of access;
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the registration certificate of any object (passport, certificate of legal entity, etc.) must be issued only as the result .l

registration of objects; it is not allowed to repeat manual information input from registration certificate or othe
documents.
Creation of the Mega-system is not only technological decision, in fact it means solving of number of various informatiy !
tegal, organizational problems first of all, among them:
to analyze existing data flows, to formulate functions of the Mega-system and to distribute them among IS, t
formulate demands on systems and their data structure; |
to define subjects of various IS and the amount of stored mformatlon as well as institutions that are resp0n31b]e for t}
collection, processing and distribution of data;
to define a unified user interface, access pl‘lrlClplCS and authorization procedures
to elaborate several intercompatible informative models for implementation by local authontles
“to ensure data quality and security as well as interoperability with EU IS; to elaborate a methodo]ogy for daw
verification;
e to determine the principles of electronic archives.
" The integration of primary registers has realized. In addition to various IS the Mega‘system includes a portal as a gateway ¥
- ipformation resources, a register of registers for collection and distribution of meta mformatlon (formal and informa)
description of objects, data models, data flows, etc.) on all components of the Mega-system as well as communication server |
common central access point to information resources of the Mega-system, Other IS are being attached o the developed centr:
core of the Mega-system gradually as far as they are prepared. For this purpose development of the IS is being continued, ani
primary data entry is taking place in many systems, even as other data are already being used.

Bl | g & |

il

i1

POPULATION ]
REGISTER
Pass ivil i
o Civil registrar’s office 1
| Birth- L CODE
cerlil. ] Passpot depariment : '
XXX - )
: l XXX department I B B

State Revenue Service

" | Road Traffic Secure Dep. | | | RTSD IS
XXX 1S

| XXX department

Figure 3. The Mega-system: data Slows

All end-systems (various IS, their remote data entry and access points, end-users of information) are interconnected through
high speed Government Data Communications Network, that is an essential communications element for development of th.
Mega-system. This Network must provide operative and reliable interoperability of all interconnected systems, therefore
‘requirements to the Network include:
=  high security and reliability level — there must be umnterrupted action time, undistorted data transmission, a guarante:
of several levels of confidentiality and security of information;
o  high speed data transmission, some of real time systems need guaranteed channel capacity;
. e presence of a common gateway to publlc data transmission network (the Internet environment) which contains :
reliable security system.
On the basis of the Mega-system during following years the G2G usage of h'admonal paper documents will be changed to usage
of data base files, when an event or fact is assured not by a paper documcnl, but by a record in a database. Each record in the ¢

will become legally approved document.
COMMUNICATION SERVER - A CENTRAL ACCESS POINT TO INFORMATION RESOURCES _

Communication server is a set of hardware and software that provides a universal resource for information exchange amon
various information systems and other G2G transactions within the Mega-system as well as allows a wide range of users to
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eceive information from a variety of public IS through a single contact point. The need to establish a communication server
ecomes apparent when it is necessary to interconnect a lot of IS and to retrieve information from number of systems in unifieq
ay. . .

nfznnation becomes available on the Network, but users (most of them are employees of administrative structures) shouldn’q
ave no knowledge about the technical details of information storage. There is an obvious need for a universal solution, apg
at i$ where the communication server comes in. The main requirement for the communication' server is that it must allow
sers to formulate their information requests in a simple way and to receive responses to those requests without necessity to
derstand the technical aspects of the process and knowledge on distribution of data objects among the IS (by interconnection
ith the register of registers).

or these purposes the communication server identifies users, authorizes the use of the respchvc data, manages users rights,

Ifills requests that involves usage of several information sources. It allows users to leam where information is being stored
nd what kind of infortmation it is, as well as to request and to receive information from various registers without any need for
-depth knowledge about the technical aspects of its storage. National ID card is a crucial part to implement person’s
entification in communication proccss there might be desirable to implement not only [D cards for citizens but also ID card
r legal entities.

e communications server is an Internet resource pomL Users of the server can access it via various promcols — HTTP, XML,

ORBA, DCOM, SMTP and FTP. The server provides users an opportunity to find out where information is stored and what
inds of data are available, to request and receive information from various IS without studymg their structure. Because users
y have access to confidential and sensmve mformatlon, they are identified with certificates, and all data transmissions are

ded.
HE MEGA-SYSTEM AS A TOOL FOR INTERNATIONAL INTEROPARABILITY

! {ultilingual and multicultural Europe has a particular interest in international cooperation and united activities, because
dividual national markets for information services are mostly small and ineffective. Competition on the global scale also
quires a common European strategy and intercoordinated development. For this reason, the European Commission sees
llaboration among all European states — including the associated Central and Eastern European Countries as an important
mponent of integrated information policy [6]. Integration of national information resources of Latvia in Transeuropean
ormation systems and networks is going on. _

order to further develop national IS of Estonia, Latvia and Lithuania, to prepare their future informative and technological
nnection with European IS, prime ministers of the Baltic States in 1997 made the decision to create a Baltic Governmental
ata Communications Network. The Baltic Network is considered as expanding of the Mega-system and the Government Data
ommunications Network on international scale.

he concept envisages to develop the Baltic Network as a pilot stage for integration of national IS in Transeuropean systems.
Il principles of the Mega-system structure and user access, data structure and interfaces are being developed so as to allow for
tegration of the Latvia’s IS into the Transeuropean corporate telematic networks. International expansion of the Mega-system
volves the creation of resources-points and interfaces for international interconnection of IS, while maintaining the basic
rinciples of the Mega-system.

ntralized resources of the Mega-system — register of registers and communication server support both local and international
ormation services. Data on international resources, that are available for Latvia’s end-users, are included in the register of
gisters. Common communication server can be used for authorization and access to national information resources for forei en
d-users equally with local users.

ch approach corresponds to basic principles of the IDA Programme, it is the basis for successful participation of Latvia in the
ogramme. The Programme consists of one central network connecting countries and local networks for each country, it
uest one central access point for each country. The Mega-system serves as Latvia’s local network and communication server
es as Latvia’s single access point.

number of national IS are already participating in activities of international systems, they are pioneers among CEES at
sent. The Enterprise Register has been joined to the European Business Register in order to support international financial
ations and investment processes, as well as business cooperation and foreign trade. Vehicles Register has already been
ected to European Car Register. A number of another national IS are participating in the activities of international systems.

GUIREMENTS TO THE NATIONAL PORTAL: TO BRING ADMINISTRATION CLOSER TO CITIZENS AND
SINESSES :

1a has adopted the EU recommended approach to the level ofe!ecrronuanon of all G2B, G2C and G2G services identifies
different levels [7]:

* level I: the provision of information — data on services are available on the Internef;

*  level 2: interactivity — forms and documents can be downloaded;
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level 3: multi-directional interactivity — client authorization is enabled, and forms and information can be submitted

electronically;
level 4: processing of transactions — full handling services, including the taking relevant decisions and the making

payments.
National portals in many countries ensure the first level, although the quality of the information that is provided is not always
guaranteed. The possibility to download forms and documerits is also fairly common (e.g., United States, France, Estoma)
because this does not demand excesswely complicated technologies. -
There are different situations at the third and fourth levels. There are only very few countries that have resolved the client
authorization problem, national laws on digital signatures and electronic documents have not been adopted yet. E-transactions

are most commonly offered through Great Britain’s UK Online and Singapore’s eCitizen programs.
Usually national portals contain more than one way of lookmg of stored information. The following orgamzanonal types of

information can be identified:
e around everyday themes (UKOnline, Danmark. dk eCitizen Smgapore)
e by regions (Danmark.dk);
e by sectors in a catalogue-type principle (in nearly all national portals)
o around the country’s administrative structure (Bundesregierung, FirstGov, etc.);

: e  separately for citizens, businesses and foreigners (Canada).
In general e-governance means that the government shifts to a more advanced model of functioning. There are changes i in the

structure of the government and in relations among government institutions. The portal must be seen as an instrument in e-
government, but by no means it cannot be seen as the tool that actually implements e-government. The Mega-system (mcludmg
the portal as an interface) will provide government back office functionality.

The Latvia’s national portal has been developed as a unified access point for information services what are provided by public
agencies and institutions [8]. The first version of portal has been developed and provides first level services. The first and
second levels services is provided directly by portal while the third and fourth levels — in cooperation thh the communication
Server.

The Latvia’s national portal is being established defining three groups of mdmduals with different needs — citizens, business
people and officials. A system have reciprocal links for all of them. It is important also to define the links between all
categories of users as well as various levels of officials. Several orgamza'uonal types of information are being developed at

~ present [9].
As a result of analysis of the Latvia’s situation and the possible demands of users, the basic principles have been defined:

e decentralization of information;
e the national portal is a portal of links;
¢ high quality (completeness, correctness, actuality) of the content;
'a_cices_s to the public IS (in cooperation with the register of registers and the communication server);
e opportunities for contacts with officials; _
» possibility to download forms and documents;
e autentification of users and personalization of content;
e availability of services in several languages (Latvian is mandatory);
» development of tools for support and maintenance of portal.
The development of the Latvia’s portal is going on, the first version is available at the WWW [10]. The process of fulfilling

portal with actual data is in progress at this moment.

B

OPENNESS AND TRANSPARENCY THE MODEL OEF E- GOVERNANCE :
Rapxd evolution of ICT make possible to change general requirements to the governance principles and procedures in line w:th

development of e-democracy. : _
It is very hard task to contro] state institutions nowadays. Usage of [CT will help to introduce number of important for

democratic society principles:
openness - quantity and quality of information that any public institution provides to society, especially on-line;

e transparency - possibility to track how the institution acts and how it is making decisions;

e interactivity — possibilities that citizens and businesses have to contact with any level institution, its readiness to the

" fast reaction and dlalog, possibility to offer opinions as well as to influent decisions; }

e  control, audit, inspection — public possibility to monitor and to control institution from out51de
Governance will become fully democratic only if every member of society will have possibility to get easy detailed information
on administrative processes that are important for, welfare of citizens and efficiency of businesses [11]. Citizens or officials
initiate any process. While developirig the Mega-system, it becomes possible to defirie and identify set of processes any person
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SEMANTICS FOR MANAGING SYSTEMS IN
HETEROGENEOUS AND DISTRIBUTED

ENVIRONMENT

Gunus Arnicans and Girts Karnitis
{niversity of Latvia

Ahstract: The problem of legacy systems collaboration is being solved. Particularly we
look at the collaboration as workflow in a distributed. and heterogeneous
environment. Attention is paid to the description of semantics for workflow
process definition languages. There are many solutions how semantics can be
decomposed into logical fragments, but the problem of obtaining reusable
components that ‘are easy to compile into desired specific semantics still
remains. We evolve the division of semantics by semantic aspects whose
description is based on abstract data types (pre-built components) and
connectors (meta-programs to produce the glue code) between them. This paper
offers a way in which semantic aspects are linked" with the intermediate
representation of a program, and performing of semantics is provided. We mix
together various semantics aspects to get a desirable semantics.

Kevwords:  workflow, programming language specifications, semantics, interpreter,
compiler, reusable components, domain specific languages, tool generation.

i. - Introduction

Nowadays new technologies are emerging in the government sector
allowing to speak about the e-Government. The processes are one of the core
components of e-Government []]. We stated that there is practically no
automation of processes mn the governmental nstitutions that organize
collaboration between legacy systems among various organizations and
institutions. Document .flows are manual, or by email. The automated
workflows have to be introduced to make the document turnover faster and to

improve the provided service for citizens. -
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In |2] workilow is defined as “the automation of a business process. in
whole or part, during which documents, information or tasKs are passed from
one participant to another for action, according to a set of procedural rules.”

The workflow management system is defined as “a system that defines,
creates and manages the execution of workflows through the use of software,
running-on one or more workflow engines which 1s able to interpret the
process definition, interact with workflow participants and where required,
imvoke the use of IT tools and applications.”

In the latest years many researchers and developers have paid attention to
a problem how to organize the collaboration between legacy systems, and the
exploitation of workflow 1s one of the mest popular solutions [3.4]. Various
workflow process defimition languages have been created which can be
considered as domain specific languages.

The workflow 1mplementations commonly are based on one fixed
semantics, like most of the programmmg languages. We are interested in

various semantics for a particular workflow, for example, common workflow
semantics, @ statistical dala gathering semantics, a semantics for debugging
and simulating purposes or its composition, therefore we need not only a
compiler or an interpreter, but the necessity for specific supporting tools
becomes a burning question due to demands for high software quality. An
interesting topic is changing of semantics for active nstance of workflow on
the fly.

In our approach semantics are connected to syntax elements via semantic
‘connectors that naturally allow linking legacy systems into collaborative
workflow and allow to define or to execute multiple different semantics
simultaneously. Actually, each semantic implementation is a tool, similarly to
the principle in [5]. We present fragments of semantic description for simple
programming language to demonstrate usefulness of this approach for a wide
class of programming languages, and ideas how to implement a simple

workflow descrnption language.

2. . TImplementation of Domain-Specific Language

According to Kinnersley’s investigation [6], there were more than 2000
exploited languages in 1995, and most of them were classified as domain-
specific language (DSL). Together with the growth of DSL many
implerhentations and maintenance problems arise (e.g. [7] analysis of
common problems and large annotated bibliogrdphy; [8] particular languages
and problems). Unfortunately, formal semantics “descriptions lose their
position because of a weak support to solve practical problerns [9, 10,11].
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l.ike natural language. the programming language definition consists of
three components or aspects [12, 13]: syntax deals with questions of
“superficial form of a language, semantics deals with the underlying meaning
of a language, pragmatics deals with the practical use of a language. The
syntax, and semantics of a language can be formalized, and both
formalizations together form formal specification of a programming
language. '

The formalisms for dealing with the syntax aspect of a programming
language are well developed. The theory of scanning, parsing and attribute
analysis provides not only means to perform syntactical analysis, but to
generate a whole compiler as well. There is a lot of problems with practical
use of semantics formalisms. Recently the criticism of classical formalism
has arisen from the difficulty of using formal methods. The main problem to
use widely in practice the formal specifications of programming languages is
that specifications become too complex, too abstruse to manage them, often it
is impossible o express all needs, and in the end — who verifies and proves
the correctness of the specification?

Summarizing the best practices in compiler construction we can declare
that most of commercial compilers (interpreters or other tools that deal with
programs) are written without using any formalisms or only the first phases
(scanning and parsing) to exploit some formalisms [10].

Let us Jook at the language description again, try to divide it into smaller
parts and see, whatl we can obtain {rom that. Traditionally the first decision is
to separate syntax from semantics, and semantics consists of two parts: static
semantics and dynamic (run-time) semantics. But we should divide syntax
and semantics further, elimmnate reusable components and prowde a
mechanism to stick all things together.

Syntax components are more or less visible: basic elements (for instance,
terminals and nonterminals, 1f we parse program) connected with some.
relations (for instance, edges in the parse tree or abstract syntax tree).

To divide semantics into pieces we offer to split it by semantic aspects.
Here are some examples of semantic aspects: program control flow
management (e.g. loops, conditional branching), execution of commands or
statements (e.g. basic operations, assigning), dealing with symbols (e.g.
variables, constants), environment management (e.g. scopes of visibility),
pretty printing. of program, dynamic accounting of statistic, symbolic
execution, specific program instrumentation, etc. ;

We are interested in any formalism to deal with syntax, because we want
to make intermediate- representation (IR) . of - program or structured
information. The situation 1s clear what refers to conventional programming
languages. But our goal is a workflow implementation, and we have to take



A -

L

into account other languages, for instance, diagrammatic visual Janguages

(e.g. Petn nets, E-R diagrams, Statecharts) and the state-of-art in this field
(e.g. [14]).

' Our approach has borrowed some principles from attribute grammars, for

instance, the ways to link semantics with syntax [11], modular decomposition

and reuse of specification [15], distributed computing in real time (e.g.

Communicating Timed AG [16]).

We found out that many formalisms of semantics use abstract data types
(ADT). ADT is a collection of data type and value definitions and operations
on those definitions which behave as primitive data type. This software
desigm approach decomposes problem into components by identifying the
public interface and private implementation. A typical example is Stack,
Queue, Symbol table (17, 13]. -

Recently one of the simple and popular methods to build some simple tool
for a programming language has become parse and traverse principle []8]
that means to buld intenmediate representation (IR) of program or
mformaton. raverse IR and make appropriate computations at each node.
This method is similar to the Visitor Pattern [19]. Other useful pattems are
also developed [20, 21]. Besides, there exist also nontraditional traversal
strategies [e.g. 22]. Many solutions can be obtained from Component
collaboration |e.g. 23].

We have taken into account our experience in building prototypes of
multi-language interpreter [24]. A Multi-Language Interpreter (MLI) 1s a
program which receives source language syntax, source language semantics
and a program written in the source language, and then it performs the
operations on the basis of the program and the relevant semantics.

3. Principles of Semantic Definition and
Implementation -

3.3 Runtime Principles

Let us assume that we have fixed some formalism to describe the syntax
of our language (e.g. BNF). Now we can define the language syntax and
develop a language parser (e.g. by using Lex/Yacc). The parser creates
intermediate representation (IR) of program (e.g. Parse tree), and IR is based
on a desirable structure and contains any needed information about the syntax
{e.g. node type (nonterminal), name (name of nonterminal), value (terminal
value) etc.). '

To perform semantics at runtime we choose a principle of parse and
traverse. The Traverser that realizes our chosen traversing strategy (e.g. Jeft-
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depth tree traversing) has to be created for our IR représentation. The
computations that have to be done at each node visited by the Traverser are
defimed in Semantic Connectors (SC). They use predefined data structures
with operations to establish the cooperation between Legacy Systems (LS)

(Figure 1).

Intermediate Traversal
Representation strategy
Node
Semantic '
connector
- s
lL.egacy

ADT system

Figure /. Runtime correspondence between syntax and semantics

Actually, most of work performing semantics is done via operations over
various Abstract Data Types (ADT). In such a way we hide most of
implementation details and concentrate mainly on logic of semantic aspect.
The consequence of this approach is that we can choose the best physical
implementation of’ ADT for the given task. For instance, Stack can be
implemented 1n a contiguous memory or in a linked memory. The instances
of ADT can be distributed objects in a heterogeneous computing network.

A concept of a semantic connector or simply connector 1s introduced to
connect the instances of ADT and LS in a desirable environment. Connector
Is a meta-program that introduces a concrete communication connection into
a set of components, .. it generates-the adaptation and communication glue
code for a specific connection. This ¢oncept is adopted from similar problem:
how (o connect pre-built components in a distributed and heterogeneous

environment [25].
3.2 Semantic Definition Principles

Similarly to patterns in [11] we choose a correspondence Nonterninal
with visiting aspect = Semantic connector to establish the relationship
between S)fﬁfax and semantics. Nonterminal with visiting aspect means. that -
we distinguish compufations performed at nonterminal node considering an
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aspect of node visiting (e.g. PreVisit or PostVisit). Any connector can see
any instance of ADT or LS of the semantic aspect it (connector) belongs to.

The main problem is to find a good way to define semantics and obtain
semantic connectors for the definition. After exploring various approaches
how semantics can be described and organized, we suppose that semantic
_ dspect is a good basic component for constructing whole semantics according
" to-our. goals. The conceptual components of a_ semaritics description and
relationships with other concepts are represented in Figure 2.

Nontermmals S yntax Terminals

NT, T, T,
Pre P 1 P, Po L "
Vest Vet \n:x Vis?t visit Visil
Semantic Implementations Semantic
Aspects ol:erpant:c Connectors

cHons
'SA1 184, - 8C,
’ ISA,
sC,
ISA, ?
s
A, ISA, sc,
. | )
SA, SA - sc,,
Logical . Physical
view Semantics view

Figure 2. The conceptual schema of semantics.

Semantics can be observed from two different sides — a logical definition
view and a physical runtime view. From the logical viewpomt semantics
consists of Semantic Aspects (SA). The SA states what syntax elements
(terminals; nontermunals) are involved, and what ‘actions have to be
perforied traversing internal representation and visiting the corresponding -
node to implement the semantic aspect. Let us define the concept Semantic
Action that denotes the action performed to implement SA while visiting a
corresponding. node, and the concept Implementation of Semantic Action
(ISA) that denotes a meta program which implements the semantic action. In
our example SA; involves nonterminal NT, and terminal T, and ISA, is
performed while previsiting NT, and ISA, — while visiting T,.

The example of semantic aspect INDEFINITE LOOP is given in Figure 3.
There are various nonterminals and terminals organized by some syntax
description. The arrows represent a traversal strategy. The small circles
represent the semantic actions, and the rectangles connected to the circles
contain the implementation of semantic action (meta program). A left circle
into nonterminal stands for PreVisit, and a right circle - for PostVisit. All -
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used abstract data types (ADT) are defined within semantic aspect. Another
example of semantic aspect 1s given in Figure 4.

I'1MPORT GLOBAL RefStack, Sort, Flag of ADT_Stack,
| Travy of ADT TreeTraverser, Env of ADT SymbolTable

4
| : i Sort.pop()
Flag.pop()

. i
¥
¥
| WHILE P(LU} companson i g—>| DO |—>(["“.l series O)—n&l END
H T ’

- pushi \IRDEF} |
.push [TRUE) ==

Y T
P i e !
biher aspects S Olher aspec!s ™ {
- : i --"‘“*--._‘_‘_ o= mn =" .".
INGEF than | [Ratstac. push (NULL! _|

RelStach.popit
.:n._\-?al._le Raf} = FALS
replaceTop { FALSE]
guiib] Ferw (BEND)

{it Sort.topi) = INDEF and

Flag.top{! = TRUE

|. Trav.goSiblBackw (BWHILE) |
endi” !

Fignre 3. Semantic aspect INDEFINITE LOQOP. It “goes through™ series and back to WHILE
until the comparison sets NULL reference or reference with value FALSE

| LOCAL Res = RefStack.pop(} ‘
LOCAL Var = Refstack.popl)

LOCAL Val = Env.getValue(Res} |
Env.putValue(Vaz, Val) |

{ IMPORT GLOBAL
RefStack of ADT_Stack,
Env of ADT SymbolTable

4 |

—
(’__ assignment_statement 9—}—"’"’

(& lefi_hand_side \ Q)| assicn 1O nghl hand_side Q)J

OH‘rEr asp ec LS

_ Other aspect’s_‘:- \

[
E

—

| 1
{ RefStack, push (MULLY |

Figere 4 Semantic aspeet ASSIGNMENT. 1t takes reference to a variable and reference to o
value rom the stack. und assigns the value to the variable. Pushing of references is simulated,
real references will be pushed by other aspects and simulating will be excluded

Let us look at the physical view. The semantic connector contains all
corresponding semantic actions having to be executed while visiting syntax
element (IR node). For instance, visiting any node with the name T, we have
to execute the semantic connector SC, that contains the implementation of
the semantic action ISA,. Similarly, SC, 1s some composition of ISA, and

ISAL.



3.3 Obtaining Semantics from Semantic Aspects

From the logical pomt of view semantics 1is a composition of semantic
aspects with concrete linking to instances of abstract data types, legacy
systems and traverser that performs a traversal strategy over fixed
intermediate representation of program or structured information. We cannot
simply stick all SA together risking to get senseless semantics. A
composition of semantic aspects is operations over a set of implementations
of semantic actions with the aim to get one set of connectors that correspond

to the new mixed semantic aspect (Table 1).

Table |, Fragment of semantics descrintion for simple imperative language
compatible with ir_type ParseTree, traverser_type ParseTreeTraverser

syntax elements (program, expression; VARIABLE, ..)) )
semantic actions (SPROGRAM> program PreVisit |ENV prepareProgEnv()},
<PROGRAM> program PostVistt {...}, ...)

alobal Trav of ADT_TreeTraverser, Env of ADT_SymbolTable
create DataStack, OperatorStack, CanCreateVar, LoopSortStack, LoopCounterStack,
LoopFlagStack, IfFlagStack of ADT_Stack, InputFile, OutputFile of ADT_ FILE

compose aspect <COMPOSED SA> // composes semantic aspects from predefined aspects

(<PROGRAM>)
append (<ELEMENT>

replace RefStack with DataStack // replaces stack for collaborating work

rename INTEGER Visit with CONSTANT Visit) // renames according to PAM syntax
append (<ASSIGNMENT>

replace RefStack with DataStack

rename lefi_hand_side PostVisit with VARIABLE Visit,

right_hand_side PostVisit with expression PostVisit

ignore lefi_hand_size PostVisit)  //ignore pushing of NULL reference
append {(<INDEFINITE LOOP>

replace RefStack with DataStack,

Sort with LoopSortSrack Flag with LoopF]agStdck)

end compose aspect ]
.~ other aspect arc defined and composed rouelhu
link for = COMPOSED SA> Trav to TreeTraverser, Env to SymbolTable

usc aspect <COMPOSED SA> with traverser TreeTraverser

The obtaining of semantics for the fixed syntax is achieved in several
steps: 1) select predefined semantic aspects or define new ones for desired
semantics, 2) rename syntaX elements and traversing aspect'in the selected
semantic aspects with names from fixed syntax and traversing strategy, 3)
rename instances of abstract com’pohents to organizé the collaboration
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between semantic aspects, 4) make composition from semantic aspects, 5)
specify the runtime environment and translate the meta-code to the code of
the target programming Janguage, and 6) compile the semantics.

After obtaining meta-semantics (Table 1) meta-code is translated into the
target programming language, taking into account the target language (e.g.
C++), the implemeéntation of abstract components (e.g. Stack), the operating
system (e.g. Unix), the communications between components (e.g. CORBA),
runtime components type (e.g. DLL), etc. The translation may be done by
hand or automatically (desirable in common cases).

By replacing ADT names we achieve an independent working for some
scrantic aspects or collaboration between them through common instances
of ADT. Another way to get a new semantics is to combine semantic aspects
~as whole black-box .unit. Self-evident method is to execute several semantic
aspects sequentially, for instance, we perform static semantics first and
dynamic one after that. Jnstances of ADT can be shared and one semantic
" aspect can use the results of others. More complex 1s a parallel execution of
many semantics where we need to organize synchronization via instances of

ADT.

4. Workflow Case Study

To demonstrate our approach we use a very simple workflow definition
language that syntax is described with BNF (Table 2). We have two types of
generic statements for describing tasks in a workf]ow — universal statements

and specific statements.

Table 2. Fragment of BNF for simple workflow definition language

workflow -> series

series -> statement | series ; statement

siatement -> generic_stm | cond_stm

cond_stm -> IF compar THEN series ELSE series Fl
compir - exprrelation expr

X - const | var

genericsim -= universal_stm | specific_stm

universal_stm - u_stm_type name
u_stm_type -> DCOM | CORBA | WEBSERVICE | MANUAL
specific_stm  ->s_stm_type name .
s_stm_type -> ASK [ ANSW

The wuniversal statements are used to collaborate with external
apphcations. The universal statement type describes the connection type:
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DCOM. CORBA, WEBSERVICE means automatic processing, but
MANUAL means, that a human handles this operation. The specific
statement 1s used to communicate with a person — usually with a citizen who
uses the particular service. There are two types of specific statements. ASK
gets information from a person, ANSW sends some information to a person.
Lets us take a Jook at the following simple workflow:
WEBSERVICE Application_ wriiing and_submitting
ASK Communication

DCOM Application_data_control_and update _
IF Is_data_control_and_updating_successful = True THEN

DCOM Printing_of_passport

ANSW Positive_answer

MAMNUAL Passport_handing_out
ELSE

ANSW Negative_answer

Fl
The purpose of this workflow 1s to issue a new passport for a person. The

worktlow has the following activities - a citizen fills in an application form
and submits it to the official. [t can be a paper-form or 2 web based
application. The official or the application asks from the person the
communication type and address, and records data nto workflow
environment. Then the official verifies the correctness of the citizen’s filled
in form with the data in the Population Register, and if all data are correct,
then the passport is issued and delivered to the citizen. Otherwise a negative
answer is sent to the citizen. An example of one semantic aspect of this

workflow is given in Figure 5.

CIF upseratocsStack.topl) = "Ask" |
marandfrack.ropi) = "Communication” |
Lozal PH, Name, Surname, CommType, CommInfo
} GerTommlafo{Pk, Hame, Surname, CommType, Commlnfo)
Lictionavy.fecComnlnfo{PK, Name, Surname, CommType,
OparandStack.popl} }
// othe:r cases
OperatorStack. popl)

Commlnfo)

spec:fx; slrn 1)
e
C s_sim_type !:J_)—-)-[ e name

.,
LOperandStacP push (Trav.NodeValue()) |

¥
SLASK ck. "
l&L&K J [ -_f)perato_rsw I_pq__]sh{ ns_y_1__J

S

5. Semantic aspect SPECIFIC STATEMENT ASK

Fieure 3.
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Faviconmenr
5. Conclusions

We have presented ideas for establishing a framework to deal with
different collaboration problems between legacy systems. The problem 1s
reduced to describing the collaboration (e.g. workflow) by DSL and building
various tools (varjous semantics) for this DSL.

There are many application generators that automatically produce
convenhonal compiler and terpreter, but we need not only those ones. It is
necessary to obtain various supporting tools that are based on the language
text processing. The existing formal semantics are not well accepted by
language or tool designers. We have made an attempt to search for a
compronuse to mininuze this gap. The latest related works 1n this field to
establish tool-ortented approach are mentioned n [5], [26], {27].

We have offered 1deas how semantics can be decomposed into reusable
parts. and specific semantics can be composed from them, and how execution
1s organized. We delegate most of the actual work for semantics to pre-built
components (ADT). Our approach allows minimize semantics descriptions
for an easier management and provides good implementation in, possible
parallel, distributed and heterogeneous environment. Our approach is based
on the experience received by constructing prototypes of a multi-language
interpreter for conventional programming languages.

Due to practical needs, we lose some precision and benefits of classical
semantic formalisms. The next step is to finish the formalization of our
approach and to compare 1t with other formalisms, especially with attribute
grammars. Other activities have to be the deSIgmng of useful collection of

abstract data types.
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