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ANOTACIJA

Projekta mérkis ir piedavat izstradatajiem personaliz&tu kriptografisku sisteému klienta-
servera arhitekttiras risinajumiem. Ietvars realiz&ts izmantojot Latvija relativi jaunu un
mazpazistamu tehnologiju, kas fundamentali balstita uz eliptisko Iiknu par galigiem
pirmskaitlu laukiem matematiskajam 1paSibam.

Projekta ietvaros tiek izveidots personaliz&ts informacijas Sifré$anas ietvars un lietotne,

kas nodrosina ietvara funkcionalitates demonstraciju.

Atslegas vardi: Java, JavaScript, API, SAPUI5, ECC, ECDH, RSA, kriptografija



ABSTRACT

The goal of the project is to provide developers with a personalized cryptographic
system for client-server architecture solutions. Framework is created using a relatively new
and little-known technology within Latvia, which is fundamentally based on mathematical
properties of elliptical curves over prime fields.

A personalized information encryption framework and an application that provides
demonstration of the product functionality, were created during the project.

Key words: Java, JavaScript, API, SAPUI5, ECC, ECDH, RSA, cryptography



[TEPIAHYH

O oKOTAC TOV £PYOV - VO, TOPEYEL GTOVS TPOYPUUUOTIOTEG EVOL EEATOMKEVUEVO
KPUTTOYPOAPIKO GUGTILLO, Y10 TNV OVTILETOTION TNG apy1tekTovikng client-server. To chotua
€xel OmuiovpynOel pe ) xpnon Ko GETIKA VEUS TEYVOAOYING Kol EAGYIOTA YVMOOTO OTN
Agtovia, n omoia BacileTon 0TI LOONUATIKEG 1O10TNTEG TOV EAAEWTTIKMOV KOUTVADY TAV® GE
TEMEPOUCUEVD TTEDTCL.

To £pyo dnpovpyel évo eEQTOUIKEVUEVO GUGTNILO Y10, TNV KPLTTOYPAPN O TOV

TANPOPOPLAOV KOL LU0 EPAPLLOYT TOV TOPEYEL LA ETLOELEN TOV AEITOVPYUDY TOV GUGTHATOC

AéEarc-khedna : Java, JavaScript, APl, SAPUI5, ECC, ECDH, RSA, kpvrtoypdenon
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VARDNICA

Sesija — stabils savienojums starp lietotaja iekartu un serveri, kas ietver datu apmainu.

Eliptiska Iikne — kopa, kuras elementi ir punkti (x,y) kas apmierina y? = x3 + ax +
b,4a® + 27b% # 0 kur a, b ir tas liknes parametri.

MySQL — atverta pirmkoda datu bazes vadibas sist€éma.

SQL — datu bazu vaicajumu valoda.

DB — datu baze.

SAPUIS — objekt orientétais lietotaja saskarnes izstrades ietvars.

ECDH - Elliptic curve Diffie—Hellman — atslégu apmainas metode eliptiska liknes
kriptografija.

API —ieprieks definéta klasu un procediiru sist€ma, kuru var izmantot argjas
programmas.

JSON — JavaScript Object Notation — datu apmainas forma.

PPS — Programmatiiras prasibu specifikacija.

PPA — Programmatiras projekt€juma apraksts.

HEX — Heksadecimala skaitiSanas sist€éma.

CVV — Card Verification Value — kredit kartes verifikacijas numurs

Stack — datu tips, kas lauj glabat sevi datus, un atgriezt tos péc “kas p&dgjais ienaca,
pirmais izies” principa.

Domeéna parametri — eliptiskas liknes parametri.

Abela grupa — komutativa grupa — $aja grupa, saskatiSanas operacijas rezultats nav

atkarigs no tas argumentu secibas



IEVADS

Saja darba tiek aprakstita eliptiskas liknes bazéta kriptografiska ietvara izstrade, kura
galvenais merkis ir dot izstradatajiem iesp&ju aizsargat datus, kas tiek parsititi neaizsargata
tikla, ar personalizetu Sifré€Sanas algoritmu. Ka arT tiek aprakstita testa lietotne, ar kuras
palidzibu tiek demonstréta SifréSanas algoritma izmantoSana.

Izstradata ietvara datu SifréSanas algoritmi fundamentali balstas uz eliptisko Iiknu
kriptografiju. Datu $ifréSanai tiek izmantots lietotaja un servera kopgja atsléga, kas tiek
generéta asimetriska veida péc ECDH principa [1] [2]. Rezultata, Sifrétie dati nav salasami
bez atslégas.

Klienta lietotne izstradata izmantojot JavaScript programmésanas valodu un SAPUI5
biznesa aplikaciju izstrades ietvaru. Servera lietotne izstradata Java programmesanas valoda.
Klienta un servera lietotnes sazinas ar Jersey REST API tehnologijas palidzibu. Lietotaja un
servera dati tiek saglabati MySQL datu baze.

Testa lictotné datu parsitiSana laika tiek Sifréti visi lietotaja personigie dati, tadi ka

lietotaja e-pasts, parole, kredit kartes informacija, utt.

Projekta merkis

Interneta lietojumu daudzveidiba un to lietotaju skaits ar katru dienu pieaug, Iidz ar to
pieaug ari parsutitas informacijas apjoms, kas biezi vien satur konfidencialus datus. Interneta
nav centralizétas parvaldibas institlicijas, kas atbild par datu drosibu, tapec katrs atbild par
saviem datiem pats. Eksisté loti daudz dazadu datu aizsardzibas risinajumu, tomer tie
nenodros$ina pilnigu kontroli par to dro§ibas parametriem.

Projekta mérkis ir piedavat izstradatajiem personaliz&tu risinajumu datu SifréSanai, kuru
vini var pilnigi kontrolét.

Izstradataja ietvara tiek piedavata sava SifréSanas metode, kura galvena atSkiriba ir
punkta M aprékinasanas algoritms no patvaliga simbola m. Saja algoritma tiek izmantota
lietotaja un servera kop€ja atsléga S, un nejausais skaitlis k, lai aprékinat punktu M = § <
m (mod p). Tas, salidzinot ar paslaik visvairak izmantoto risinajumu m o P, teorétiski
palielina atrdarbibu jo binara nobide ir atraka par reizinajumu.

Eliptiskas Iiknes kriptografija ir diezgan jauna nozare, bet strauji attistas. Galvena
prieksrociba, salidzinot ar muisdienas biezak izmantoto SifréSanas algoritmu RSA, lai iegiitu
tadu pat dro$ibas Itment, eliptiskas liknes kriptografija tiek izmantota mazaka bitu garuma

atslégas, kas lauj to generét atrak (sk. tabula 0.1) [1].



tabula 0.1 ECC un RSA salidzinajums

Gienerntion time |secomndsh

Key Siee {biis)

ECC H5A
163 1024
213 X340
283 wn
40w ThED
571 153640

ECC

0.08
0,18
0.27
0.64
1.44

BsA
.16
747
G989
133,590
679.06

Teoretiskais pamatojums

Par eliptisko Itkni

Eliptiska likne E ir plaknes punktu kopa, kuru defing vienadojums y? = x3 + ax + b

(sk. att. 0.1 Vispariga eliptiska likneatt. 0.1), kur a, b nosaka Iiknes geometrisko formu un

pasibas [1] [3] [10].

att. 0.1 Vispariga eliptiska likne

~
N

_/
"\

Tiek pienemts, ja p ir pirmskaitlis, tad veselie skaitli pec modula p veido lauku [F,, ar

pakapi #IF, = p. I[F,, lauka elementiem ir defin€tas saskaitiSanas un reizinaSanas operacijas:

a+b = c(modp) kura,b,c € F,

a*b =c(modp)kura,b,c € F,

Ja E ir eliptiska Itkne un [F,, ir galigs pirmskaitla lauks, tad par eliptisko likni par galigu

pirmskaitla lauku sauc sekojoSu [F,, veidotas plaknes punktu kopu E (IF‘p) ={(x,y)|y?=

x*+ax+ b (mod p) A(x,y) €F5 ,a,b € F, Ada®+ 27b* # 0 (mod p)} U {0}.

O ir teorétisks punkts pie bezgalibas, kur krustojas divas paral€las taisnes. Defingjot to,

ir iesp&jams parverst E(F,) Abela grupa, kur ir definéta punktu saskaitiSana P + 0 = 0 +

P=PunP+Q =R (sk.att. 0.2) .

10
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att. 0.2 Punktu saskaitiSana geometriski

Plakng eliptiska likne par galigu pirmskaitla lauku izskatisies citadak neka pati eliptiska
likne (sk. att. 0.3)

att. 0.3 Likne y? = x3-x + larp =97

Par eliptiskas Iiknes SifréSanu

Izmantojot eliptisko Itkni par galigu pirmskaitla lauku E (IF,,) var izveidot ciklisko

grupu. Varbutiski tiek izveléts punkts P uz Iiknes ta, lai tas veidotu ciklisko grupu skalari

reizinot P ar veseliem skaitliem (sk. att. 0.4).

|;n-1‘ P ————>nP=P ——*2P
]

att. 0.4 Cikliskas grupas piemeérs
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Katrs SifréSanas algoritm balstas uz kaut kadu problému, kuru ir gruti atrisinat ja nav
‘atslégas’. Eliptiskas Iiknes kriptografija balstas uz diskréta logaritma probléemu (ECDLP):
zinot E(IF,,), un punktu Q € IF,, ir loti griiti atrast unikalo x € Z, ta lai Q = xP [1] [10].
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1. PROGRAMMATURAS PRASIBU SPECIFIKACIJA

1.1. levads
1.1.1. Noluaks

Programmatiras prasibu specifikacija (PPS) paredzeta sist€mas izstradatajiem, lai

precizi definétu izstradajamas sist€mas funkcionalas un nefunkcionalas prasibas.

1.1.2. Darbibas sféra

Programmatiras produktam janodroS$ina:

e publisko un privato atslégu generésanu;
e atslégu apmainas procediiru;
e simbolu virknu Sifré€Sanas un desifréSanas procediiru;

e datu parsiitiSanu starp klientu un serveri sifréta veida.

1.1.3. Saistiba ar citiem dokumentiem

Dokumenta noformésana ieverotas standarta LVS 68:1996 ,,Programmatiiras prasibu

specifikacijas celvedis” prasibas.

1.1.4. Definicijas

tabula 1.1 PPS definicijas

Saisinajums (|Skaidrojums

p pirmskaitlis

F, F, =17,

ab eliptiskas liknes koeficienti a, b € T,
plaknes

pUnkts punkts = {V(X, y)l X,y € IFp}

liknes punkts (|plaknes punkts, kur y? = x3 + ax + b, 4a® + 27b% # 0

Cikliskas apakSgrupas primitivais elements - Iiknes punkts, kas tiek
P
izmantots ka generators cikliskai grupai

n n=#<P,+.0>

privata atsléga||d € [0,n — 1] |d € FF,, , tiek noslépta un netiek publicéta

publiska Iiknes punkts, kas tiek aprekinats izpildot skalaras reizinasanas operaciju ar

atsléga privato atslégu un cikliskas apakSgrupas primitivo elementu

13



liknes punkts, kas tiek aprékinats reizinot viena lietotaja privato atslégu ar

kopgja atsléga
cita lietotaja publisko, un netiek publicéts
DB datu baze
QP dotie plaknes punkti
simbols ASCII tabulas elements
teksts patvaliga simbolu virkne

. saraksts ar plaknes punktu koordinatam un nobides vértibu, kas veido
Sifréts teksts .
trijnieku (k, x,y)

1.1.5. Parskats

Sis dokuments sastav no 5 nodalam un pielikuma.

nodala ir ievads, kura tiek aprakstits dokumenta mérkis un dokumenta struktiira.
nodala ir dots izstradajamas programmas visparigs apraksts.
nodala ir detaliz&ti aprakstitas sistémas funkcijas.

nodala ir noraditas saskarnes prasibas.

a > w0 DN e

nodala ir aprakstitas sistémas nefunkcionalas prasibas.

Pielikums sastav no papildinoSas informacijas, kas tiek minéta dokumenta.

1.2. Visparejais apraksts

1.2.1. Produkta perspektiva

Produkts palidz citiem izstradatajiem, piedavajot personaliz€tu risinajumu datu
Sifrésanai, kura izstradatajs var pats nodefinét parametrus. So produktu varés izmantot, lai

aizsargatu parstitamo informaciju neaizsargata tikla.

1.2.2. Produkta funkcijas

Produktam jaspgj generét privatas (skaitlis) un publiskas (punkts) kriptografiskas

atslégas balstoties uz dotiem eliptiskas liknes kriptosistémas dome&na parametriem.

14



Implement€jamajam datu aizsardzibas risinajumam janodroSina servera puses un klienta
puses publisko atslégu apmainas procediira un atbilstoso, kop&jo simetrisko atslégu

generésana.

Janodrosina simbolu virknu SifréSanas un desifréSanas procediira, izmantojot kopgjo,
simetrisko atslégu un atbilstoSas formulas, lai virknes saturs nemainas péc SifréSanas un

desifresanas.

Lietotaju personigie dati un atbilstosa formata metadati, kas tiek parsititi starp klienta
sistému un serveri, tiek Sifréti ta, lai bez atbilstosas kriptografiskas atslégas, to atSifréSana
nozimétu algoritmiski sarezgitas diskréta logaritma problémas eliptiskajam likném

atrisinasanu.

1.2.3. Lietotaju raksturiezimes

Lietotajiem nepiecieSama prasme darbam ar datoru, uzstadito interneta
parlikprogrammu, ar REST API pieprasijumiem.

Tiek sagaidita padzilinata izpratne datu aizsardzibas un kriptografijas problematika.

Ja lietotajs ir izstradatajs, tad jabut zinaSanam par datu $ifréSanu un iesp&jams ari datu

SifréSanas algoritmiem.

1.2.4. Visparéjie ierobeZojumi

Klienta puses Sistemas darbiba tiek nodroSinata, izmantojot timekla parlikprogrammu
Chrome 50.0.2661.94 m, kas atbalsta JavaScript, HTML5, CSS. Sisteéma izmanto SAP biznesa
lietotnu izstrades ietvaru SAPUIS.

Servera puses sistémas darbibu nodrosina Java EE lietotne un Apache Tomcat timekla
Serveris.

Sazinai starp klienta puses sist€mu un servera puses sist€ému jabut realizétai ka REST
pieprasijumu servisiem.

1.24.1.  Pienémumi un atkaribas

Sistéma atbalsta datu SifréSanu ar vienas eliptiskas Itknes parametriem, kurus
izstradatajs var izveléties ietvara ievieSanas laika. Ja rodas nepiecieSamiba ieviest vairakas
liknes un laut lietotajam izvel&ties, sist€tmu biis nepiecieSams papildinat.

Sistéma sp€j stradat ar 512 bitu gariem dom&na parametriem.

15



1.3. Funkcionalas prasibas
1.3.1. Sistemas funkcijas
1.3.1.1.  Prasibas identifikators: setKeyLength

Sistémas stavokla S nosactjumi:
e Nav definéts atsleégu garums
Operacijas ieejas dati:
e [eneN,len >0
Operacijas izejas dati:
e 0
Datu objektu transformacijas:
e setKeyLength: {S,len} - {§'},S' =S U len
Defingtie izp€mumi:
e Nekorekts stavoklis izsaucot operaciju
o Atslégu garums jau ir definéts len # null
o Nekorekti ieejas dati
o len=null

o len<0

1.3.1.2.  Prasibas identifikators: setPrimeField

Sistémas stavokla S nosacijumi:
e Nav definéts galigs lauks F, = @
e Definéts publisko atslégu bitu garums len (prasiba 1.3.1.1. setKeyLength)
Operacijas ieejas dati:
e p € N,p — pirmskaitlis,log, p > len
Operacijas izejas dati:
° [Fp
Datu objektu transformacijas:
o Fp=1Z
e setPrimeField: {S,p} - {5, [F'p}, S'=SUF,
Definétie izp€mumi:
e Nekorekts stavoklis izsaucot operaciju
e Lauks jau ir definéts F,, # @
e Nav definéts publisko atslégu garums len=null
16



Nekorekti ieejas dati
e p nav pirmskaitlis

e log,p<len

1.3.1.3.  Prasibas identifikators: setEllipticCurve

Sistémas stavokla S nosacijumi:

Nav definéta eliptiska likne E = @

Operacijas ieejas dati:

e p €N, p — pirmskaitlis

e a€l

e bEL

« PeF,xF,

e n € N,n — pirmskaitlis,n <p
e heN

Operacijas izejas dati:

E = (p,a,b,P,n,h)

Datu objektu transformacijas:

e setEllipticCurve:{S,p,a,b,P,n,h} - {S',E},S'=SUE
Definétie izn€mumi:

e Nekorekts stavoklis izsaucot operaciju

o Nekorekti ieejas dati

1.3.1.4.  Prasibas identifikators: pointSum
Sistémas stavokla S nosacijumi:
e Definéts galigs lauks [F,, # @ (prasiba 1.3.1.2. setPrimeField)
e Definéta Eliptiska likne E = (p, a, b, P,n, h) (prasiba 1.3.1.4. setEllipticCurve)
e Definéta Eliptiskas Iiknes punktu kopa E(IF,) # @ (prasiba
setEllipticCurvePoints)

Operacijas ieejas dati:

e Plaknes punkts Q1 = (q1,,q1,): ql,,q1, € Z,A Q1 € E(F,)
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e Plaknes punkts Q2 = (q2,,92y): q2,,92y € Z,\ Q2 € E(F,)

Operacijas izejas dati:

e Plaknes punkts Q = (qy, qy): qx qy € Z,AQ € E(Fp)

Datu objektu transformacijas:
e pointSum:{S,Q1,Q2} - {§',0},Ss=5'
e funkcijas {Q1,Q2} — Q deklaracija:
" jaQl= Q2
1. L = (3%Q2, + a)/ (2+Q2,) (mod p)
2. TQ; = L*- Q2,- Q2, (mod p)
3. TQy = L(Q2x — TQx) — Q2 (mod p)
4. Q= (TQx; TQy)
" jaQl # Q2
1. L = (1, - 02,) / (Q1: — Q2) (mod p)
2. TQx = 17~ Q2, - Q1, (mod p)
3. TQy = L(Q2y — TQx) — Q2 (mod p)
4.Q = (TQ:; TQy)
Definétie izp€émumi:
e Nekorekts stavoklis izsaucot operaciju
o Nekorekti ieejas dati
o Nekorekts Q1

o Nekorekts Q2
o Nekorekts Q1 un Q2

1.3.1.5.  Prasibas identifikators: pointMultiply

Sistémas stavokla S nosacijumi:

e Definéts galigs lauks F, # @ (prasiba 1.3.1.2. setPrimeField)

e Definéta Eliptiska likne E = (p, a, b, P,n, h) (prasiba 1.3.1.3. setEllipticCurve)
Operacijas ieejas dati:

e n€ Nn>0

e Plaknes punkts Q1 = (q1,,q1,): ql,,q1, € Z,A Q1 € E(F,)
18



Operacijas izejas dati:

e Plaknes punkts Q = (qy, qy): qx qy € Z,AQ € E(Fp)
Datu objektu transformacijas:

e pointMultiply:{S,n,Q1} - {§',0},S =5’

e funkcijas {n, Q1} — Q deklaracija:

1. Q =01
2. n%?2
» jan%2 == 0, stack saglaba 2
» jan%2 == 1, stack saglaba I
3. n=n/2

4. atkartojam kamér n!=0
5. izmetam no stack pirmo skaitli, kas vienmeér ir 1, jo 2/2ir 1
nemam no stack 2 vai 1:
" ja2:Q = Q+0Q
* jal:Q = Q+Q1(jaQ = Q1,tad izmanto Q + Q)

6. atkartojam, kamér stack nav tukss

Defingtie izp€mumi:
o Nekorekts stavoklis izsaucot operaciju
o Nekorekti ieejas dati
o Nekorekts n
" n<0
* n=null
o Nekorekts Q1
o Nekorekts n un Q1

1.3.1.6.  Prasibas identifikators: mapCharToPoint

Sistémas stavokla S nosacijumi:
e Definéts galigs lauks IF, # @ (prasiba 1.3.1.2. setPrimeField)
e Definéta Eliptiska likne E = (p,a, b, P,n, h) (prasiba 1.3.1.3. setEllipticCurve)

Operacijas ieejas dati:

e ASCII simbols m
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e Plaknes punkts Q = (qx, qy): Gz qy € Z,AQ € E(Fp)
Operacijas izejas dati:

e Plaknes punkts M = (m,,m,): my,m;, € Z,AM € E(F,)
Datu objektu transformacijas:

e mapCharToPoint:{S,m,Q} - {S',M},S =S’

e funkcijas {m, Q} » {M} deklaracija:

1. M= Q << m(modp)

Definétie izn€mumi:
e Nekorekts stavoklis izsaucot operaciju
e Nekorekti ieejas dati
o Nekorekts m
o Nekorekts Q

o Nekorekts m un Q

1.3.1.7.  Prasibas identifikators: encryptMessage

Sistémas stavokla S nosacijumi :
e Definéts galigs lauks F, # @ (prasiba 1.3.1.2. setPrimeField)
e Definéta Eliptiska likne E = (p, a, b, P,n, h) (prasiba 1.3.1.3. setEllipticCurve)
Operacijas ieejas dati:
e Patvaligs teksts s
e Kopgja atslega Q = (qx, qy): dx 4y € L\ Q € E(FF,)
Operacijas izejas dati:
e Masivs H no elementiem:
o k €[0,n—1]
o Plaknes punkts C = (cy, ¢y): ¢y ¢y € Z,AC € E(Fp)
Datu objektu transformacijas:
e encryptMessage:{S,s,Q} > {S',H},S =S’
e funkcijas {s, Q} —» {H} deklaracija :

o ar katru simbolu m no teksta s:

1. simbols m tiek parveidots punkta M (prasiba 1.3.1.6.
mapCharToPoint)
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tiek generéts nejauss punkts no kopéja noslépuma:
TSy = k*Qx

TSy = Qy

TS = (TSy; TSy)

nejausais punkts tiek saskatits ar simbola punktu:

C =M+TS

© N o g B~ w DN

C tiek pievienots masivam H

Defingtie izp€mumi:
e Nekorekts stavoklis izsaucot operaciju
e Nekorekti ieejas dati
o s=null

o Q =null

1.3.1.8.  Prasibas identifikators: decryptMessage

Sistémas stavokla S nosactjumi:
e Definéts galigs lauks F, # @ (prasiba 1.3.1.2. setPrimeField)
e Definéta Eliptiska likne E = (p, a, b, P,n, h) (prasiba 1.3.1.3. setEllipticCurve)
Operacijas ieejas dati:
e Masivs H no elementiem:
o k €[0,n—1]
o Plaknes punkts C = (cy, ¢y): ¢y ¢y € Z,AC € E(Fp)
e Kopgja atslega Q = (qx, qy): dx 4y € Zp\ Q € E(F,)
Operacijas izejas dati:
e Patvaligs teksts s
Datu objektu transformacijas:
e decryptMessage:{S,H,Q} - {S',s},§ =S’
o funkcijas {H, Q} — {s} deklaracija:

o ar katru H elementu :

1. tiek generéts punkts no dota k un kopéja noslépuma Q:
2. TS, = k*Q,

3. TS, = Q,

4,

TS = (TSy; TS,)
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5. tiek noskaidrots simbola punkts:

6. M =C—-TS

7. punkts M tiek parveidots simbola m (prasiba 1.3.1.9.
mapPointToChar)

8. simbols m tiek pievienots tekstam s

Definétie izn€mumi:
e Nekorekts stavoklis izsaucot operaciju
o Nekorekti ieejas dati
o H=null
o H nesatur vajadzigus elementus

o Q=null

1.3.1.9.  Prasibas identifikators: mapPointToChar

Sistémas stavokla S nosactjumi:

e Definéts galigs lauks F), # @ (prasiba 1.3.1.2. setPrimeField)

e Definéta Eliptiska likne E = (p, a, b, P, n, h) (prasiba 1.3.1.3. setEllipticCurve)
Operacijas ieejas dati:

e Plaknes punkts C = (cy, cy): ¢y cy € ZAC € E(F))

e Plaknes punkts Q = (qx, qy): 9x qy € Z,AQ € E(F))
Operacijas izejas dati:

e ASCII simbols m
Datu objektu transformacijas:

e mapPointToChar:{S,C,Q} - {S',m},S=5'

e funkcijas {C, Q} — {m} deklaracija :

1. i=0
2. kamer TS # C:
= TS = Q << i (modp)
= i+ +
3. sanpemtais i ir simbola vértiba
4. m = (char)i

5. simbols m ir atrasts

Definétie izp€émumi:
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o Nekorekts stavoklis izsaucot operaciju
o Nekorekti ieejas dati

o Nekorekts C

o Nekorekts Q

o Nekorekts C un Q

1.3.1.10. Prasibas identifikators: generateKeyPair

Sist€mas stavokla S nosacijumi :
e Definéts galigs lauks F, # @ (prasiba 1.3.1.2. setPrimeField)
e Definéta Eliptiska likne E = (p,a, b, P,n, h) (prasiba 1.3.1.3. setEllipticCurve)
Operacijas ieejas dati:
e 0
Operacijas izejas dati:
e Skaitlisd € [0,n]
e Plaknes punkts X = (x1,x3): x1,x; € Z,A X € E(IFp)
Datu objektu transformacijas:
e generateKeyPair:{S} - {S',d,X},S=5'
Definétie izn€mumi:

e Nekorekts stavoklis izsaucot operaciju
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1.4. Argjas saskarnes prasibas

1.4.1. Sistémas saskarnes

Komunikacija ar serveri norisinas ar REST API pieprasijumiem un atbildém, kas satur

informaciju JSON formata atbilstosi izsauktajam metodém.

14.1.1. connect

S1 metode pieprasa ECC parametrus no DB, kas tiek vélak izmantoti visiem aprékiniem

sifréSanas/desifrésanas laika un atslégu generésanai.

Method

POST

URL

[rest/api/connect

Content-Type

application/json

POST parameters

None

Success response

response: Success!

id eliptiskas Iiknes id

name eliptiskas Itknes nosaukums

p eliptiskas liknes primars skaitlis,
kas tiek izmantots lai noskaidrot
liknes plaknes robezas

a eliptiskas liknes parametrs

b eliptiskas Iiknes parametrs

n eliptiskas Iiknes primars skaitlis,
kas tiek izmantots lai noskaidrot
liknes cikliskas grupas robezas

h eliptiskas Itknes kofaktors

Px cikliskas apak$grupas primitiva
elementa x koordinata

Py cikliskas apakSgrupas primitiva

elementa x koordinata

Error response

response: Connection error!
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1.4.1.2.

getSession

ST metode pieprasijuma nodod sistémai lietotaja publisko atslégu, kas tiek saglabata un

sasaistita ar pieprasijuma sesijas identifikatoru, un sanem sesijas identifikatoru ar servera

publisko atslégu.
Method POST
URL [rest/api/getSession

Content-Type

application/json

POST parameters | X Lietotaja publiskas atslégas x
koordinata
y Lietotaja publiskas atslegas y
koordinata
Success response | response: Success!
session sesijas id
X servera publiskas atslégas x
koordinata
y servera publiskas atslégas y

koordinata

Error response

response: Server failed to

establish session!

1.4.1.3.

register

S metode pieprasa DB izveidot jauno lietotaju ar dotajiem parametriem.

Pieprasijums ir pilnigi noSifréts pirms siitiSanas!

Method

POST

URL

[rest/api/register

Content-Type

application/json

POST parameters

email

Lietotaja e-pasts

message

Lietotaja parole, iekodéta ar SHA

algoritmu

Success response

response: User created

successfully!

Error response

response: User already exists!
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1.41.4.

S metode pieprasa DB parbaudit lietotaju datus.

login

Pieprasijums ir pilnigi noSifréts pirms sitiSanas!

Method

POST

URL

[rest/api/login

Content-Type

application/json

POST parameters

email

Lietotaja e-pasts

message

Lietotaja parole, iekodéta ar SHA 1

algoritmu

Success response

response: Success!

Lietotaja identifikators, piesaistits

vina sesijas identifikatoram

Error response

response: User does not exist
or wrong data!

1.4.1.5.

getinfo

ST metode pieprasijuma nodod sistémai lietotaja e-pastu, sanem lietotaja saglabato

informaciju. Sist€ma art parbauda, vai pieprasijuma autoram ir atlauja Sos datus sanemt.

Pieprasijums ir pilnigi noSifréts pirms siitiSanas!

Method

POST

URL

[rest/api/getinfo

Content-Type

application/json

POST parameters

email

Lietotaja e-pasts

Success response

response: Success!

message Lietotaja saglabata informacija. ST
informacija tiek sanemta Sifreta
veida.
Error response response kltdas pazinojums ar identifikatoru
1.4.1.6. setinfo

ST metode pieprasijuma nodod sistémai lietotaja e-pastu un informaciju, ko ving grib

saglabat. Sist€ma art parbauda, vai pieprasijuma autoram ir atlauja Sos datus saglabat.
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Pieprasijums ir pilnigi noSifréts pirms satiSanas!

Method POST
URL [rest/api/setinfo
Content-Type application/json
POST parameters | email Lietotaja e-pasts
message Lietotaja saglabajama informacija
Success response response: Success!
Error response response kludas pazinojums ar identifikatoru

1.4.1.7. getCard

ST metode pieprasijuma nodod sistémai lietotaja e-pastu, sanem lietotaja saglabato
kredtt kartes informaciju. Sistéma ari parbauda, vai pieprasijuma autoram ir atlauja Sos datus
sanemt.

Pieprasijums ir pilnigi nosifréts pirms siitiSanas!

Method POST

URL [rest/api/getCard

Content-Type application/json

POST parameters | email Lietotaja e-pasts

Success response | response: Success!

message Lietotdja saglabata informacija. ST
o cardName informacija tiek sanemta Sifreta
o cardNumber ‘s
° cardExpire veida un satur parametrus JSON
o) cardCvV formata.
Error response response kludas pazinojums ar identifikatoru

1.4.1.8. setCard

S1 metode pieprasijuma nodod sistémai lietotdja e-pastu un kredit kartes informaciju, ko

vins$ grib saglabat. Sisteéma art parbauda, vai pieprasijuma autoram ir atlauja Sos datus

saglabat.
Pieprasijums ir pilnigi noSifréts pirms siitiSana!
Method POST
URL [rest/api/setinfo
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Content-Type application/json

POST parameters | email Lietotaja e-pasts
cardName Lietotaja kredit kartes nosaukums
cardNumber Lietotaja kredit kartes numurs
cardExpire Lietotaja kredit kartes deriguma
termins
cardCVvV Lietotaja kredit kartes verifikacijas
numurs

Success response response: Success!

Error response response kludas pazinojums ar

identifikatoru

1.4.1.9. testCurve

ST metode ir izveidota, lai parbauditu veiktsp&ju dazadam liknem. Tiek noteikts privatas

un publiskas atslégas generésanas laiks.

Method POST
URL [rest/api/testCurve
Content-Type application/json
POST parameters | times cik reizes parbaudit
p eliptiskas liknes primars skaitlis,
kas tiek izmantots lai noskaidrotu
liknes plaknes robezas
a eliptiskas Iiknes parametrs
b eliptiskas liknes parametrs
n eliptiskas liknes primars skaitlis,
kas tiek izmantots lai noskaidrotu
liknes cikliskas grupas robezas
h eliptiskas Iiknes kofaktors
pXx cikliskas apakSgrupas primitiva
elementa x koordinata
py cikliskas apakSgrupas primitiva
elementa x koordinata
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Success response response: kopa, kur elementi satur privatas
[PriveKey,PubKey, Total] un publiskas atslegas generésanas

laiku un to summu.

Error response response: null

1.4.1.10. addCurve

S metode lauj saglabat notestétas Iiknes parametrus datu bazé ar patvaligu nosaukumu.

Method POST
URL [rest/api/addCurve
Content-Type application/json
POST parameters name nosaukums, ar kuru saglabat
p eliptiskas liknes primars skaitlis,
kas tiek izmantots lai noskaidrotu
liknes plaknes robezas
a eliptiskas Iiknes parametrs
b eliptiskas liknes parametrs
n eliptiskas Iiknes primars skaitlis,
kas tiek izmantots lai noskaidrotu
liknes cikliskas grupas robeZas
h eliptiskas Itknes kofaktors
px cikliskas apakSgrupas primitiva
elementa x koordinata
py cikliskas apakSgrupas primitiva
elementa x koordinata
Success response response: Success!
Error response response kludas pazinojums ar identifikatoru

1.4.2. Lietotaja saskarnes

Komunikacija ar lietotaju noris ar vienkarsas, viegli saprotamas SAPUIS lietotnes
palidzibu.
Lietotajs var ielogoties un saglabat kaut kadu informaciju. Informacija glabasies Sifréta

veida, bet administrators var to redzét atklata veida.
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1.5. Nefunkcionalas prasibas

1.5.1. Veiktspéjas prasibas

Sistemai javeic Sifrésanas/desifréSanas operacija laika, kas neparsniedz 5 sekundes, pie
nosacijuma, ka $ifréjama simbolu virkne neparsniedz 5000 simbolu, tiek izmantota 256 bitu
garuma atslégas un procediira noris uz sist€mas ar Intel® Core™ i5-4460 @3.20GHz

procesoru.

1.5.2. Drosibas prasibas
Informacija, kuru vajag aizsargat, tiek Sifréta:
e ar lietotdja un servera kopgjo atslégu, kad tiek parsutita;
e ar servera atslégu, kad tiek saglabata datu baze.
Janodrosina, lai piekluve lietotaju informacijai biitu tikai pasam lietotajam un
administratoram.

Janodro$ina arT informacijas metadatu, tadu ka formata apraksts, SifréSana.
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2. PROGRAMMATURAS PROJEKTEJUMA APRAKSTS

2.1. levads

2.1.1. Dokumenta noliks

Sis dokuments ir projekta “Eliptiskas Iiknes bazéta kriptografiska ietvara izstrade”
izstrades un ieviesanas projekta nodevums.

Saja dokumenta tiek aprakstita programmatiiras prasibu specifikacija definéto prasibu
implementacija konkrétas izstrades vid€s un tehnologijas, ka ari tiek paradits, ka

programmatiiras sist€ma tiek strukturéta.

2.1.2. Darbibas sféra

Programmaturas darbibas sfera ir aprakstita Programmatiiras prasibu specifikacija

nodala Darbibas sfera.

2.1.3. Saistiba ar citiem dokumentiem

Projekta “Eliptiskas liknes bazeta kriptografiska ietvara izstrade” Programmatiiras
projektejuma apraksts lietojams kopa ar produkta Programmatiiras prasibu specifikaciju.
PPA satura organizacija balstas uz standarta LVS 72:1996 “leteicama prakse

programmatiiras projektéjuma aprakstiSanai” prasibam.

2.1.4. Parskats

Projekta “Eliptiskas Iiknes bazéta kriptografiska ietvara izstrade” PPA sastav no 4

nodalam:

Ievads, kas satur visparigu informaciju par dokumenta noliiku, darbibas sféru un
saistibu ar citiem dokumentiem;

Tehniskie risinajumi, kas ieklauj informaciju par projekta izmantotam tehnologijam un
izstrades vidi;

Dekompozicijas apraksts, kas satur projekta konceptam atbilstoSo funkciju aprakstu;

Prasibu tras€jamibas matrica, kas atte€lo PPS prasibu realizaciju PPA.
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2.2. Tehniskie risinajumi

Projekts “Eliptiskas Iiknes bazeta kriptografiska ietvara izstrade” tiek izstradats
izmantojot Java un JavaScript programmeésanas valodas. Datubazes funkcionalitati nodrosina
MySQL 5.7.11. Visas datu bazes tabulas izmanto INnnoDB zema Iimena datu glabasanas
apakssistému.

Klienta lictotnes izstradg tiek pielietots JavaScript lietotnu izstrades ietvars SAPUI5
1.36.9, kas nodrosina MV C arhitekttiras koncepcijai atbilstosu risinajumu implementacijas
iespgjas.

Servera lietotnes ar€jas saskarnes izstrade tiek pielietots Jersey REST API, kas lauj

servera un klienta lietotném komunicéties ar REST API pieprasijumiem JSON formata.

2.2.1. Arhitektura

Klients Serveris

1. pieprasa ECC parametrus

atgriez parametrus

2. genere atslegu pari

3 .nosuta savu publisko atslegu

Fd

atgriez servera publisko atslégu

(——————_—_—_—_——_—— - ——

4.a/4 b nosuta lietotdja datus $i1frata veida

pazino par veiksmi / klodu

ja veiksmig: presakas:

3. pieprasa lietotdja informaciju

atgrie? lietotaja informaciju $ifrsta veida

att. 2.1 klienta-servera komunikacijas seciba

1. Uzsakot sazinu, klienta — servera sist€ma vienojas par doména parametriem. Lietotajs
inicialize lietotni, serverim tiek pieprasita ECC doména parametru informacija, kas tiek
glabata servera puses datu baze (sk. att. 2.2).
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¥ {response: "Success!", id: 1, name: "1",.}

a: "ar

b: "7

h: "1°

id: 1

n: "fffffrffffrffffrffffrffrfffffffebaaedcebat48ad3bbfd25eB8cdd364141"
name: "1

p: "fFfffFffffrrfrrrffffrf A ffrffffefffffc2f”
px 959f2815b16F81798"
P 6a3cd4E55dadfbfcPe1108a8Fd17b448a68554199c47dB8FFfb1ad4b8"

response: "Success!™

att. 2.2 Sapemtie ECC doména parametri

Izmantojot sanemtos kriptosistémas doména parametrus, klients genere kriptografisko
atslégu pari.

Lietotaja publiska atsléga tiek aizsitita uz serveri (Sk. att. 2.3). Ka atbilde tieck sanemta
servera publiska atsléga un sesijas identifikators (sk. att. 2.4).

¥ Request Payload view source
v {x: "623427820008683553570836889485292094239505491377849471973037247372266081657897", ..}

att. 2.3 Lietotaja aizsatitie dati

att. 2.4 Lietotaja sanemtie dati

Lietotaja lietotne ir inicializéta.
a. Lietotajs piesakas — tiek aizsiititi lietotaja e-pasts un parole uz serveri Sifréta veida.
Ja serveris péc desifrésanas secindja, ka dati ir pareizi, datu baze pie sesijas
identifikatora tiek pierakstits lietotajs un serveris atbild par veiksmi. Pret&ja
gadijuma serveris atbild par kltadu.

b. Lietotajs registréjas — tiek aizsitti lietotaja e-pasts un parole uz serveri §ifréta
veida (sk. att. 2.5). Ja serveris péc deSifrésanas secinaja, ka dati ir pareizi, serveris
saglaba tos datu baze un atbild par veiksmi. Pret&ja gadijuma serveris atbild par
kladu.
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&= CryptoFrame
writing@document.fun
Register

¥ Request Payload view parsed

¢

g

att. 2.5 Lietotaja dati Sifréta veida

At
: "69198277004357728339488633240239634142294664602155690837153036134590443945777",
1 "24826566033478578872236354624858850886126317084557341956089622776951573395408"},

: "42577336531359939277762844163398784917412277202372982127828936887091746799865",
: "44896696475324871499919199714786191736964899738158796147106019746437139916452"},

"19876825913678925343832654143210758564027451340276898707346327230464400741115",
: "20402718105607174810964601172329513818593770219451624579166152568754556930325"},

: "24803261574543599207221798041824700375655482901802711629113719709072125837007",
1 "5499646189036423644784309774586602856693907727250595327698872385324017368389@"},

: "98542572911912862988124039091580802433681395341346296384422354528436869981942",
: "56673623675272835436506634103358960891985349197348477906798833716671089535656"},

1 "72622672662184375616114783206531255335183797495726370832913166796580241925786",
: "87620651621144711466706816154188954920880472764628203564283784784825016312346"},

: "559111092097275292170308067256523211635166077380577796371246789426314011699302",
: "44858683936489413734525412884194280308130801725539977342607180482868077986116"},

5. Lietotajs pieprasa savu informaciju — tiek aizsttits lietotaja e-pasts uz serveri Sifréta
veida. Serveris desifre e-pastu, parbauda vai ielogotam lietotajam ir tiesibas pieklut
pieprasitajai lietotaja informacijai un atsuta informaciju $ifréta veida (sk. att. 2.6).

o CryptoFrame
v Your information 7 ‘ T T
Reiz dzivoja maza, jauka meitenite, kuru visi, E"i ——
kas vien vinu ieraudzija, tafit iemnéja.. 321 s
#81 [] signaisjs

[] hasherjs

[] crossroads s
v Yolir credit.card /. [[] messagebundie_en

= ” |_| App.view.xm|

[] App.controlierjs
|| BaseControlierjs

Name : My Visa i
Number : 1111222233334444 %
Expire date : 12/31/20 u Login.controllerjs
CwW:123 || connect
[] i18n_en.properties
[] sAP-iconsittf
[] getsession
[] togin

[[] Menu.viewxm!

[[] Menu.controlierjs >3
= Z >9
[ ] Info.view.xmi
= > 10:
[] info.controlterjs »11:
[] verticaltayout s »12:
»13:
library.js
L! i > 14:
[ reyis ,is.
[] tibrary.css > 16:
] tibrary-parametersjson »17:
7 s > 18:
[] tibrary-preioad.json »19:
[] tibrary.css »20:
[ tibrary-parametersjson > 21
. »22:
[ tiorary.css »23:
[ limran_naramatars icnn [

_USp..

2000ms 3000 ms

j‘.‘HidedataURLsm XHR JS CSS Img Media Font Doc WS Manifest Other

4000ms 5000ms 6000ms 7000 ms 8000 ms 9000 ms 10000 ms: 11000 ms 1200

X Headers | Preview | Response Cookies Timing

4| ¥ {response: "Success!”,.} ]
v message: [{x: "80080724897208070336206513574918237819050559432151028790573417533704612927504" ..}, ..]
v o .. 99]
v0: {x: "8008072489 2065135749182378 2151028790573417533704612927504" ..}

vi:

k
x
y:

y:
+ "5533538247596923772942543861746430264637990341046193418824730569981211875496"
k

: {x: "597877195109413181 7368706577 19244 7926365134755125", ...

"19730024977950083195075683123940405172528737787486943921843848974794990804718"
"80080724897208070336206513574918237819050559432151928790573417533704612927504"
"7919271643968739699715338171687294241456957553433409334339669745943089434215"

{x: "114897254168147454952625641468476254009544987545642026749095259439332365069473",..}
2660252231149249934593879636615406389411739517489687785377295056353644995624"
14097254168147454952625641468476254009544987545642026749095259439332365069473"
"35977273340205371556184793229697249732337861585147483552937758698933363095616"

7403356781042838968892729764476137968023217764576530682962679805492737639475"
533538247596923772942543861746430264637990341046193418824730569981211875496"
"95621524112450347581278651741836075543946611966882940016005005126250441754102"

}
: {x: "6736486357776955075 '63758018332697267167501828872576790837942092081",..}
: {x: "72438573194951622396194137902573048857116046721203261367630516559258974182342", ..}
: {x: "1826492755171752155 281448164547478: 970970155 }
: {x: "113945882695823349587894997099892005354185528378785315947682845247351391188949",..}
+ {x: "62217543320138873233751866625914724781429824432043095258395363761634004195264", ..}
: {x: "99256738151264625240444682347305138581575222991407088360459797380912430242910",..}

188984 {2} 23205312402576285' 2400723428"
177752937121510114322040070322420. 340701151 0157831530085"
15819588707143482320739365036273502478534208013962727678288180004376568045717" ..}
38961133346764733389512619649755511475148098306339705061070722448456136118650", ...

1 "91136511085751902927871956185570352697492355136916104490616102353527180964636"
{x: "92108243552208308543470835567929462552402846849164830445748148249194084089476" ,
103689535254122015513686135497734212872596362299548206185493402756961409441735
32514126233829493102719510005191314350785966099604720384240568421616091258514"
24954406159134342991246265326119446888312067893449526473943221778833004129979" .A}
'47596832046235494919705437606542396282258318840458855131994432107952781049302", ..}
'622695249519655490908791746391750299423802047571137@3605589218135679528430332"
69263519966444240274295618656341369997145219873454561077447335796500865372117"
1130184378953813813880837270172466235969440661264167584677866316487301862966971'
18593979928816517235019778442514662613594669091119093822470275480962331332811"

att. 2.6 Lietotaja kredit kartes un cita saglabata informacija tiek Sifréta
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2.3. Dekompozicijas apraksts

Seit tiek aprakstitas pamata funkcijas. Tiek pienemts ka Java un JavaScript funkcijas

atSkiras tikai sintaktiski (valodu atSkiribas dg]), tapéc funkcijas netiek dublétas, kas atvieglo

lasamibu.

Funkcijam tiek generéta automatiska dokumentacija ar:

e Java funkcijam — ar JavaDoc palidzibu (sk. Pielikums 4. JavaDoc)

e JavaScript funkcijam — ar JSDoc palidzibu (sk. Pielikums 5. JSDoc)

2.3.1. Ecc klase

Ecc klase ir galvena klase, kas satur visus nepieciesamos liknes parametrus,

matematiskas funkcijas un SifréSanas algoritmus. Konstruktora tick definéti visi eliptiskas

liknes parametri, bez kuriem klases metodes nestradas.

Metode
Ecc
Metodes identifikators
2.3.1.1.  ecc.constructor
levad dati
Nosaukums Datu tips Apraksts
sp String eliptiskas liknes p parametrs
sa String eliptiskas liknes a parametrs
sb String eliptiskas Iiknes b parametrs
sPx String eliptiskas Iiknes cikliskas apak$grupas primitiva
elementa P X koordinata
sPy String eliptiskas Iiknes cikliskas apakSgrupas primitiva
elementa P y koordinata
sn String eliptiskas Itknes n parametrs
Metode
Ecc.pointMultiply
Metodes identifikators
2.3.1.2.  ecc.pointMultiply
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Metodes apraksts

Aprekina punkta reizinajumu ar skaitli, izmantojot eliptiskas Iiknes punktu reizinajuma

formulu (sk. Pielikums 1. Formulu lapa - Formula Nr.2 - Punktu reizinajums)

levad dati
Nosaukums Datu tips Apraksts
point Point punkts, kuru vajag reizinat
d BiglInteger skaitlis, ar kuru reizina punktu
p BiglInteger pirmskaitlis, eliptiskas liknes parametrs
Izvada dati
Point jauns punkts
Metode

Ecc.pointSum

Metodes identifikators

2.3.1.3.  ecc.pointSum

Metodes apraksts

Aprekina divu punktu summu, izmantojos eliptiskas liknes punktu saskaitiSanas formulu

(sk. Pielikums 1. Formulu lapa - Formula Nr.1 - Punktu saskaitiSana)

levad dati
Nosaukums Datu tips Apraksts
pointl Point punkti, kurus vajag saskaitit
point2 Point
Izvada dati
Point jauns punkts
Metode

Ecc.encryptMessage

Metodes identifikators

2.3.1.4.  ecc.encryptMessage

Metodes apraksts

Sifré doto simbolu virkni, pielietojot $ifrésanas formulas (sk. Pielikums 1. Formulu lapa -

Formula Nr.4 - Simbola Sifrésana) katram virknes simbolam, izmantojot doto atslegu

levad dati
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Nosaukums Datu tips Apraksts
message String teksts, kuru vajag nosifrét
key Point atsléga, ar kuru Sifrét
Izvada dati

EncodedMsg Sifréts teksts
Metode
Ecc.decryptMessage

Metodes identifikators

2.3.1.5.  ecc.decryptMessage

Metodes apraksts

Desifre doto Sifréto tekstu pielietojot desifréSanas formulas (sk. Pielikums 1. Formulu lapa

- Formula Nr.5 - Punkta at$ifréSana) katram elementam, izmantojot doto atslegu

levad dati
Nosaukums Datu tips Apraksts
encMessage EncodedMsg Sifréts teksts
key Point atsléga, ar kuru atSifrét
Izvada dati
String teksts
Metode

Ecc.mapCharToPoint

Metodes identifikators

2.3.1.6. ecc.mapCharToPoint

Metodes apraksts

Parvers doto simbolu punkta, ar dotas atslégas palidzibu (sk. Pielikums 1. Formulu lapa -

Formula Nr.3 - Simbola parveidosana punkta (mapping))

levad dati
Nosaukums Datu tips Apraksts
c Character simbols, kuru vajag parvérst par punktu
key Point dota atsléga
Izvada dati
Point rezult&joss punkts
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Metode

Ecc.mapPointToChar

Metodes identifikators

2.3.1.7.  ecc.mapPointToChar

Metodes apraksts

Parveérs doto punktu simbola, ar dotas atslégas palidzibu (sk. Pielikums 1. Formulu lapa -

Formula Nr.6 - Punkta parveidoSana simbola (unmapping))

levad dati
Nosaukums Datu tips Apraksts
c Point punkts, kuru vajag parvérst par simbolu
key Point dota atsléga
Izvada dati
Character rezultgjoss simbols
Metode

Ecc.rndBiglint

Metodes identifikators

2.3.1.8.  ecc.rndBigint

Metodes apraksts

Gener€ nejauso skaitli (Biglnteger tipa) no 0 lidz dotajam maksimumam

levad dati
Nosaukums Datu tips Apraksts
max Biglnteger maksimala vertiba
Izvada dati
Biglnteger nejaus skaitlis no 0 11dz maksimalai veértibai

2.3.2. Point klase

Palig klase, kas reprezent& punktu plakné.

Metode

Point

Metodes identifikators

2.3.2.1.  point.constructor
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levad dati

Nosaukums Datu tips Apraksts

X BiglInteger X koordinata
y BiglInteger y koordinata
Metode

Point.compare

Metodes identifikators

2.3.2.2.  point.compare

Metodes apraksts
Salidzina konstruéto punktu ar doto. Punkti ir vienadi, ja abu koordinatu vértibas sakrit
levad dati
Nosaukums Datu tips Apraksts
point Point punkts, ar kuru salidzinat konstrugto
Izvada dati
Boolean

2.3.3. EncodedMsg klase

Palig klase, kas reprezent $ifréto tekstu. Sifréts tests sastav no diviem sarakstiem (List),
kur viena glabajas visi Sifréta teksta punkti, un otra glabajas visas atslégu nobides. Svarigi, lai

punkta un tam atbilstosas punkta nobides indekss sakrit.

Metode
EncodedMsg.
Metodes identifikators

2.3.3.1.  encodedMsg.constructor

Metodes apraksts

Tiek izveidoti jaunie (tuksi) saraksti ar Point un Biglnteger tipiem

Metode
EncodedMsg.add
Metodes identifikators
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2.3.3.2. encodedMsg.add

levad dati

Nosaukums Datu tips Apraksts

c Point punkts, kas reprezentg $ifréto simbolu
kt BiglInteger atslégu nobide

2.3.4. Ecccharmap klase

Palig klase, kas paatrina desifréSanas procesu. Klasg tiek saglabats saraksts ar

simboliem un tiem atbilstoSo punktu X koordinatas (kas tick aprékinati no Sifréta punkta,

izmantojot atbilstoSu atslégu ar nobidi). Ja deSifréSanas procesa tiek aprékinats punkts, kura x

koordinata jau ir pierakstita klase, klase atgriez simbola vertibu un lauj izlaist dalu no

mapPointToChar matematiska procesa.

Metode

Ecccharmap

Metodes identifikators

2.3.4.1.  ecccharmap.constructor

Metode

Ecccharmap.addChar

Metodes identifikators

2.3.4.2.  ecccharmap.addChar

Metodes apraksts

Pievieno simbolu un attiecigo punktu x koordinatu klases sarakstam

levad dati

Nosaukums Datu tips Apraksts

C Character simbols

X BiglInteger X koordinata
Metode

Ecccharmap.existsChar

Metodes identifikators

2.3.4.3.  ecccharmap.existsChar
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Metodes apraksts

Parbauda vai klases saraksta ir dots simbols

levad dati
Nosaukums Datu tips Apraksts
C Character simbols
Izvada dati

Boolean
Metode

Ecccharmap.hasKey

Metodes identifikators

2.3.4.4.  ecccharmap.hasKey

Metodes apraksts

Parbauda vai klases saraksta ir dota x koordinatas vértiba

levad dati
Nosaukums Datu tips Apraksts
X BiglInteger X koordinata
Izvada dati
Boolean
Metode

Ecccharmap.getChar

Metodes identifikators

2.3.4.5. ecccharmap.getChar

Metodes apraksts
Atgriez no saraksta simbolu, kas ir saistits ar doto x koordinati (ja tads eksiste)
levad dati
Nosaukums Datu tips Apraksts
X BiglInteger X koordinata
Izvada dati
Character attiecigs simbols (ja neeksiste tad null)
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2.4. Prasibu traséjamibas matrica

Prasibu trasg¢jamibas matrica tiek paradits, ka projekt€juma tiek nodroSinatas PPS
funkcionalas prasibas.

PPS Funkcionalas prasibas identifikators | Projektéta metode

1.3.1.1. setKeyL ength

1.3.1.2. setPrimeField ecc.constructor

1.3.1.3. setEllipticCurve

1.3.1.4. pointSum ecc.pointSum
1.3.1.5 pointMultiply ecc.pointMultiply
1.3.1.6. mapCharToPoint ecc.mapCharToPoint
1.3.1.7. encryptMessage ecc.encryptMessage
1.3.1.8. decryptMessage ecc.decryptMessage
1.3.1.9. mapPointToChar ecc.mapPointToChar

ecc.rndBiglint
1.3.1.10.generateKeyPair

ecc.pointMultiply
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3. DATU BAZES PROJEKTEJUMS

Saja nodala tiek aprakstits testa lictotnes datu modelis un ta realizacija MySQL datu

baze.

Datu bazes tabulas tiek aprakstitas ar sekojoSo struktiiru:

Lauka nosaukums
Lauka datu tips
Vai lauks var biit NULL
Citi atribiiti
o PK - Primara atsléga
o FK - Argja atsléga
o UQ — Unikals
o Al — Automatiski palielinas

Lauka apraksts

Lai saglabat FK saistibu, ir vajadzigs lietotajs kas izmantots ka jaunas sesijas lietotajs,

kamer pats lietotajs nepieteiksies.

3.1. Konceptualais ER modelis

ecc_info = personal_info = session
id id id
name —O< user session
p = info keyX
- user
a keyY
"
b id : time
+
Px |—0< user
email
Py
password
n personal_cards
ermissionLevel .
h P id

—oO< user
card_number
card_name
card_cvv

card_expire
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3.2. Tabulu apraksts

3.2.1. Tabula “ecc_info”
Tabula glabajas eliptiskas liknes parametri, kurus izmanto projekta algoritmi. Tabula ir
strukturéta ta, lai p&c nepiecieSamibas (un projekta papildinasanas) varétu glabat vairak par

vienu likni.

Nosaukums Datu tips NULL Atributi Apraksts

id Int(11) NOT PK, Al
NULL

name Varchar(45) NOT uQ Liknes nosaukums
NULL

p Varchar(200) NOT primars skaitlis, HEX
NULL formata

a Varchar(200) NOT Liknes parametrs
NULL

b Varchar(200) NOT Liknes parametrs
NULL

Px Varchar(200) NOT Cikliskas apaksgrupas
NULL primitiva elementa x

koordinata, HEX

formata
Py Varchar(200) NOT Cikliskas apaksgrupas
NULL primitiva elementa y

koordinata, HEX

formata
n Varchar(200) NOT Elementu skaits cikliska
NULL grupa
h Varchar(200) NOT Kofaktors

NULL

3.2.2. Tabula “user”

Tabula glabajas lietotaja autentifikacijas un autorizacijas informacija.
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Nosaukums Datu tips NULL Atributi Apraksts

id Int(11) NOT PK, Al
NULL

email Varchar(250) NOT uQ Lietotaja e-pasts
NULL

password Longtext NOT Lietotaja parole, Sifréta
NULL veida

permissionLevel | Int(11) NULL Lietotaja administratora

Itmenis
0 — parasts lietotajs,

>=5 — administrators

3.2.3. Tabula “session”

Tabula glabajas informacija par lietotaju sesijam un sesijas publiskam atslégam.

Nosaukums Datu tips NULL Atributi Apraksts

id Int(11) NOT PK, Al
NULL

session Varchar(45) NOT uQ Sesijas identifikators
NULL

keyX Varchar(200) NOT Sesijas publiskas
NULL atslégas X koordinata

keyY Varchar(200) NOT Sesijas publiskas
NULL atslégas Y koordinata

time datetime Generacijas laiks

user Int(11) FK(user.id) | Lietotaja identifikators,

kas izmanto sesiju.
1 —jajauna sesija un
lietotajs Vel nav

pieteicies
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3.2.4. Tabula “personal_info”

Tabula glabajas lietotaja ievadita informacija §ifréta veida.

Nosaukums Datu tips NULL Atributi Apraksts

id Int(11) NOT PK, Al
NULL

user Int(11) NOT FK(user.id) | Lietotaja identifikators
NULL

info longtext NULL Lietotaja informacija

sifreta veida

3.2.5. Tabula “personal_cards”

Tabula glabajas lietotaja ievadita kredit karSu informacija Sifréta veida.

Nosaukums Datu tips NULL Atribiti Apraksts
id Int(11) NOT PK, Al
NULL
user Int(11) NOT FK(user.id) | Lietotaja identifikators
NULL
card_number longtext NULL Lietotaja kartes numurs
Sifréta veida
card_name longtext NULL Lietotaja kartes
nosaukums Sifréta veida
card_cvv longtext NULL Lietotaja kartes CVV
Sifréta veida
card_expire longtext NULL Lietotaja kartes termins

Sifreta veida
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4. TESTESANAS DOKUMENTACIJA

4.1. Automatiskie vienibtesti

Projekta funkcionalitate tiek testéta péc katra buivéjuma, izmantojot automatiz&tos
test€Sanas rikus. TestéSanai izmantoti divi ietvari : JUnit — java funkcionalitates testéSanai;
QUnit — JavaScript funkcionalitates testé$anai.

Ar testiem tika parbauditas liknes matematiskas funkcijas, atslégu generéSanas un
apmainas funkcijas un ka dati nemainas pé&c SifréSanas-desifréSanas procesa.

Automatiskie testi lava uzlabot programmatiras kvalitati, noverst radusas nepilnibas pec
kartejam izmainam.
4.2. VienlbtestéSanas rezultati

P&c testésanas Jenkins integracijas riks att€lo kadi JUnit testi bija neveiksmigi, ka ari

attelo grafiku ar iepriek$gjo testu rezultatiem (sk. att. 4.1).

Test Result Trend

count

~ o — m wn [
[7a wn L
+ + +

(just show failures) enlarge

NI 2
@ % ® ® £# £ £ £ £ = T =

att. 4.1 JUnit testu rezultatu attéloSana Jenkins rika
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QUnit testu rezultati tiek att€loti atseviska projekta timeklu lapa (sk. att. 4.2).

QUnit testing

Hide passed tests Check for Globals No try-catch Filter. | Go |

QUnit 1.23.1; Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/50.0.2661.94 Safari /537.36

Tests completed in 338 milliseconds
6 assertions of 6 passed, O failed.

1 JavaScript_ECC (6)

1. curve ParametersCanBeSet
2. random BigintegerisNotNu

@ 86ms

3. pointMultiplyShouldRetumPoint

4. pointSumShouldBeEqualBothWays @ 194n
5. sharedKeysOfTwoRandom KeySetsShouldBeEqua @30im
6. messageContentShouldNotChage AfterEncryptionDecryption @332
att. 4.2 QUnit testa rezultati
4.2.1. JavaEcc
4.2.1.1.  curveParametersShouldBeSet
Testa identifikators | Apraksts Sagaidamais rezultats Rezultats
test.java.l Tiek uzstaditi visi Tiek inicializéta ecc klase, | Atbilst
eliptiskas Iiknes kas panem parametrus no prasibam
parametri no datu bazes | datu bazes un veiksmigi
atgriez tos.
4.2.1.2.  pointMultiplyShouldReturnPoint
Testa identifikators | Apraksts Sagaidamais rezultats | Rezultats
test.java.2 Tiek generéts jauns liknes Rezultgjosais punkts | Atbilst
punkts no nejausa skaitla nav NULL prasibam
4.2.1.3.  pointSumShouldBeEqualBothWays
Testa identifikators | Apraksts Sagaidamais rezultats | Rezultats
test.java.3 Tiek generéti divi nejausie Punkti veiksmigi Atbilst
lielie skaitli. Tiek generéeti genergjas un vinu prasibam

punkti A un B no Siem summa nemainas,

mainot tos vietam.
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skaitliem. Tiek parbaudits vai

A+B=B+A

4.2.1.4.  sharedKeysOfTwoRandomKeySetsShouldBeEqual

Testa identifikators Apraksts Sagaidamais rezultats Rezultats
test.java.4 Tiek generéti divi Kopgja atslega sakrit Atbilst
nevienadi atslegu dA*HB =S =dB*HA | prasibam
pari (dA, HA) un
(dB, HB) un

parbaudits vai kopg&ja
atsléga tiek pareizi

aprékinata

4.2.1.5. messageContentShouldNotChageAfterEncryptionDecryption

Testa identifikators Apraksts Sagaidamais rezultats | Rezultats
test.java.5 Tiek parbaudits, vai Rezult&josa simbolu Atbilst
testa simbolu virkne virkne sakrit ar prasibam

nemainas péc SifréSanas | sakotngjo.
-desifrésanas procesa

izmantojot testa

atslegu.

4.2.1.6. messageContentShouldNotChageAfterEncryptionDecryptionASCI11255

Testa identifikators Apraksts Sagaidamais Rezultats
rezultats

test.java.6 Tiek parbaudits, vai simbolu | Rezult&josa Atbilst
virkne no pirmajiem 255 simbolu virkne | prasibam
ASCII tabulas simboliem sakrit ar
nemainas péc SifréSanas - sakotngjo.
desifréSanas procesa
izmantojot testa atslégu.
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4.2.1.7.  randomMessageContentShouldNotChageAfterEncryptionDecryptionWi
thRandomKey
Testa identifikators Apraksts Sagaidamais rezultats Rezultats
test.java.7 Tiek parbaudits, vai | Rezultgjosa simbolu Atbilst
nejausa simbolu virkne sakrit ar prasibam
virkne nemainas péc | sakotngjo.
SifréSanas -
desifrésanas procesa
izmantojot nejauso
atslégu.
4.2.2. JavaScript_Ecc
4.2.2.1. curveParametersCanBeSet
Testa identifikators Apraksts Sagaidamais rezultats | Rezultats
test.js.1 Tiek uzstaditi visi Tiek inicializ&ta ecc Atbilst
eliptiskas liknes Klase ar testa prasibam
parametri un parametriem.
parbaudits vai
izveidojas klase
4.2.2.2. randomBigintegerelsNotNull
Testa identifikators Apraksts Sagaidamais rezultats Rezultats
test.js.2 Tiek generéts jauns Rezultgjosais skaitlis Atbilst
nejaus Biglnteger nav NULL prasibam
klases skaitlis ar
uzstadito maksimumu
4.2.2.3.  pointMultiplyShouldReturnPoint
Testa identifikators Apraksts Sagaidamais rezultats Rezultats
test.js.3 Tiek generéts jauns Rezult&josais punkts Atbilst
liknes punkts no nav NULL prasibam
nejausa skaitla
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4.2.2.4.  pointSumShouldBeEqualBothWays
Testa identifikators Apraksts Sagaidamais rezultats Rezultats
test.js.4 Tiek generéti divi Punkti veiksmigi Atbilst
nejausie lielie skaitli. | gener&jas un vinu prasibam
Tiek generéti punkti A | summa nemainas,
un B no Siem mainot tos vietam.
skaitliem. Tiek
parbaudits vai
A+B=B+A
4.2.25. sharedKeysOfTwoRandomKeySetsShouldBeEqual
Testa identifikators Apraksts Sagaidamais rezultats Rezultats
test.js.5 Tiek generéti divi Kopgja atsléga sakrit Atbilst
nevienadie atslégu dA*HB =S = dB*HA prasibam

pari (dA, HA) un (dB,
HB) un parbaudits,
vai kop¢ja atsléga tiek

pareizi aprékinata

4.2.2.6.  messageContentShouldNotChageAfterEncryptionDecryption
Testa identifikators Apraksts Sagaidamais rezultats Rezultats
test.js.6 Tiek parbaudits vai Rezult&josa simbolu Atbilst
testa simbolu virkne virkne sakrit ar prasibam

nemainas pec
SifréSanas -
desifréSanas procesa
izmantojos testa

atslegu.

sakotngjo.
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4.3. TesteSanas traséjamibas matrica

Projektéta metode

Testa identifikators

ecc.constructor

test.java.l

test.js.1

ecc.pointSum

test.java.3

test.java.4

test.js.4

test.js.5

ecc.pointMultiply

test.java.2

test.java.4

test.js.3

test.js.5

ecc.mapCharToPoint
ecc.encryptMessage
ecc.decryptMessage

ecc.mapPointToChar

test.java.5

test.java.6

test.java.7

test.js.6

ecc.rndBigint

test.js.2
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4.4. Koda kvalitate

Koda kvalitates nodro§inasanai tika izmantots SonarQube, kas attgloja sintaktiskas,
lasamibas un citas koda kladas (sk. att. 4.3).

net Issues © Blocker
240w 5d 6 99 © critical 0
_____ R I @ Major 86 I
3845w 0w 1488w 82a © Minor
L L]
- »
. 15 Most Violated Components
) function It}
19 3 ramss Z I. e UserRES java [ 1] [+1] -}
05 10 20 30 60 0 o oo @0 @
15.4 3 mie ® Fies P o0 o5
Totat 571 w o @0 ®
o @0 ®
Everts A
ex To Cut
May 202016 Version 0.0.1-SHAPSHOT X
(3 CryptoF k
Crypic
Profiles: Exigen Services Java Coding Standard (Jevs), Sonar way (Jsvs

att. 4.3 SonarQube
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5. PROJEKTA ORGANIZACIJA

Projekta izstrade tika organizéta péc iterativas piecjas principa. Tika veiktas intensivas
sarunas ar pasutitaju, lai noskaidrotu nepiecieSsamo funkcionalitati, prasibas un
ierobezojumus. Pabeidzot izvirzito prasibu implementaciju, rezultats tika iesniegts pasititaja
novértésanai. P&c tam sekoja jaunas sarunas, lai noskaidrotu talakas prasibas un parrunatu
projekta talako attistibu. Bija vairakas iteracijas, tickoties gan klatien€, gan izmantojot

uznémuma piedavato infrastruktiiru (e-pasts, Skype, wiki, JIRA).

Projekta parvaldibai tika izmantots SVN versiju kontrole un Jenkins integracijas riks.
Sada pieeja lava parbaudit katru jauno versiju ar automatizétiem testiem un, klidainas versijas
gadijuma, bez problémam atgriezt projektu uz pedejo veiksmigo versiju un pakapeniski atrast

un noverst kliidas.

Kludu atrasanai tika izmantoti ari automatiz&tie testéSanas riki JUnit (Java
vienibtestéSanai) un QUnit (JavaScript vienibtesté$anai), ar kuriem tika parbauditi projekta

galvenie algoritmi. Tas lava atrak atrast kltidas, kas radas mainot kadu no algoritma dalam.
Programmas kods tika ari parbaudits ar SonarQube, lai paaugstinatu koda kvalitati.
Sistémas programmésana tika veikta izstrades vidé Eclipse Luna Java EE IDE for

SAPUI5 Web Developers. Datu bazes parvaldiba tika veikta ar MySQL Workbench 6.3 CE

Projekta dokumentacijas izveidosanai tika lietots wiki un Microsoft Word 2016.

Projekta funkciju aprakstiem tiek automatiski generéta JavaDoc un JSDoc dokumentacija.
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6. DARBIETILPIBAS NOVERTEJUMS

6.1. Sakotné€jais darbietilpibas novértéjums

Sakotngjais darbietilpibas novertéjums bija noteikts balstoties uz klienta un pieredzgjuso
kolégu komentariem, ka ari izstradataja pieredzi.

Izstradatajs uznémas izstradat nepiecieSamo dokumentaciju un prasito funkcionalitati
triju ménesu laika.

6.2. Darbietilpibas novértéjums péc sistémas nodoSanas

Projekta parvaldiba un patéréto dienu uzskaite Tstenota izmantojot AS Exigen Services
Latvia ieks€jo riku Startrack. Tiek pienemts, ka 1 persondiena ir 8 stundas, nedgla ir 5
darbdienas un ménesT ir 4 nedglas, kas ir aptuvens novertéjums, jo darbam veltito stundu
skaits konkréta diena var mainities. Tom@r iegtitie dati ir pietieko$i ticami un nozimigi lai tos

izmantotu projektu darbietilpibas novértésanai.

Izpilditais darbs Dienu skaits
Dokumentacijas izstrade 20
Sarunas ar pasititaju 5
Prasibu specific€sana 6
Projektgjuma izveide 6
VienibtestéSanas rezultatu apsprieSana 3
Datubazes izstrade 6
Sarunas ar pasititaju 1
Datubazes komunikacijas konfiguréSana 2
Tabulu izveide un redigésana 3
Java ietvara izstrade 18
Pamata klasu definéSana )
Eliptiskas liknes funkciju izstrade un 10
labosana
API klaSu un funkciju rakstiSana 3
JavaScript lietotnes izveide 28
SAPUIS Ietvara konfiguréSana un 10
pielagoSana
Eliptiskas liknes funkciju pielagoSana 5
JavaScript videi
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Lietotnes projektesana

Lietotaju funkciju izveidoSana

Dizaina izveide un laboSana

Vienibtestu izveide un testéSana

Java vide

2,5

curveParametersShouldBeSet

pointMultiplyShouldReturnPoint

pointSumShouldBeEqualBothWays

sharedKeysOfTwoRandomKey
SetsShouldBeEqual

messageContentShouldNotChageAfter
EncryptionDecryption

messageContentShouldNotChageAfter
EncryptionDecryptionASCI1255

randomMessageContentShouldNot
ChageAfterEncryptionDecryption
WithRandomKey

JavaScript vide

15

curveParametersCanBeSet

randomBigIntegerlsNotNull

pointMultiplyShouldReturnPoint

pointSumShouldBeEqualBothWays

sharedKeysOfTwoRandomKey
SetsShouldBeEqual

messageContentShouldNotChageAfter
EncryptionDecryption

Kopa 76 persondienas kas ir ~3,8 personménesi.
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NOBEIGUMS

Projekta mérkis tika sasniegts. Paslaik algoritms var atri Sifrét un desifrét informaciju ja
ir atsléga. Ja kads laundaris parkers informacijas paketi, informacija nebus atklata teksta un
tadejadi gandriz neiesp&jams atsifrét informaciju, neatrisinot diskréta logaritma problému

eliptiskam ltkném.

Neskatoties uz to, ka galvenais mérkis bija palidzet izstradatajiem aizsargat informaciju,
kas tiek parsiitita caur neaizsargatu tiklu, izstradatajs var arl izmantot So ietvaru ar aizsargato

HTTPS protokolu - tas tikai palielinas drosibu.

Verts ari pieminét ka, pasreizg&jais Sifrétas informacijas att€lojums (ar redzamiem
parametru k, x, y nosaukumiem (sk. att. 2.6) ) ir izdarits, lai atvieglotu demonstraciju.
Realizacijas laika izstradatajs var to att€lot citadi ka arT var pielietot kadu testa kompresijas

algoritmu, lai samazinat Sifrétas informacijas izméru.
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PIELIKUMI

Pielikums 1. Formulu lapa

Apziméjumi

p Cikliskas apak$grupas primitivais elements - Iiknes punkts, kas tiek izmantots ka generators cikliskai
grupai
p ||pirmskaitlis, Itknes parametrs
a ||liknes funkcijas parametrs
Q1, Q2||dotie punkti (pieder Eliptiskas liknes punkta P cikliskajai apakSkopai)
C ||sifréts punkts (pieder Eliptiskas liknes punkta P cikliskajai apakskopai)
L ||formulas starp skaitlis
n,i |lskaitlisn,i € N
k |[nejauss skaitlis k € N
m ||dotais simbols
M  ||punkts, kas reprezent€ simbolu (pieder, ar primaro skaitli ierobeZotai, Eliptiskas ltknes plaknei)
P punkts, kas ir 2 personu kopéja atsléga-noslépums (pieder Eliptiskas Iiknes punkta P cikliskajai
apakskopai)
T ||prefikss, kas nozim€ pagaidu vertibu
x,y ||postfikss, kas nozime koordinatu veértibu
<< ||binara nobide pa kreisi
Formula Nr.1 - Punktu saskaitiSana
jaQl= Q2
L = (3%Q2" + a) /(2 *Q2,) (mod p)
TQx = - sz - sz (mOd p)
TQy = L(Q2, —TQx) — sz (mOd p)
Q= (TQx; TQy)
ja Q2 # Q1

L= (Qly - sz) / (le - sz) (mOd p)
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TQx = LZ - sz - le (mOd p)
TQy = L(sz - TQx) - sz (mOd p)
Q = (TQyx; TQy)

Formula Nr.2 - Punktu reizinajums
Q=201
n tiek dalits uz 2 un 1 kas tiek saglabats stack:
n%?2
jan%2 == 0, stack saglaba 2
jan%2 == 1, stack saglaba 1
n=n/2

atkartojam kamér n!=0

izmetam no stack pirmo skaitli, kas vienmeér ir 1, jo 2/2 ir 1
nemam no stack 2 vai 1:

ja2:Q =Q+@
jal:Q = Q+0Q1(aQ = Q1,tad izmanto Q + Q)
atkartojam, kamer stack nav tukss
Formula Nr.3 - Simbola parveidosana punkta (mapping)
M= S << m(mod p)
punkts M tiek nodots SifréSanai
Formula Nr.4 - Simbola SifréSana
simbols m tiek parveidots punkta M
tiek generéts nejauss punkts no kopéja noslépuma:
TS, = k=*S,
TS, =S,
TS = (TSy; TSy)
nejauss punkts tiek saskatits ar simbola punktu:

C=M+TS
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(C, k) tiek nosiutits
Formula Nr.5 - Punkta atSifréSana
tiek sapemts (C, k)
tiek generéts punkts no dota k un kopé€ja noslépuma:
TSy = k=*S,
TS, =S,
TS = (TS,; TSy)
tiek noskaidrots simbola punkts:
M=C-TS
Formula Nr.6 - Punkta parveido$ana simbola (unmapping)
i=0
kameér TS + M:
TS = S < i (modp)
i++
sanemtais i ir simbola vertiba
m = (char)i

simbols m ir atrasts
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Pielikums 2. Java koda gabals

/**
* Performs point multiplication d*point based on elliptic curve math
functions
* @param pointX x coord of {@link Point} to multiply
@param pointY y coord of {@link Point} to multiply
@param d {@link BigInteger} to multiply {@link Point} with
@param p elliptic curve parameter (prime)
@return new {Q@link Point}
@see Point
@see #pointSum(Point, Point)
*/
public static Point pointMultiply(BigInteger pointX,BigInteger
pointY,BigInteger d,BigInteger p) {
Stack<Integer> st = new Stack<Integer>();
int t; // Stack is used to store actions (add or multiply) that
are then performed to required point
BigInteger resultX=pointX;
BigInteger resultY=pointY;
BigInteger tempX;
BigInteger tempY;
BigInteger i = d;
while (i.compareTo (BigInteger.ZERO) >0) {
if ((i.mod (TWO)) .compareTo (BigInteger.ONE)==0) {
st.push (1) ;
i=i.subtract (BigInteger.ONE) ;

ok oF ok o X %

}
else {
st.push (2);
i=i.divide (TWO) ;
}
}
// Since 2/2 leaves 1, and it 1is stored, we need to throw it out!
(otherwise 1f for ex. n=2, nP = 2(P+P) )
if(!st.isEmpty()) {
t = st.pop();
} while (!st.isEmpty()) {
t = st.pop();
if (t==1) {
//Q =Q + P;
Point temp = pointSum(resultX,resultY,pointX,pointY);
tempX = temp.getX();
tempY = temp.getY ()

else/{

//Q = Q + Q;
Point temp = pointSum(resultX,resultY,resultX,resultY);
tempX = temp.getX();
tempY = temp.getY ()

}

resultX= tempX.mod (p) ;

result¥= tempY.mod (p);
}

return new Point (resultX,resultY);

}

/**
* Performs {@link Point} addition pointl+point2 based on elliptic
curve math functions
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@param pointlX first {@link Point} x coord
@param pointlY first {@link Point} y coord
@param point2X second {@link Point} x coord
@param point2Y second {@link Point} y coord
@return new {Q@link Point}
@see Point
@see #pointMultiply (Point,BigInteger,BigInteger)
*/

public static Point pointSum(BigInteger pointlX, BiglInteger pointly,
BigInteger point2X, BigInteger point2Y) {
BigInteger 1;
BigInteger resultX;
BigInteger resultY;

ok b ok X X X X

if (pointlX.compareTo (point2X) !=0) { //1if pointlX != point2X
BigInteger ltempl =
pointlY.subtract (point2Y) .mod (Ecc.getP());
BigInteger ltemp2 =
pointlX.subtract (point2X) .modInverse (p) ;
1= ltempl.multiply(ltemp2); // L=(pointlY-
point2Y) / (pointlX-point2X)
}
else {//if pointlX == point2X
BigInteger ltempl =
point2X.pow(2) .multiply (THREE) .add (a) .mod (p) ;
BigInteger ltemp2 =
point2Y.multiply (TWO) .modInverse (p) ;
1= ltempl.multiply(ltemp2); //
L= (3*point2X"2+a)/ (2*point2Y)

)
}
1=1.mod(p) ;

resultX = l.pow(2).subtract (point2X) .subtract (pointlX) .mod(p); //
resultX = L"2 - point2X - pointlX

resultY =
l.multiply(point2X.subtract (resultX)) .subtract (point2Y).mod(p); // resultY
= L(point2X-resultX)-point2Y

return new Point (resultX,resultY);

}
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Pielikums 3. JavaScript koda gabals

/**

* Returns a sum of two points

* @param {BigInteger} Cx x coord of first Point

* @param {BigInteger} Cy y coord of first Point

* @param {BigInteger} Px x coord of second Point

* (@param {BigInteger} Py y coord of second Point

* @return {Point} (x,V)

* @function

*/

ecc.prototype.pointSum = function (Cx, Cy, Px, Py){
var L, TQOx, TQy, Ltempl, Ltemp2,subTemp;
if (Cx.compareTo (Px) !==0 && Cy.compareTo (Py) !==0) {

/*that is if Q!=p */

Ltempl = Cy.subtract (Py).mod (this.p);
subTemp = Cx.subtract (Px);

if (subTemp.signum()<0) {
subTemp = subTemp.negate();
subTemp = subTemp.mod (this.p);
subTemp = this.p.subtract (subTemp) ;

}

Ltemp2 = subTemp.modInverse (this.p);

/*that is L=(Qy-Py)/ (Qx-Px)
L= Ltempl.multiply (Ltemp2) ;
}
else {
/* 1f Q==P */
Ltempl =

*/

Px.pow (2) .multiply (this.THREE) .add(this.a) .mod (this.p) ;

subTemp =
if (subTemp.signum()<0) {
subTemp =
subTemp
subTemp =

}

Ltemp2 =

L= Ltempl.multiply(Ltemp2);
}
L=L.mod (this.p) ;
/*that is TQOx =
TOx =
/*that is
TQy =
return new point (TQOx, TQyV) ;

L2 - Px - QOx */

TQy = L(Px-TQx)-Py */

~—

* *
* Performs point multiplication d*P based
* @param {BigInteger} Px x coord of Point
* @param {BigInteger} Py y coord of Point
* @param {BigInteger} d to multiply Point
* @return {Point}
* @function
* */

ecc.prototype.pointMultiply = function (Px,

// Stack 1s used to store actions (add

performed to required point
var st = [];
var t;
var 0Ox=Px;
var Qy=Py;
var TQx;
var TQy;
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subTemp.negate () ;
subTemp.mod (this.
this.p.subtract (subTemp) ;

Py.multiply (this.TWO) ;

P);

subTemp.modInverse (this.p) ;

L.pow (2) .subtract (Px) .subtract (Cx) .mod (this.p) ;

L.multiply (Px.subtract (TQx)) .subtract (Py) .mod (this.p) ;

on elliptic curve math functions
to multiply

to multiply

with

Py, d) {

or multiply) that are then



var i = d;
var Temp;
while (i.compareTo (this.ZERO) >0) {
if ((i.mod (this.TWO) ) .compareTo (this.ONE)===0) {
st.push (1) ;
i=i.subtract (this.ONE) ;
}
else {
st.push (2);
i=i.divide (this.TWO) ;
}
}

// Since 2/2 leaves 1, and it is stored, we need to throw it out!

(otherwise 1if for ex. n=2, nP = 2(P+P) )
if(st[0] != null) {
t = st.pop();
}
while (st[0] != null) {
t = st.pop();
if (t===1) {
/*that 1is Q = Q + P */
Temp = this.pointSum(Qx,Qy, Px,Py);
TOx = Temp.Hx;
TQy = Temp.Hy;
}
else/{

/*that is Q = Q + Q */
Temp = this.pointSum(Q0x,Qy,0x,Qvy) ;
TOox = Temp.Hx;
TQy = Temp.Hy;
}
QOx= TQOx.mod (this.p);
Qy= TQy.mod (this.p);
}
var TQ = new point (Q0x,Qy);
return TQ;

}i
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Class Ecc

java.lang.Object

main.java.ecc.Ecc

public class Ecc
extends java.lang.Object

Pielikums 4. JavaDoc

ECC class is created for fast and reliable encryption/decryption of information using Elliptic

Curve Cryptography methods.

Author

opesudovs

Field Summary

Fields

Modifier and Type

private static
java.math.BigInteger

private static
java.math.BigInteger

private static Ecccharmap

private static int

private static
java.math.BigInteger

private static
java.math.BigInteger

private static
java.math.BigInteger
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Field and Description

a

Elliptic curve parameter

b

Elliptic curve parameter

ECCCHARMAP

Some decrypted characters are stored
in Ecccharmap to speed up decryption of
repeating characters

h

Elliptic curve parameter

n

Elliptic curve parameter, nP!=0

|

Elliptic curve parameter

Px



Elliptic curve parameter, generator point X
coordinate

private static Py

java.math.BigInteger L .
Elliptic curve parameter, generator point Y

coordinate

private static THREE

java.math.BigInteger o .
Pre-init BigInteger with value 3 for later use

private static TWO

java.math.BigInteger L. .
Pre-init BigInteger with value 2 for later use

Constructor Summary

Constructors
Constructor and Description

Ecc(java.lang.Boolean useConnect)

Creates ECC instance and sets ECC parameters from database if useConnect == true

Ecc(java.lang.String curve)

Creates ECC instance and sets ECC parameters from database

Ecc(java.lang.String sp, java.lang.String sa, java.lang.String sb,
java.lang.String sPx, java.lang.String sPy, java.lang.String sn,
int sh)

Creates ECC instance and manually sets curve parameters

Method Summary

All Methods
Modifier and Type Method and Description
static java.lang.String decryptMessage (EncodedMsg encMessa
ge, Point key)
Decrypts given encrypted message with given
key (Point)
static EncodedMsg encryptMessage (java.lang.String me

ssage, Jjava.math.BigInteger keyX,
java.math.BigInteger keyY)
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static

static

static

static

static

static

static

static

static

static

static

static

static

EncodedMsg

java.math.

java.math.

int

java.math.

java.math.

java.math.

java.math.

Point

char

Point

Point

Point

BigInteger

BigInteger

BigInteger

BigInteger

BigInteger

BigInteger
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Encrypts given string with given key (Point)
encryptMessage (java.lang.String me
ssage, Point key)

Encrypts given string with given key (Point)
getA ()

getB ()

getH ()

getN ()

getP ()

getPx ()

getPy ()

mapCharToPoint (char c, Point key)

Maps given Character to a Point using key
(Point)

mapPointToChar (Point charPoint, Po
int key)

Maps given Point to a Character using key
(Point)

pointMultiply(java.math.BigInteger
pointX,

java.math.BigInteger pointY,
java.math.BigInteger d,
java.math.BigInteger p)

Performs point multiplication d*point based
on elliptic curve math functions

pointMultiply (Point point,
java.math.BigInteger d,
java.math.BigInteger p)

Performs point multiplication d*point based
on elliptic curve math functions

pointSum(java.math.BigInteger poin
tlX, java.math.BigInteger pointly,
java.math.BigInteger point2X,
java.math.BigInteger point2Y)



Performs Point addition point1+point2 based
on elliptic curve math functions

static Point pointSum (Point pointl, Point point
2)
Performs Point addition point1+point2 based
on elliptic curve math functions

static java.math.BigInteger rndBigInt (java.math.BigInteger max

)

Generates a random BigInteger of same bit

length

static void setA (java.math.BigInteger a)
static void setB(java.math.BigInteger b)
static void setH (int h)

static void setN (java.math.BigInteger n)
static void setP (java.math.BigInteger sp)
static void setPx (java.math.BigInteger px)
static void setPy (java.math.BigInteger py)

Methods inherited from class java.lang.Object

clone, equals, finalize, getClass, hashCode, notify, notifyAll,
toString, wait, wait, wait

Field Detail

private static java.math.BigInteger a

Elliptic curve parameter

b
private static java.math.BigInteger b
Elliptic curve parameter

ECCCHARMAP

private static final Ecccharmap ECCCHARMAP
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Some decrypted characters are stored in Ecccharmap to speed up decryption of repeating

characters
h
private static int h
Elliptic curve parameter
n
private static java.math.BigInteger n
Elliptic curve parameter, nP!=0
p
private static java.math.BigInteger p
Elliptic curve parameter
Px
private static java.math.BigInteger Px
Elliptic curve parameter, generator point X coordinate
Py
private static java.math.BigInteger Py
Elliptic curve parameter, generator point Y coordinate
THREE
private static final java.math.BigInteger THREE
Pre-init BigInteger with value 3 for later use
TWO

private static final java.math.BigInteger TWO
Pre-init BigInteger with value 2 for later use

Constructor Detail

Ecc

public Ecc(java.lang.Boolean useConnect)

Creates ECC instance and sets ECC parameters from database if useConnect == true
Parameters:

useConnect - use database?

Ecc
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public Ecc(java.lang.String curve)

Creates ECC instance and sets ECC parameters from database
Parameters:

curve - name of table entry in database

Ecc

public Ecc(java.lang.String sp,
java.lang.String sa,
java.lang.String sb,
java.lang.String sPx,
java.lang.String sPy,
java.lang.String sn,

int sh)

Creates ECC instance and manually sets curve parameters
Parameters:

sp - this.p

sa - this.a

sb - this.b

sPx - this.Px

sPy - this.Py

sn - this.n

sh - this.h

Method Detail

decryptMessage

public static java.lang.String decryptMessage (EncodedMsg encMessage,
Point key)
Decrypts given encrypted message with given key (Point)
Parameters:
encMessage - EncodedMsg to be encrypted
key - key

Returns:
String

See Also:

encryptMessage (String, Point)

encryptMessage

public static EncodedMsg encryptMessage (java.lang.String message,
java.math.BigInteger kevyX,
java.math.BigInteger keyY)

Encrypts given string with given key (Point)
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Parameters:
message - String to be encrypted
keyX - key x coord
keyY - key y coord

Returns:
EncodedMsg

See Also:

decryptMessage (EncodedMsg, Point)

encryptMessage

public static EncodedMsg encryptMessage (java.lang.String message,
Point key)
Encrypts given string with given key (Point)
Parameters:
message - String to be encrypted
key - key

Returns:
EncodedMsg

See Also:

decryptMessage (EncodedMsg, Point)

getA

public static java.math.BigInteger getA()
getB

public static java.math.BigInteger getB()
getH

public static int getH()
getN

public static java.math.BigInteger getN ()
getP

public static java.math.BigInteger getP ()
getPx

public static java.math.BigInteger getPx()
getPy

public static java.math.BigInteger getPy ()

mapCharToPoint

public static Point mapCharToPoint (char c,
Point key)

Maps given Character toa Point using key (Point)

Parameters:
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c - Character to be mapped
key - key

Returns:
Point
See Also:

Point, mapPointToChar (Point, Point)

mapPointToChar

public static char mapPointToChar (Point charPoint,
Point key)
Maps given Point to a Character using key (Point)
Parameters:
charPoint - Point that represents a character
key - key

Returns:

Character
See Also:
Point, mapCharToPoint (char, Point)

pointMultiply

public static Point pointMultiply(java.math.BigInteger pointX,
java.math.BigInteger pointY,
java.math.BigInteger d,
java.math.BigInteger p)
Performs point multiplication d*point based on elliptic curve math functions
Parameters:
pointX - x coord of Point to multiply
pointY - y coord of Point to multiply
d - BigInteger to multiply Point with
p - elliptic curve parameter (prime)

Returns:
new Point

See Also:
Point, pointSum(Point, Point)

pointMultiply

public static Point pointMultiply (Point point,
java.math.BigInteger d,
java.math.BigInteger p)
Performs point multiplication d*point based on elliptic curve math functions
Parameters:
point - Point to multiply
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d - BigInteger to multiply Point with
p - elliptic curve parameter (prime)

Returns:
new Point

See Also:

Point, pointSum(Point, Point)

pointSum

public static Point pointSum(java.math.BigInteger pointlX,
Jjava.math.BigInteger pointly,
java.math.BigInteger point2X,

java.math.BigInteger point2Y)

Performs Point addition pointi+point2 based on elliptic curve math functions
Parameters:

pointlX - first Point x coord

pointlY - first Point y coord

point2X - second Point x coord

point2Y - second Point y coord

Returns:
new Point

See Also:

Point, pointMultiply(Point,BigInteger,Biglnteger)

pointSum

public static Point pointSum(Point pointl,
Point point2)
Performs Point addition pointi+point2 based on elliptic curve math functions
Parameters:
pointl - first Point
point2 - second Point

Returns:
new Point

See Also:

Point, pointMultiply(Point,BigInteger,BiglInteger)

rndBigint

public static java.math.BigInteger rndBiglInt (java.math.BigInteger max)

Generates a random BigInteger of same bit length
Parameters:
max - maximum BigInteger value

Returns:
new BigInteger

75



public static void setA(java.math.BigInteger a)

public static void setB(java.math.BigInteger Db)

public static void setH(int h)

public static void setN(java.math.BigInteger n)

public static void setP(java.math.BigInteger sp)

public static void setPx(java.math.BigInteger px)

public static void setPy(java.math.BigInteger py)
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Class Point
java.lang.Object

main.java.ecc.Point

public class Point
extends java.lang.Object

This class represents a point on 2D plane and is made from two BigInteger asxandy
coordinates.

See Also:

Ecc.mapCharToPoint (char, Point), Ecc.mapPointToChar (Point, Point)

Field Summary

Fields
Modifier and Type Field and Description
private java.math.BigInteger X

Point's x coordinate
private java.math.BigInteger y

Point's y coordinate

Constructor Summary

Constructors
Constructor and Description

Point ()

Creaters new instance of Point

Point (java.math.BigInteger d)

Constructs a point on elliptic curve

Point (java.math.BigInteger x, java.math.BigInteger vy)

Constructs a point using given coordinates

Point (java.lang.String x, Jjava.lang.String y)
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Constructs a point using given coordinates

Method Summary

All Methods
Modifier and Type Method and Description
boolean compare (Point point)

Compares two points
java.math.BigInteger getX ()

Returns x coordinate of this Point
java.math.BigInteger getY ()

Returns y coordinate of this Point
void setX(java.math.BigInteger x)

Sets x coordinate for this Point
void setY (java.math.BigInteger vy)

Sets y coordinate for this Point
Methods inherited from class java.lang.Object

clone, equals, finalize, getClass, hashCode, notify, notifyAll,
toString, wait, wait, wait

Field Detail
X
private java.math.BigInteger x
Point's x coordinate
y

private java.math.BigInteger y
Point's y coordinate

Constructor Detalil

Point
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public Point ()

Creaters new instance of Point
See Also:

Point

Point

public Point (java.math.BigInteger d)

Constructs a point on elliptic curve

Parameters:

d- multiplier for elliptic curve generator point

See Also:
Point

Point

public Point (java.math.BiglInteger x,
java.math.BigInteger vy)

Constructs a point using given coordinates

Parameters:
X - x coord

y - y coord

See Also:
Point

Point

public Point (java.lang.String x,
java.lang.String vy)

Constructs a point using given coordinates
Parameters:
X - x coord

y - y coord

See Also:
Point

Method Detail

compare

public boolean compare (Point point)

Compares two points

Parameters:
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K- Point to compare with

Returns:

boolean

See Also:
Point

getX
public java.math.BigInteger getX()
Returns x coordinate of this Point
Returns:
x coord
gety
public java.math.BigInteger getY ()
Returns y coordinate of this Point

Returns:

y coord

setX

public void setX(java.math.BigInteger x)

Sets x coordinate for this Point

Parameters:

X - x coord

setY

public void setY(java.math.BigInteger vy)

Sets y coordinate for this Point

Parameters:

y - y coord
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Class EncodedMsg
java.lang.Object

main.java.ecc.EncodedMsg

public class EncodedMsg
extends java.lang.Object

This class represents encrypted message, that is made from Point coordinates and
random BigInteger (k-value) that was used in encryption process.

To correctly decrypt a message, you must use same key as that was used in encryption process.

See Also:

Ecc.encryptMessage (String, Point), Ecc.decryptMessage (EncodedMsg,
Point)

Field Summary

Fields

Modifier and Type Field and Description
private k
java.util.List<java.math.BigIntege .

> array of random BigInteger
private java.util.List<Point> 1

array of Points that are mapped to character
Constructor Summary

Constructors
Constructor and Description
EncodedMsg ()

EncodedMsg (java.util.List<Message> message)

converts List of Message to this EncodedMsg

EncodedMsg (java.util.List<Point> 1t,
java.util.List<java.math.BigInteger> kt)
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Method Summary

All Methods

Modifier and Type Method and Description

void add (Point c,
java.math.BigInteger kt)
Adds encrypted character

Point get (int 1)

returns certain Point

java.util.List<java.math.BigIntege getK()

r>

java.math.BigInteger getK (int 1)

java.util.List<Point> getL ()
Returns List of Point from this instance of
EncodedMsg

void setK(java.util.List<java.math.Bigl
nteger> k)

void setL(java.util.List<Point> 1t)
Sets List of Point for this instance of
EncodedMsg

java.util.List<Message> sgetMessagelist ()
convert this EncodedMsg to List of Message

int size ()

Methods inherited from class java.lang.Object

clone, equals, finalize, getClass, hashCode, notify, notifyAll,
toString, wait, wait, wait

Field Detail

private java.util.List<java.math.BigInteger> k

array of random BigInteger
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private java.util.List<Point> 1
array of Points that are mapped to character

Constructor Detalil

EncodedMsg

public EncodedMsqg ()

See Also:

EncodedMsg

EncodedMsg

public EncodedMsg(java.util.List<Message> message)

converts List of Message to this EncodedMsg

Parameters:

message - list of messages

See Also:
EncodedMsg

EncodedMsg

public EncodedMsg(java.util.List<Point> 1t,
Jjava.util.List<java.math.BigInteger> kt)

Parameters:
1t - list of points

kt - list of k-value

See Also:
Ecc.encryptMessage (String, Point), EncodedMsg

Method Detail

add

public void add(Point c,
java.math.BigInteger kt)

Adds encrypted character
Parameters:
c - Point to add

kt - k-value for point C

See Also:
EncodedMsg
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get
public Point get (int 1)
returns certain Point
Parameters:

i- id of Point to return
Returns:

getK

public java.util.List<java.math.BigInteger> getK()
getK

public java.math.BigInteger getK(int 1)

Parameters:

i - order number

Returns:

k-value[i]

See Also:
EncodedMsg

getL
public java.util.List<Point> getL ()
Returns List of Point from this instance of EncodedMsg
Returns:

List of Point

See Also:
EncodedMsg

setK

public void setK(java.util.List<java.math.BigInteger> k)
setL

public void setL(java.util.List<Point> 1t)
Sets List of Point for this instance of EncodedMsg
Parameters:

1t -List of Point

See Also:
EncodedMsg

sgetMessagelist

public java.util.List<Message> sgetMessagelList ()

convert this EncodedMsg to List of Message
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size

Returns:
List

See Also:
EncodedMsg

public int size()
Returns:
size of the lists

See Also:
EncodedMsg
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Class Ecccharmap
java.lang.Object

main.java.ecc.Ecccharmap

public class Ecccharmap
extends java.lang.Object

This class is used to store 'already calculated' Character and their respective Point x coord

values, for increased performance in case if message contains multiple occurance of single
character.

Note : Point x coord values are dependant on key that was used in decryption process.

Field Summary

Fields

Modifier and Type Field and Description

private map
java.util.Map<java.lang.Character,

java.math.BigInteger> Map that stores characters and x coord that

represents this character
Constructor Summary

Constructors
Constructor and Description

Ecccharmap ()

Method Summary

All Methods

Modifier and Type Method and Description

void addChar (char c,
java.math.BigInteger x)

Adds point to map
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void clear ()

Removes all entries in this map

boolean existsChar (char c)

Check if character is already in map

char getChar (java.math.BigInteger x)

Retrieves character with given x coord
private char getKey (java.math.BigInteger value)

boolean hasKey (java.math.BigInteger x)

Check if x coord is already in map
Methods inherited from class java.lang.Object

clone, equals, finalize, getClass, hashCode, notify, notifyAll,
toString, wait, wait, wait

Field Detail

map

private java.util.Map<java.lang.Character,java.math.BigInteger> map
Map that stores characters and x coord that represents this character

Constructor Detalil

Ecccharmap

public Ecccharmap ()
See Also:

Ecccharmap

Method Detail

addChar

public void addChar (char c,
java.math.BigInteger x)

Adds point to map

Parameters:
c - character

x — x coord that represents character c
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clear

public void clear ()
Removes all entries in this map

existsChar
public boolean existsChar (char c)
Check if character is already in map
Parameters:

c - character

Returns:

boolean

getChar
public char getChar (java.math.BigInteger x)
Retrieves character with given x coord
Parameters:

x — x coord that represents character c

Returns:

character

getKey

private char getKey(java.math.BigInteger value)

See Also:
getChar (BigInteger)
hasKey
public boolean hasKey(java.math.BigInteger x)
Check if x coord is already in map
Parameters:

x — x coord that represents character c

Returns:

boolean

88



Pielikums 5. JSDoc

Class ecc

Defined in: eccjs.

Class Summary

ecc(p, a, b, Px, Py, n, h)

ECC class is created for fast and reliable encryption/decryption of information using
Elliptic Curve Cryptography methods.

Method Summary

decryptMessage (L, S)

Decrypts given encrypted message with given key (Point)

encryptMessage (M, S)

Encrypts given string with given key (Point)

mapCharToPoint (m, S)

Maps given Character to a Point using key (Point)

mapPointToChar (M, S)

Maps given Point to a Character using key (Point)

pointMultiply (Px, Py, d)

Performs point multiplication d*P based on elliptic curve math functions

pointSum (Cx, Cy, Px, Py)

Returns a sum of two points

rndBigInt (max)

Generates a random Biglnteger of about same length

Class Detail

ecc(p, a, b, Px, Py, n, h)
ECC class is created for fast and reliable encryption/dectyption of information using Elliptic Cutve Cryptography
methods.
Author: opesudovs.
Parameters:

p

a

b

Px

=39
| <

Method Detail

{String} decryptMessage (L, S)

Decrypts given encrypted message with given key (Point)
Parameters:
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{EncodedMsg} L
to be encrypted
{Point} S
key
Returns:
{String}

{EncodedMsg} encryptMessage (M, S)
Encrypts given string with given key (Point)
Parameters:
{String} M
to be encrypted
{Point} S
key
Returns:
{EncodedMsg}

{Point} mapCharToPoint (m, S)
Maps given Character to a Point using key (Point)
Parameters:
{Character} m
to be mapped
{Point} S
key
Returns:
{Point}

{Character} mapPointToChar (M, S)
Maps given Point to a Character using key (Point)
Parameters:
{Point} M
that represents a character
{Point} S
key
Returns:
{Character}

{Point} pointMultiply (Px, Py, d)
Performs point multiplication d*P based on elliptic curve math functions
Parameters:
{Biginteger} Px
x coord of Point to multiply
{Biginteger} Py
y coord of Point to multiply
{Biginteger} d
to multiply Point with
Returns:
{Point}

{Point} pointSum(Cx, Cy, Px, Py)
Returns a sum of two points
Parameters:
{BigInteger} Cx
x coord of first Point
{Biginteger} Cy
y coord of first Point
{Biginteger} Px
x coord of second Point
{BigInteger} Py
y coord of second Point
Returns:
{Point} (x,y)

{BigInteger} rndBigInt (max)
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Generates a random Biglnteger of about same length
Parameters:
{BigInteger} max
maximum BigInteger value
Returns:
{Biginteger}
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