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ANOTACIJA

S1 darba mérkis ir nelielam birojam izveidot serverus ar dazadam lomam ar virtualo
masinu palidzibu. Servera pamata bis Windows Server 2012 R2 Standart. Serveriem jabiit
uzstaditiem kvalitativi. Uz serveriem tiek uzstadita nepiecieSama programmatiira $1 biroja
vajadzibam, bet §ada programmatiira var noderét gandriz visos parastos birojos.

Darba uzdevumos arf ietilpst izveidot drosu un regularu rezervju kopiju veidoSanu. Ka
ar1 janodroSina tikla dro$iba no dazadiem draudiem un virusiem, tas ir izdarams ar pretvirusu

programmam un ugunsmiriem.

Atslégvardi: virtualas masinas, serveris, Microsoft Windows, birojs, lokalais tikls



ABSTRACT

The purpose of this work is to create servers for different roles in a small office with the
assistance of the virtual machine. The server will be based on the Windows Server 2012 R2
Standard. Servers must be installed in high quality and must be secure. The necessary
software is installed on the servers for this office needs, but such software can be useful in
most normal offices.

In work orders are also part of a reliable and regular creation of reserve copy. As well as
the need to ensure security of the network from different threats and viruses, it can be done

with antivirus software and firewalls.
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APZIMEJUMI, SKAIDROJUMI, SAISINAJUMI

AD DS (Active Directory Domain Services) - aktivas direktorijas doménu pakalpojums, tas
saglaba informaciju par objektiem, kas atrodas tikla, un padara to pieejamu lietotajiem un
tiklu administratoriem.

AD CS (Active Directory Domain Services) - aktivas direktorijas sertifikatu pakalpojums, tas
ir identitates un piekluves vadibas droSibas tehnologija, kas nodroSina pielagojamus
pakalpojumus, lai izveidotu un parvalditu publisko atslégu sertifikatus, kurus izmanto
programmatiiras droSibas sisttmam, kuras izmanto publisko atslégu tehnologiju.

att. - attéls

CA (Certification authorities) - sertificéSanas iestade, tiek lietota, lai izsniegtu sertifikatus par
lietotajiem, datoriem un pakalpojumiem un arT lai parvalditu sertifikata derigumu.

DFS (Distributed File System) - dalita failu sist€ma, pakalpojums, kas lauj sisteémas
administratoriem parvaldit dalita tikla koplietoSanas mapes viena logiska nosaukumvieta,
laujot lietotajiem pieklit failiem, nepreciz€jot vinu fizisko atraSanas vietu.

DHCP (Dynamic Host Configuration Protocol) - tikla protokols IP konfiguracijas
automatiskajai nodoSanai.

DNS (Domain Name System) - dom&nu nosaukumu sisteéma, to izmanto tikla adreses giiSanai
pEc adreses nosaukuma.

Domain Controller - doména kontrolieris. Microsoft serveros doména kontrolieris ir serveris,
kas atbild uz autentifikacijas pieprasijumiem (ielogoSanas, parbauda lietotaja atlaujas, u.c.)
Saja Windows Server doména.

Failover - klimjparlece. Automatiska parslégSanas uz nodroses serveri, sistému vai tiklu, ja
serveris, sist€ma vai tikls, kur§ taja bridi darbojas, tiek peksni apturéts. Klimjparlece notiek
bez cilvéka iejaukanas. ST funkcionala iesp&ja parasti ir iebiivéta sistémas, kuram garantéta
nepartraukta piekluve.

File server - failu serveris. Failu kratuves ierice lokala tikla, kas pieejama tikla lietotajiem.
Failu serveris ne tikai saglaba failus, bet arT parvalda tos un uztur kartibu, kad tikla lietotaji
pieprasa failus un veic tajos izmainas.

Forest (AD DS) - mezs. Aktivas direktorijas koku kolekcija, kas koplieto konfiguracijas
konteineri un shému un ir saistiti. Mezs darbojas ka drosSibas robeza organizacijam un definé
pilnvaras, kadas ir administratoram.

Group policy - grupas politika, Iidzeklis, kas lauj administratoriem ieviest ar datoriem un

lietotajiem specifiskus iestatijumus uz doména serveriem.



GUI (Graphical user interface) - grafiska lietotaja saskarne ir lietotaja saskarnes paveids, kura
lietotajs izmanto att€lus, lai vaditu ierici.

ILO 2 (Integrated Lights-Out) -ir servera parvaldibas tehnologija, izstradatajs ir Hewlett-
Packard. Fiziskais savienojums ir Ethernet ports, kas atrodams vairumam Proliant serveriem
no 300 un jaunakas sérijas.

IP (Internet Protocol) - tikla slana datu parraides protokols.

Management - parvaldiba. Ir ievietots, jo daudziem skaidrotajiem vardiem ir Sis parvaldinieks,
ar kura palidzibu var konfigurét to iestatijumus, pieméram, Group policy Management.

Print and Document Services - drukas un dokumentu pakalpojums, tas lauj centralizét drukas
serveri un tikla printera uzdevumus. Ar So pakalpojumu var arT sanemt skenétos dokumentus
no tikla skeneriem un aizsiitit tos dokumentus uz koplietojamu tikla resursu, Windows
SharePoint Services vietni vai e-pasta adresi.

Server manager - §T komponente pieejama Windows Server, kas nodrosina vienotu un droSu
lomu pievienoSanu, lomu pakalpojumu pievienoSanu, funkciju pievienoSanu uz §1 servera. Vel
var konfigurét server identitati un sistémas informaciju. Var apturét un startét pieejamos
pakalpojumus.

Skat. — skatit

tab. - tabula

TCP/IP (Transmission Control Protocol/Internet Protocol) - tikla protokolu kopums, kas
realiz€ protokolu steku.

VMware ESXi - ir domata virtualo datoru izvietoSanai un apkalpoSanai uz servera, bet ta nav
programmatiira, kas ieraksta kadu operétajsisttmu uz servera, bet gan ta sevi ietver un
apvieno biitiskas operétajsist€mas sastavdalas, piem&ram, kodola.

VMware vSphere Client - ir VMware makondatoSanas virtualizacijas operétajsistema.



SATURS

FaN £ 1] 72T | USRS 2
Apzim&jumi, skaidrojumi, SaTSINAJTUM. ... evveieteetteiteeite e eieeiieenneeeniieeeneeeeneneeenennsd
JEVadS. . e |
1. IS struktliras apraksts Un analiZe..........coooueeeiiiiniiiiiniiieerieeeee ettt e 8
2. Problému un uzdevumu definTCijas.........cooeeriiiiiiiiiiiieieeeete e 9
3. Risingjuma izstrade un planoSana...........ccueeeeuveeriuieeeniieeiieeeiieeesieeesieeeseeeesreeeseneeesereeennnes 10
4. RISINAJUMA T@VIESANA. ....ceeiutiiiiiieiiiiieeiteeeitee et e et e e et eesbeeesbeeesabeeesabeeesabeesnaseessseesareesnnees 11
4.1. ILO, VMware ESXi, VMware vSphere Client............ccccoovieiniiieniieeniieenieenieeens 11
4.2, Serveru INStAIACTIA. . ...t vtii et iiiieeiee ettt et e et e et e e eaaeeetaeeeaaeeebeeeenbeeens 15
G T D 10) 115 1 b B 0 o L PSP 17
4.4. Failu un print€8anas SETVETIS. ......cvuueruttrnttiiiiriieeniiieenieeeneeesnieeessieeessvneesssneessseesnsn 21
4.6. LietOtaju PIEVICNOSANA. ...cccuvreererieeereeeiieeertteeaireesseeesseeesseeessseeessseeesssessssseessseesssseesnns 28
A7, PaSta SEIVEIIS. . ettt ettt ettt ettt ettt ettt s esnaeeneee s 2O
4.8. BITOJa daAtOTT. .. ...t iiiiiiiiiitie ettt ettt e et e st e st e st eesaaee e 34
5. DroSibas PasaKUmi. . .......couuiintiiiiiiiiieie ettt ettt e 39
6. Rezervers KOpiju VEIdOSANA. .. .......eiiiiiiiiiieiiieeeiiee ettt et e 40
N TeTe 1121 10010} PSR SPRPSR 41

TZIMANTOA LIEETATTTA. «.eveeeeeeeeeeeeeeee e e ettt e e e e et eeeeeeeeeteeaeaeaeseeeeeeeaennaaeseeeeeneennnaaasaeaaes 42



IEVADS

Ir 21. Gadsimts, un misdienas praktiski neviens birojs nevar iztikt bez datoriem.
Datorus uznémumos izmanto loti dazadi, sakot no parastu dokumentu veidoSas, beidzot ar
milzigu datu bazu uzturéSanu.

Loti daudziem, arT ne parak lieliem, birojiem ir pat ne viens vien serveris, bet jau
vairaki serveri, kur katrs pilda savu lomu. Tap&c miisdienas arvien biezak sak izmantot
virtualizaciju serveriem. Tadgjadi tiek paté€réts mazak resursu, bet joprojam ir nodroSinata
augsta serveru darbibas kvalitate.

Birojam, kuram ir vajadzigs doména serviss, failu serveris, print€Sanas serveris un e-
pasta nodroSinajums starp lietotajiem. Un, ja birojs nav parak liels, tad virtualizacija $ada
gadijuma ir noderiga.

Nemot veéra Sos faktus, izveidoSu tris serverus uz viena fiziska servera, nemot paliga
virtualizaciju. Viens serveris biis doména serveris, otrs biis failu un printéSanas serveris un
treSais biis pasta serveris. Ar Siem trijiem serveriem biiSu nodroSinajis So biroju ar tam
nepiecieSamajam vajadzibam.

Par pamatu serveriem izvélg§jos Windows Server 2012, jo velgjos papildinat savas

zinasanas darba saistiba ar Windows Server. Un uzskatu, ka tam ir loti plass iesp&ju klasts.

Kvalifikacijas darba ir izmantotas 2 tabulas, 44 zim&jumi, 7 informacijas avoti. Darba
apjoms ir 43 lappuses.



1. IS STRUKTURAS APRAKSTS UN ANALIZE

§aj€1 IS struktura bus tikai viens fizisks serveris, bet ar VMare ESXi instaleSanu uz $1
servera nodroSinasu ta virtualizaciju, bet ar VMware vSphere Client palidzibu virtualo masinu
veidoSanu un to konfiguréSanu. Izveidosu tris serverus un piecus lietotaju datorus. Par pamatu
Siem trijiem serveriem bis Microsoft Windows Server 2012 R2 Standart, bet lietotaju datoros
bis Microsoft Windows 7 Professional (64 bit). Ar ILO 2 nodroSinasu attalinatu pieslégSanos
Sim vienigajam fiziskajam serverim.

Pirmais serveris biis ar nosaukumu Domeéna serveris. Doména serveris pildis galvenas
funkcijas. Glabas sevi tadus servisus un protokolus ka aktivas direktorijas doména servisu,
kas glabas visus lietotajus un datorus, kuri bus saistiti ar So doménu, aktivas direktorijas
sertifikatu servisu, grupu politiku, kas glabas izveidotos jaunos grupas politikas objektus,
doménu nosaukumu sisteémas protokolu, dinamiska saimniekdatora konfiguracijas protokolu,
kas nodroSinas automatisko IP adresu iedoSanu visiem datoriem, kas ir pievienoti pie doména.

Otrais serveris biis Failu un printé8anas serveris. Sis serveris stradas ka rezerves serveris
Domeéna serverim, un tas parnems visas Domeéna servera primaras funkcijas, gadijuma, ja kaut
kas notiks ar Doména serveri. Otra §1 servera funkcija ir pildit failu koplietoSanas
pakalpojumus. Uz §T servera glabasies datu mape, kura biis 1 biroja koplietoSanas mape un
kura lietotaji glabas nozimigos dokumentus un failus Sim birojam, jo So mapei taisis rezerves
kopijas. Tresa funkcija bis printéSanas pakalpojums, ko var€s izmantot visi lokalaja tikla
pieslégtie datori, tadejadi pietiks ar vienu printer.

Pedgjais serveris bius Pasta serveris. Uz §1 servera darbosies e-pasta pakalpojumi, kas
nodroS$inas savstarp&ju sazinu starp visiem darbiniekiem, kas stradas Saja biroja, ta darbibas
zona bis lokalais tikls.

Tiks izmantots ar1 rezervju kopiju veidoSanas pakalpojums, kas bis droSs un regulars
failu kopiju veidoSana un visa Doména servera kopijas veidoSana. Tiks veikti arl droSibas

pasakumi, kurus nodroSinas ugunsmiris un pretvirusu programma.



2. PROBLEMU UN UZDEVUMU DEFINICIJAS

. Izveidot virtualizaciju un to konfigurét

. Izveidot nelielu lokalo tiklu

. Uzstadit tr1s serverus ar daZzadu servisu darbibu

3.1. Doména serveri

3.2. Failu un print€Sanas serveri

3.3. Pasta serveri

. Izveidot piecus biroja lietotajus

. Izveidot drosu un regularu rezervers kopiju veidosanu

. Nodrosinat tikla drosibu



3. RISINAJUMA IZSTRADE UN PLANOSANA

izmantots Vmware ESXi 5.5.0, bet konfiguracijai Vmware vSphere Client 5.5.

Serveriem Windows Server 2012 R2 Standart ar grafisko vidi, bet lietotaja datoriem
Windows 7 Professional (64 bit). Lai viss ieplanotais darbotos Sajos trijos serveros un

lietotaju datoros ka ieceré€ts, tad tajos bis jainstalé un janokonfiguré (skat. 1.tab., tabula nav

ieklauti noklus€juma pakalpojumi, kuri jau instal€jas kopa ar Windows Server instaléSanu):

1.tabula

Servera nosaukums

Kas jainstale

Domeéna serveris

AD DS (Active Directory Domain
Services), AD CS(Active Directory Domain
Services), DHCP (Dynamic Host
Configuration Protocol), DNS (Domain
Name System), AVG AntiVirus FREE 2015

Failu un printéSanas serveris

AD DS (Active Directory Domain
Services), AD CS (Active Directory
Domain Services), DHCP (Dynamic Host
Configuration Protocol), DNS (Domain
Name System), Print and Document
Services, Windows Server Backup, File
server, DFS Namespace and Replication,

AVG AntiVirus FREE 2015

Pasta serveris

hMailServer 5.6.3, Mozilla Thunderbird
31.6.0, Framework 2.0, AVG AntiVirus
FREE 2015

Lietotaja datori

Mozilla Thunderbird 31.6.0, Framework
2.0, AVG AntiVirus FREE 2015
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4. RISINAJUMA IEVIESANA
4.2. ILO 2, Vmware ESXi, Vmware vSphere Client
Lai var€tu attalinati pieslégties serverim, kuru péc tam ievietos serveru telpa, sakuma
nokonfiguréju ILO 2. Lai pieslégtos pie ILO 2, izmantoju timekla parlikprogramma un
noklus€juma vertibas prieks §1 servera, tas ir lietotajvards, parole un DNS vards. Pieslédzoties

pie ILO 2, nokonfigur&ju divas lietas: DHCP izslégSanu (skat. 1.att.) un tikla iestatijumus ILO
2 (skat. 2.att.).

1.attéls

localhost - HP iLO 2 Remote Console - Windows Internet Explorer
15:1/172,16.5,10/drc2fram, htm?restark=0

Eg{ated LighrS_OUt 2 RemOt:k:;OHSOIE localhost at 172.16.5.1
roliant [oiese |

Right mouse drag whenever nacassary to align the local and remots cursors.
1f necessary. click in Remots Console image below to enable keyboard input.

'eshI Terminal Sves | CirkAlRDel | AltLockl™ High Performance Mouse [ Local Cursor |Default -

2.attels




ILO 2 ir nokonfiguréts, tad jainstale serveri Vmware ESXi. Instalaciju palaidiSu no
zibatminas, kas pievienota serverim, bet pirms instalacijas sakuma serverim iekSpusé
pieslédzu citu zibatminu, kura arT rakstiSu So Vmware ESXi (skat. 3.att.). To es daru tapéc, ja
gadijuma kaut kas notiek ar Vmware ESXi, tad pietiek tikai ar §1s iekS§€jas zibatminas mainu
un Vmware ESXi ieinstaléSanu taja. Pasa instalacija jaievada ari saknes (root) parole
Vmware ESXi (skat. 4.att.), un tad tikai japagaida, kameér instalejas Vmware ESXi. Péc
instalacijas, restart€jot serveri, ieeju servera iestatijumos un tad sist€mas opcijas uzlieku, lai
serveris ieslédzoties sakuma mégina palaisties no iek$€jas ievietotas zibatminas (skat. 5.att.).

Pasa Vmware ESXi nokonfigurgju tikai dazus tikla iestatijumus. Izv€los tikla adapteri,
kur§ ir piesleégts, un uzlieku VMware statisko IP adresi (192.168.0.11), apakstikla masku
(255.255.255.0) un noklus€juma varteju (192.168.0.1) (skat. 6.att.).

P&édgjais palieck VMware vSphere Client. To instalgju datora, no kura tad ar1 pieslegSos
serverim un veido§u jaunas virtualas mas§inas. So programmu var lejupieladét

https://my.vmware.com/web/vmware/info/slug/datacenter cloud infrastructure/vmware vsph

ere/6_0 . Pec lejupielades to instal&ju.

Atverot vSphere Client, prasa ievadit IP adresi, lietotajvardu un paroli, respektivi, IP
adrese bis VMware [P adrese (192.168.0.11), lietotajvards ir root, bet parole ir ta, kuru
ievadiju, instalgjot Vmware ESXi. Pirmais, ko izdaru, ielogojoties vSphere Client, ir pieskiru
Sim Vmware ESXi atminas resursus (skat. 7.att.), Saja gadijuma tas biis fiziska servera cietie
diski, kuri ir apvienoti viena masiva. Tad varu sakt veidot virtualas masinas uz §1 servera.
Parametri, kadus lieku, veidojot virtualas maSinas, praktiski neatSkiras, vienigi daZos
gadijumos atSkiras virtualas masinas nosaukums, iedota atmina $ai virtualajai masinai un ari

noradita operétajsistéma. Visus virtualas masSinas datus skatit 8.attela.

3.attels

Kingston DataTraveler 63 (mpx.vnhba32:CO:TO:LO)

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Cont inue
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(Esc) Cancel

4.attels

Passwords match.
(F9) Back

(Enter) Continue

5.attéls

Embedded Serial Port

Uirtual Serial Port
t|Integrated Diskette Controller

NUMLOCK Power-On State

Embedded NICs

Diskette Hrite Control

Diskette Boot Control
I|{|Advanced Memory Protection

USB Control

USB 2.8 Control ler

SB DriveKey Boot Sequence
Power Regulator for ProLiant

P ProLiant DL368 G5

/N: CZJ743026R

roduct ID: 416559-421

P BIDS P58 B4,26,2810
ackup Version 11,/82,2088
ootblock 89,18/2686

8192HB Memory Configured

roc 1:Intel 1.68GHz,4MB L2 Cache
roc 2:Not Installed

Internal DriveKeys First

External DriveKeys First

IP Configuration

AC address for NIC 1:

iSCSI MAC address:
MAC address for NIC 2:
iSCSI MAC address:

B81EBB1D39FC
B61EAB1D39FD
BB1EBB1D39F2
BB1EBB1D39F3

6.attels

( J Use dynamic IP address and netuwork configuration

(o) Set static IP address and netuwork configuration:

IP Address
Subnet Mask
Default Gateuway

{Up/Doun> Select
A

{Space’> Mark 5elected

[ 192.168.0.11 1
[ 255.255.255.0 1
[ 192.168.0.1 1

<Enter> 0K <Esc> Cancel
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Ready to Complete

Review the disk lavout and click Finish ko add storage

7.attels

-1O] =

DiskfLUM Disk layaout:

Ready to Complete
Device

Location

Partition Faormat
GPT

File swstem:

Local YMware Disk {mpx.wmhbal:...

Primary Partitions
YMFS (Local ¥Mware Disk (rmps. v, ..

Crive Type
Mon-550

Capacity LU
273,40 GB o

Tvmfs!devicesidisks/mpex. vmhbal : C0: TOLD

Capacity
273,40 GB

Properties
Datastore name:

Formatting
File system:
Block size:

Mazximum File size:

Primary

wmfs-5
1 ME
2,00 TB

Help |

Create New Yirtual Machine

Ready to Complete

= Back Cancel |

8.attels
=lolx

Wirbual Machine Version: &

Click Finish to start a task that will create the new virtual machine

Configuration

Settings For the new wirtual machine:

Mame and Location r
— Marme: il
Virtual Machine Wersion HiostfClusker: localbiost.,
Guest Operating Systern Datastore: Primary
CPUs Guest 05: Microsoft Windows Server 2012 (64-hit)
Memory CPLs: 2
hletwork Memary: 2045 ME
SC51 Contraller MICs: 1
Select a Disk MIC 1 Netwark: WM Metwork
Create & Disk MIC 1 Type: E1000E
Advanced Options )
Ready to Complete 551 Controller: LSI Logic SAS
Create disk: Mew virtual disk
Disk capacity: 40 56
Disk provisioning: Thick Provision Lazy Zeroed
Dakastore: Primary
wWirtual Device hode: SCSIio)
Disk rnode:! Persistent

- Edit the wirtual machine settings before completion

/1 Creation of the virtual machine (M) does not include automatic installation of the guest operating
syskem, Install a guest OS5 on the ¥M after creating the 4,

= Back | Finish I

Help |

Cancel
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4.2. Serveru instalacija
Pirms virtualas masinas slégSanas tai ieksa jauzliek uz CD/DVD diskdzina
operétajsistemas isntalacijas fails, tas parasti ir ISO fails. Un jauzliek, lai Sis diskdzinis sak
darboties uzreiz, ka ieslédz So virtualo masinu, tas ir tapec, lai paspetu palaist
operétajsistémas instalaciju (skat.9. att.).
Start€jot serveri pirmo reizi, sakas ar Windows Server instalaciju:
e Pirmais solis ir valodas izvele,
e QOtrais solis ir vienkarsi Install now,
e Tresais solis ir operétajsit€émas izvele, Saja izvele izveleties Windows Server
2012 R2 Standart (Server with GUI),
e Ceturtais solis ir licenzes noteikumi,
e Piektais solis ir instalacijas izv€lg, Saja izvele izveéleties Custom: Install
Windows only (advanced),
e Sestais solis ir par to, kur instalét Windows, Seit izvéléties New, tad Apply
izveletos visu iesp&jamo atminu, tad uzleco$aja loga Yes,
e Septitais solis ir redzams, ka instaléjas Windows,
e Astotais solis ir Administrator paroles uzstadiSana.
Sie punkti attiecas uz visiem trijiem serveriem un tiek izpilditi identiski.
Ielogojoties server pirmo reizi, jasak ar tikla konfiguraciju (skat 2.tab.):
e Start,
e Vadibas panelis,
e Tikls un internets,
e Tikla un koplietoSanas centrs,
e Mainit adaptera iestatijumus,
e Jatver vajadzigo tiklu,
e Rekviziti,
e Jaatver Internet Protocol Version 4 (TCP/Ipv4),
e Janokonfiguré IP adrese, apakstikla maska, nokluséjuma varteja, vélamais DNS

serveris un alternativais DNS serveris.
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2.tabula

Serveris IP Apakstikla | Noklus€ju | Velamais | Alternativais
adrese maska ma varteja | DNS DNS
serveris serveris

Domeéna 192.168. | 255.255.255. | 192.168.0. | 192.168.0. | 192.168.0.12
Serveris 0.12 0 1 13

Failu un 192.168. | 255.255.255. | 192.168.0. | 192.168.0. | 192.168.0.13
printéSanas | 0.13 0 1 12
serveris

Pasta 192.168. | 255.255.255. 1 192.168.0. | 192.168.0. | 192.168.0.13
serveris 0.14 0 1 12

9.attels
(=5 Mail - ¥ittual Machine Propetties =1ol =
Hardware | Options | Resources | Yirtual Machine Yersion: 8

— Device Status

[~ Show all Devices add... | Remave | I Conmected
Hardware | Summary | |7 Connect at power on
M 2045 MB
B Memory —Device Type
A crus 2 e o :
I;l Wideo card Wideo card Client Device . .

) _ Moke: To connect this device, wou must power on the
= ¥MCI device Restricted wirtual machine and then click the Connect CO/DVD
(O 5Calcontraller 0 LSI Logic SAS button in the taolbar,
£y cp/DYD drive 1 (edited) [Primary] Install/96...

&= Harddisk 1 Wirkual Disk. [T
& Floppy drive 1 Client Device

-
B Metwork adapter 1 W Network, I —I

%' Datastore IS0 File

I[Primary] Installf2a00, 17050, WINGLL Browse, ., |

—Mode
) passthrough IDE (recommended)
. Emulate IDE

— Wirtual Device Node
& [IDE (1:0) CO/DWD drive 1 =l

Help | Ok Cancel
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4.3. Domeéna serveris

Ta ka tikla iestatijumi ir jau nokonfiguréti, tad jasak stradat ar Server Manager, jo visu
vajadzigo servisu instaléSana notiek ar Server Manager palidzibu. Server Manager javer vala
Pievienot lomas un funkcijas, tad jaizvé€las Instalacijas veids, $aja izvel€ vienmér izvélos
Role-based or feature-based installation, arT neatkarigi no servera, jo Sis veids konfigurée tiesi
So vienu serveri, pievienojot jaunas lomas un funkcijas. Nakamaja soli jaizvélas serveris, kura
velas pievienot kadu servisu. Tad ir jaatzimé serviss, kuru vélas instalét. Atzimgjot kadu no
servisiem, atversies papildus logs, kura jaspiez Pievienot funkciju (Add Feature) (skat. 10.att).

Domeéna serverim no Server roles instalét AD DS, AD CS, DHCP un DNS. AD CS bus
iesp€ja izveleties tiesi kadas Roles no AD CS, §im doména serverim pietiks tikai ar CA. Talak

vienkarsi japabeidz instalacija.

10.attels
% Domain on localhost.localdomain =1z
Filz Wiew WM
mulr ©E G Re 2P
= Server Manager = [l ]| 2

Manage Tools View

S PROPERTIES ___ :
& Dashboard . [ Tasks

For BirojaDomain

B Local Server | L

#5 All Servers = Add Roles and Features Wizard = =] =

#§ File and Storage 5S¢

DESTINATIOM SERVER

Select server roles
(=] Add Roles and Features Wizard -

Select one or more ro am
Add features that are required for Active Directory

Roles : L
Domain Services?

erver Roles You cannot install Active Directory Domain Services unless the
- following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell 1
4 ADDS Tools

[Tools] Active Directory Administrative Center

[Tocls] AD DS Snap-Ins and Command-Line Tools

[w]
Include management tools (if applicable) e
| Add Features | | Cancel |
< Previous Next > Install
- e = H ﬁl I(b 9:59 AM
.- E _,:T_,J 4/14/2015
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Jasak kofingurét instalétas lomas. Ka pirmo konfiguréju AD DS, respektivi, So Doména
serveri paaugstinu par Domain Cotroller:
e Pievienosim jaunu mezu (New Forest), un saknes doména nosaukums bis
ad.mazsbirojs.lv (skat.11. att.);
e Nakamaja soli jauzliek parole direktorijas servisu atjaunoSanas reZimam;
e Talak NetBIOS biis MAZSBIROIJS (skat. 12.att.);
e AtlikuSajos solos neko nemainu un tur atstaju ta, ka ir péc noklus€juma, un

pabeidzu AD DS konfiguraciju.

11.attels

= Active Directory Domain Services Configuration Wizard - | o [
: : TARGET SERVER
Deployment Configuration WIN-ETISDCORIEK

Deployment Configuration

Select the deployment operation
Domain Controller Cptions g e .
) Add a domain controller to an existing domain

O Add a new domain to an existing forest
® Add a new forest

specify the domain information for this operation

Root domain name: ad.mazshirojs.v

More about deployment configurations

< Previous Next > Install Cancel

12.attels

[ Active Directory Domain Services Configuration Wizard - | = [
o . TARGET SERVER
Additional Options VAN ETECE R

Verify the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: MAZSEBIROJIS

Additional Options

More about additional options

(k=)

revious Next > Install Cancel
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Ka nakamo izveélos AD CS, konkrétak, tieSi CA konfiguraciju:
e PierakstiSanas informacija §im serverim bis MAZSBIROJS/Administrator (skat.
13.att.);
e Sibas uznémuma CA (Enterprise CA);
o Sibis saknes CA (Root CA) (skat. 14.att.);
e Nakamaja soli izv€los Primaro atslégu, visos solos, kas ir zem primaras atslégas,
visu atstaju pec noklus€juma;
e Visus pargjos solus atstaju péc noklus€juma (skat. 15.att.);
e Pabeidzu AD CS konfiguraciju
13.attels
= AD CS Configuration - | = x|

S DESTINATION SERVER
Credentials inserver.ad.mazsbirojs.lv

Specify credentials to configure role services

Role Services

To install the following role services you must belong to the lecal Administrators group:
* Standalone certification authority
= Certification Authority Web Enroliment
* Online Responder

To install the following role services you must belong to the Enterprise Admins group:

* Enterprise certification authority

* Certificate Enrollment Policy Web Service
* Certificate Enrollment Web Service

* Network Device Enrollment Service

Credentials: MAZSEIROJS\Administrator

More about AD CS Server Roles

14.attels
= AD CS Configuration =[O .

DESTINATION SERVER

domainserver.ad.mazsbhirojs.lv

Specify the type of the CA

When you install Active Directory Certificate Services (AD CS5), you are creating or extending a
public key infrastructure (PKI) hierarchy. A root CA is at the top of the PKI hierarchy and issues its
own self-signed certificate. A subordinate CA receives a certificate from the CA above it in the PKI
hierarchy.

Cryptography ® Root CA

CA Name Root CAs are the first and may be the only CAs configured in a PKI hierarchy.
walidity Paric )
abdnyBernd ) Subordinate CA

Certificate Database Subordinate CAs require an established PKI hierarchy and are authorized to issue certificates by

Confirmation the CA above them in the hierarchy. %

More about CA Type

Cancel

5]

a
I~
m

I

< Brevious | | Next»
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15.attéls

|

DESTINATION SERVER

Conﬂ rmation domainserver.ad.mazsbirojs.lv
Cradertials To configure the following roles, role services, or features, click Configure.
Role Services ~ Active Directory Certificate Services
Setup Type
Certification Authority
CA Type :
CA Type: Enterprise Root
RREhES Cryptographic provider: RSA#Microsoft Software Key Storage Provider
Cryptography Hash Algorithm: SHAT
CA Mame Key Length: 2048
validity Period Allow Administrator Interaction: Disabled
Certificate Validity Period: 4/15/2020 10:41:00 AM

Certificate Database

Distinguished Name: CN=ad-DOMAINSERVER-CA DC=ad DC=mazsbirojs,DC=Iv
Certificate Database Location:  C\Windows\system32\Certlog
Certificate Database Log CAWindows\system32\Certlog
Location:
| < Previous || Next » | | g:mﬁgure || Cancel |
b

P&édgjais, kas no instalétajiem servisiem priek§ Doména servera, kam ir vajadziga
konfiguréSana, ir DHCP. Tiesi pasa konfigiiracija ir tikai divi soli (skat. 16.att. un 17.att.), bet
velak vajadzes izveidot iek§ DHCP jaunu tvérumu.

e e e — 6. att2ls

Authorization

Specify the credentials to be used to authorize this DHCP server in AD DS.

Description

User Name: MAZSBIRCJS\Administrator

() Use alternate credentials

UserMame:

() Skip AD authorization

R

|<F_>reviuu5|| Next > | | Commit || Cancel
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17.attels

DHCP Post-Install configuration wizard =12 -

L5

Summary

The status of the post install configuration steps are indicated below:

Summary Creating security groups e BT T

Please restart the DHCP server service on the target computer for the security groups to be
effective.

Authorizing DHCP server

2 Do%

4.4. Failu un printé€Sanas serveris

TieSi tapat ka Doména serverim tikla iestatijumi jau ir nokonfiguréti, tas nozimée, ka
uzreiz jaieslédz Server Manager un jadodas pie Pievienot lomas un funkcijas. Sim serverim
vajadzes instalet AD DS, AD CS, DHCP, DNS, Print and Document Services, Windows
Server Backup, File server, DFS Namespace and Replication.

Servera konfiguracija sakas ar AD DS konfiguraciju. Pievienosim So serveri jau esoSam
doménam, respektivi, ad.mazsbirojs.lv (skat. 18.att.), parole direktorijas servisu atjaunoSanas
reZimam bis tadi pati ka Doménu serverim. Tad uzliksim, lai kop&as AD DS no Doména
servera uz §1 servera AD DS (skat. 19.att.). Tadgjadi Saja server bis rezerves kopija AD DS,
un, ja Doménu serveris nav sasniedzams, tad visas AD DS funkcijas pildis Failu un

printéSanas serveris.
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18. attels

=

dd - - I - TARGET SERVER
Additional Options T
Deployment Configuration i i 4
Specify Install From Media (IFM) Options
Domain Controller Options _
1 Install from media
DS Options
Specify additional replication options
Feplicate from: domainserver.ad.mazsbirojs.v | - |

Review Options

Prereguisites Check
More about additional eptions
< Previous | | Mext = | | Install | | Cancel |
19.attels
it il i e s =
- . TARGET SERVER
Deployment Configuration e A

nfiguration

Relect the deployment operation

Domain Controller Options ; o ’
/@) Add a domain controller to an existing domain

i) Add a new domain to an existing forest
i) Add a naw forest

Specify the domain information for this operation

Domain: ad.mazsbirojslv Select...

Supply the credentials to perform this operation

MAZSBIROJS\Administrator

Mare about deployment configurations

< Previous || Next > | | Install || Cancel
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Turpinajuma  janokonfigure AD CS tieSi CA. PierakstiSanas dati bis
MAZSBIROJS/Administrator. CA tips biis uzn€muma un biis paklauta Doména servera CA.
Arf1 izveidojam jaunu primajo atslégu un atstdjam visus primaras atslégas iestatijumus pec tas
noklus€juma un siitam sertifikata pieprasijumu Doména serverim péc CA. Tad pabeidzam AD
CS konfiguraciju.

Lai pieslégtu tiklam printeri, ir jaatver Print management, kur ar jainstalé klat printeris
ar visu vina draiveri. Instalgjot tikla printeri, atveras vednis. Pirmaja soli izv€los to, kur
izveidot jaunu portu un jaunu printeri, un tad no opcijam lokalo portu (skat. attels 20). Otraja
solt izvelos instalét jaunu draiveri. TreSaja soli es izv€los printera draiveri, tas $aja gadijuma ir
HP Color LaserJet 1600 Class Driver. Nakamaja solt §1 printera koplietoSanas iestatijumus

(skat. 21.att.) un tad pabeidzu instalaciju.

20.attels
/e Deivd Bl nnecnent = | O
) MNetwork Printer Installation Wizard -
Printer Installation
Pick an installation method.
ame Driver Name Actions
ttserver (... Microsoft XP5 Dt B o
More Actions

() Search the network for printers

() Add a TCP/IP or Web Services Printer by IP address or hostname %

() Add a new printer using an existing port: LPT1: (Printer Port)

(®) Create a new port and add a new printer: Local Port V|
< Back Next = | | Cancel
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21.attels

i Print Management e
File Action View Help e Network Printer Installation Wizard -
e n |

Printer Name and Sharing Settings
&1 Print Management ‘You can give the printer a fiendly name and specify whether other people can use the printer. lons
I+ [# Custom Filters

= Fs
4§ Print Servers nters
4 f] fileprintserver (local) More Actions 3
b [#]| Drivers Printer Name: HP Color Laserlet 1600)
I Forms
b 'j— Ports Share this printer
B Ennict ShareName: [ HP Color Laserlet 1600 |

|- M= Deployed Printers

Location: | |

Comment:

<Back || Ne:%> [ cancel

Ka beidzamo lietu Failu un printéSanas serveri es nokonfigurésu failu koplietoSanu, lai
to izdaritu, ir jaatver DFS management. Saja DFS management ir jaizveido jauna
nosaukumvieta (namespace). Sakot izveidot nosaukumvietu, atveras nosaukumvietas
pievienoSanas vednis, kur trijos solos ir janosaka $1s nosaukumvietas iestatijumus. Pirmaja
solt ievada servera nosaukumu, tas bis Sis serveris, jo uz $1 servera glabasies faili. Otraja soli
jaieraksta nosaukumvietas nosaukums, tas bis Shares. Un treSaja soll nosaukumvietas tipu
izvélos uz doména bazes balstitu nosaukumvietas, jo tas nakotn€ var noderét, ja tiek
pievienots otrs failu serveris, un ari atzimé&ju, ka iesp€joju Windows Server 2008 reZima.
Ceturtaja soli var redzet visus nosaukumvietas iestatifjumus (skat. att€ls 22) un pec ta pabeidzu
nosaukumvietas izveidoSanu.

Pagaidam birojam bus divi aktivi projekti, Iidz ar to izveidoSu divas koplietoSanas
mapes project]l un project2. Sis mapes biis ar vienadiem koplieto§anas iestatfjumiem.
Uzspiezu uz jauna mape, S$i1S mapes nosaukums — projectl, tad izveidoSu ari jaunu
koplietoSanas mapi un noradisu, kur tiesi fiziski ST mape atradisies uz S§1 servera, un uzlieku ar1
lietotaju tiesibas (skat. 23.att.).

Lai lietotajiem biitu vieglak atrast So koplietoSanas mapi un nebiitu nekadu sarezZgijumu,

tad tapéc izveidoju vienu kartéto (mapped) disku. Lai to izdaritu, vajag serveri atvert grupas
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politiku, izveidot jaunu politikas grupas objektu. Tad Saja politikas grupas objekta jadodas uz

kart€tajiem diskiem un jaspieZ uz izveidot jaunu kartéto disku, atvérsies jauna kartéta diska

rekviziti. gajos rekvizitos darbiba bis izveidot, atrasanos vieta biis ad.mazsbirojs.lv/shares. St

kartéta diska nosaukums bius Mazs Birojs documents un lokala diska burts biis S. Atziméju,

ka visiem redzams ir Sis disks (skat. 24.att.).

5
i
Steps:
Mamespace Server

Mamespace Name and Settings

Mamespace Type

Review Settings and Create
Mamespace

Confirmation

22.attéls

Mew Mamespace Wizard I;li-

i~  Review Settings and Create Namespace

You selected the following settings for the new namespace. If the settings are
comect, click Create to create your new namespace. To change a setting, click
Previous, or select the appropriate page in the orientation pane.

Mamespace settings:

Mamespace
Mamespace name: “\ad mazsbirojs v'Shares
MNamespace type: Domain (Windows Server 2008 mode)
Mamespace server: fileprintserver
Root shared folder: A shared folder will be created if one does not exist.
Local path of namespace shared folder: C:\DF5Roots Shares
Permissions for namespace shared folder: Everyone read only

< Previous || Crgate,\g| Cancel
L
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i

| File Action View Window Help

DFS Management

23.attels

vep| 2

4 DFS Management
| & Mamespaces

53 \\ad.mazsbirojs.h\Shar,
: @ Replication

0 entries

\\ad.mazsbirojs.v\Shi

MNamespace

Namesp3 Server name:

|FILEPHINTSERVEF{

Type

| Name Share name:

[project 1

Local path of shared folder:

|c Mshares\project 1

Shared folder permissions:
() All users have read-only permissions

() Al users have read and write pemissions

permissions

permissions

() Use custom pemissions:

O Administrators hawve full access; other users have read-only

@® Administrators have full access; other users have read and write

oKl ||

Cancel

24 .attels

":EJ

Group Policy Management Editor

File Action View Help
e 2@ 4B X

.__E:[’ Mapped Drives [DOMAINSER
4 i Computer Configuration
- | Policies
b ] Preferences
4 & User Configuration
I 1 Policies
a4 [ Preferences
4[] Windows Settings
i) Applications
=2 Drive Maps
Envirenment
&7 Files
(7% Folders
Ini Files
[ g Registry
[#] Shortcuts
b Control Panel Setti

General | Common

:g: Action: | Create

Location: | \\ad.mazsbirojs.vishares

Reconmect: ]  Label as: ||""|325 Birojs documents

Drive Letter

(O Use first available, starting at: ) Uge:

Connect as {optional)

User name: | |

l:l Confirm password: l:l

Password:

Hide/Show this drive
(O No change
() Hide this drive
(®) show this drive

Hide/Shaow all drives
() Mo change
() Hide all drives
(®) show all drives

Path
WWad.mazsbirojs.vishares

(<] ] [

Apply

>1| \ Preferences /| Extended XStandard?

Last changed: 5/7/2013 6:51:17 AM
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4.5. DHCP

Lai panaktu to, ka Domeéna serveris automatiski iedala IP adreses un citus TCP/IP
uzstadijumus tikla datoriem, ir vajadzigs tieSi DHCP. IekS DHCP ir jaizveido jauns tvérums
(scope) IPv4, kura ar biis visa svarigaka informacija. Tveruma nosaukums biis LocalNET.
Pieejamas IP adreses, kuras izsniegs datoriem, biis no 192.168.0.100 Iidz 192.168.0.150.
Nebiis nekadu izn@émumu starp §tm adresém, visas var€s pieskirt tikla datoriem. Ta ka Saja
tikla ir stacionarie datori, tad So pieskirto IP adresi no §1 tvéruma lietotajs varés lietot 8 dienas.
Noklusgjuma varteja bus 192.168.0.1. Vecaku doméns biis ad.mazsbirojs.lv un IP adrese bus
192.168.0.12. Pabeidzam §1 tvéruma taisiSanu ar ta aktivizeéSanu.

Drosibas apsvérumu dé] tiks izmantota klimjparléce (failover), lai butu parliecinati par
to, ka, ja kaut kas notiek ar Doménu serveri un tas nespgj vairs pildit DHCP uzdevumus, tad,
lai tos sak pildit Failu un print€Sanas serveris. Izveidotajam tvérumam ir janokonfiguré §1
kltimjparlece. Jaatver klimjparléces konfiguracijas vednis. Atverot to, sakuma izvélos to
tvérumu, kuru tikko izveidoju, respektivi, 192.168.0.0. Pie partnera servera izvéles ievadu IP
adresi 192.168.0.13 (skat. 25.att.), ta ir Failu un printéSanas servera IP adrese. Maksimalais
klienta izpildes laiks biis p&c noklus€juma, un ta ir viena stunda. Rezims biis Hot standby, tas
nozimée, ka primarais serveris biis aktivs, bet partnera biis neaktivs. Lidz ar to seko, ka
partnera servera loma pagaidam ir neaktivs un rezervetas adreses partnera serverim bis 30%
no visam §1 tvéruma pieejamajam. Ar to ar1 klimjparléces konfiguracija ir beigusies (skat.
26.att.).

25.attels

Configure Failover

Introduction to DHCP Failover
DHCP Failover enables high awvailability of DHCP services by
synchronizing |P address lease information between two DHCP

servers. DHCP failover also provides load balancing of DHCP
reguests.

This wizard will guide you through setup of DHCP failover.
Select from the following list of scopes which are available to be
corfigured for high availability. Scopes which are already
corfigured for high availability are not displayed in the list below.

Awvailable scopes: v Select all.

Meaxd R | Cancel
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Configure Failover

Progress of failover corfiguration.

including any emors encountered.

The log below shows the progress of the various tasks for corfiguring failover

Add scopes on patner SEMVET .....ooceee e Successful
Disable scopes on partnerserver ... Successful
Creation of failowver configuration on partner server ... Successful
Creation of failowver configuration on host server ... Successful
Activate scopes on partner server........................... Successful

Configure failover successful.

L

JSERVER
JSERVER

10020 Warning Microsoft-
10020 Warning Microsoft-
JISERVER 1059  Error
ISERVER 1059  Error
JSERVER

Microsoft-
Microsoft-

10020 Warning Microsoft-

JEERWER AN Warmime  Alisemesde

4.6. Lietotaju pievienoSana

26.attels

ill be set up betwe
rver with the follow

0.0

Bhip Mame:
h Client Lead Time

itchower Interval:
|
hdby Configuratior

Partner Server:

Es reserved for stz

Planots, ka pagaidam biis pieci lietota;ji, neskaitot administratoru. Izmantojot AD DS, es

pievienoSu Sos lietotajus. Lietotaju pievienosana notieck Doménu serveri. Server Manager ieks

AD DS jaatver aktivas direktorijas lietotdaji un datori. Saku ar jaunas organizacijas

struktiirvienibas izveidi, kuras nosaukums biis mazsbirojs, un ta biis pasargata no nejausas

izdzeSanas. Tad Saja organizacijas struktiirvieniba izveidoju piecus lietotajus (skat. 27.att.)

Fragmets no lietotatu izveides (skat. 28.att.).

2 - "
(=¥ Domain on localhost.localdomain

Filz  Wiew M

mir oo 6l 2k

27 .attels

File

Action View Help

@5

Active Directory Users atg Computers

LalsTER

I
A

|

B

[

] Active Directory Users and Com

Saved Queries

73 ad.mazsbirojs.lv

~| Builtin

| Computers

2| Domain Controllers

_| ForeignSecurityPrincipalf
| Managed Service Accour

2| mazsbirojs

2| administrator
o3| users

| Users

-

MName Type Description
?J- Aivars Pastars User Arhitejts1
_aJJuris Ozolins User Dizaineris1
_aJ Kristaps Ciematnieks User Arhitekts2
_3) Lasma Senkane User Sekretarel
_JJEMaris Senkans User Vaditajs
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28.attéls

& Create in:  ad.mazsbirojs lv/mazsbirojs/users

Last name: |‘u"anaga

First name: |I|ze Initials: I:I

Full name: | llze Vanaga

User logon name:

|ilze wvanaga | | &ad.mazsbirojs v W |

User logon name (pre-Windows 2000):

|I'u'IPaZS BIROJSY | |se+-;re¢are |
[~
by
| <Back || Nea> | [ Cancel |

4.7. Pasta serveris
Tiesi tapat ka Domeéna serverim un Failu un printé€Sanas serverim tikla iestatijumi jau ir
nokonfiguréti, bet pirms elektroniskas pasta izveides un 1 servera Sis serveris V&l ir

japieslédz pie doména ad.mazsbirojs.lv (skat. 29.att.).

29.attels

System Properties i
Computer Name/Domain Changes | %

You can change the name and the membership of this mputer
computer. Changes might affect access to network resources.

Computer name:
mailserver

Full computer name:
mailserver

Member of
(®) Domain:
|ad.mazsbirojs.lv

) Workgroup:
|w0HKGHOUP
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Par pamatu e-pastam es izvel€jos hMailServer, jo tas ir bezmaksas e-pasta serveris, kurs§
ir izstradats tieSi Microsoft Windows operétajsisttmam, bet paSam darbam ar e-pastiem bis
bezmaksas e-pastu aplikacija Mozilla Thunderbird.

UzstadiSana ir jasak ar hMailServer instalaciju, kur vednis izved cauri visiem
instalacijas soliem. Instalacija ir loti primitiva un viegli saprotama, tapéc par to vairak
nerunasu. Kad instalacija ir pabeigta, tad ir javer vala hMailServer Administrator, kur
japieslédzas localhost ar to paroli, kura tika ievadita viena no instalacijas soliem (skat.
30.att.).

Ielogojoties hMailServer, izveidoju jaunu doménu ar nosaukumu ad.mazsbirojs.lv, tads
pats nosaukums ka S§1 biroja dom&nam, un to aktiviz€ju. Tagad Saja doména izveidoju visus
lietotajus, kas lietos So e-pasta serveri, respektivi, visi tie pasi, kuri tika jau izveidoti AD DS.

Izveidoju arT e-pastu klientu atbalsta dienestam (skat. 31.att.).

30.att€ls

| Connect |=[B8] x|

Host name hMail5erver Lsemame Ad
localhost Administrator

hMailServer password

Remove

Il

Please enterthe hiMailServer password. What is this?

[~ |

[] Automatically connect on start-up

| Connect | | Cancel
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31.attels

f4°) nMall>erver Aaministrator - [10CaInosT) — | T .
Eile  Help
Welcome | juris.ozolins@ad.mazsbirojs.lv
@ Status 2 i
=¥ Domains General | Atoeply | Forwarding | Signature | Extemal accounts | Rules | Active Directory | Adv < |2
= £ ad.mazshirojs v
B Accounts Address
B aivars pastars@ad mazsbirojs |iun’s.ozo|ins |@ ad mazshirojs Iv
B arvis senkans@ad mazshirojs ly
=M iris 0zolins @ad mazsbirojs v Password
2 lristaps ciematnieks @ad mazsl << Encrypted = |
B lasma senkane@ad mazsbirojs o ) )
B maris senkans @ad mazsbirojs | Size (MB) Maximum size (ME}
B support@ad mazsbirojs Iv |D.[H]1 | |1} |
- Miases
* Distribution lists Administration level
' Rules |User vl
-4 Settings
H G Protocaols Last logon time
B S Artispam [4728/2015 9:20:55 AM |
flE, Anti-virus
Logging Enabled
+-/9, Advanced
g Utilities [}3
< m > bep

Pirms Mozilla Thunderbird instalacijas vajag izveidot jaunu grupas politikas objektu ar

grupas politikas parvaldibas konsoles palidzibu, ta sir jadara Domena serveri, lai tas objekts

attiektos uz visiem doména datoriem. Sis jaunais grupas politikas objekts biis domats

ugunsmiirim, jo vajag atlaut caur Siem TCP portiem 25, 110 un 143 (skat. 32.att.), lai notiek

datu pliisma abos virzienos un ugunsmiiris to neblok&tu (skat. 33.att.). So datu pliismu

atlausim tikai doména ietvaros, un ta nosaukums biis hmailserver (skat. 34.att.).
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32.attels
R T ——

*rotocol and Ports
secify the protocols and ports to which this rule applies.

teps:
Rule Type Does this rule apphyto TCP or UDP?
Protocol and Ports = TCP
Action ) UDP
Profile
Mame : :
Does this rule apply to all local ports or specific local ports?
O All local ports
® Specific local ports: |‘I1ﬂ, 25, 143
Example: 80, 443, 5000-5010
33.attels
Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
# Rule Type ‘What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports

) @) Allow the connection
L AR This includes connections that are protected with 1Psec as well as those are not.
@ Profile

) Allow the connection if it is secure

@ Mame

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in |Psec properties and rules in the Connection Security
Rule node.

) Block the connection
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34 .attels

[Ef Group Policy Management Editor [=1=
File Action View Help
F igl Security Settings ~ ||| Mame Group = Profile Enabled Action

I 54 Account Policies
[ jﬁ Local Policies

:'E Event Log

4 Restricted Groups
_d System Services
i Registry

"4 File System

LT T T TTT

7| Public Key Policies
7] Software Restrictio

Tw T T TV

I ol Policy-based QoS

<[ [m]

iﬁ,r Wired Network (IEEE
] Windows Firewall wit
4 @@ Windows Firewall
E3 Inbound Rule:
Outbound Ru

2w Connection S

1 Metwork List Managg
_E_jg Wireless Metwork (IEH

n

| Metwork Access Prot
| Application Control R
.g IP Security Policies on__|
I [ ] Adwvanced Audit Polic

| Administrative Templates: P,

>

[ hmail server R All Yes Allo

Lai pabeigtu Pasta servera izveidoSanu, vairs tikai nepiecieSams Mozilla Thunderbird,

kuru bez maksas var

lejupieladét https://www.mozilla.org/en-US/thunderbird/. Péc

lejupielades ir jainstalé Mozilla Thunderbird. Instalacijas vedna soli ir loti vienkars$i un viegli

saprotami, tapéc par tiem sikak arl nerunasu. P&c instalacijas beigdm ir jaatver Mozilla

Thunderbird un japievieno jauns lietotajs. Uz Pasta servera instaléta Mozilla Thunderbird es

pievienoSu klientu atbalsta dienesta e-pastu. Skatit 35.att€lu, kur var redzet visus datus, kas ir

jaievada.
35.attels
1 e e e
= (O X
| M | ocal Folders ?\
2 Get Messages | = # wite B chat & Address Book DTag~ Q, Quick Filter Search... <Ctri+K> P =
S Local Folders = .
) Trash Thunderbird Mail - Local Folders
* Outbox 2
L Mail Account Setup -
Your name: | Mail Support Your name, as shown to others
Email address: | suppert@ad.mazshirojs.iv
i ["] Remember password
The following settings were found by probing the given server
Server hostname Port S5L Authentication
A Incoming: |IMAP v‘ ‘19?_.'\68.0.14 | |143 v| |None V| ‘Normal password V‘
Outgoing: SMTP  [192.168.0.14 v| 5 v] [None v| [Normal password |
A Username: Incoming: | suppert@ad.mazsbirojs.v Outgoing: suppert@ad.mazsbirajs.v
Wk
‘Qetanewa(munt‘ |Advan(ed config | | RE-tE%J ‘ Done ‘ | Cancel |
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4.8. Biroja datoru konfiguracija

Saja tikla bis pieci datori. Visus Sos datorus pieslégs pie doména ad.mazsbirojs.lv, un to
nosaukums bis: mazsbirojsPC1, mazsbirojsPC2, mazsbirojsPC3 un ta talak (skat. 36.att.).
Visos Sajos datoros biis Windows 7. Pie jebkura no Siem datoriem var€s pieslégties jebkurS no
pieciem izveidotajiem lietotdjiem, attiecigi ar savu lietotajvardu un parole, kuru
administrators biis iedevis, bet pie pirmas ielogoSanas reizes lietotajam vajadz€s nomainit to
paroli uz savu (skat. 37.att.), protams, Siem lietotajiem nebiis administratora tiesibu, viniem
bis parastu lietotaju tiesibas.

Paredzets, ka katrs lietotajs parasti stradas katrs pie sava datora, tadéjadi instal&jot
Mozilla Thunderbird katra datora, es uzreiz pievienoju attiecigo lietotaja no hMailServer, lai
paSiem lietotajiem nebiitu tas jadara (skat. 38.att.). Parbaudu ari, vai e-pasta pakalpojums
strada korekti, nosttot e-pastu no viena lietotaja otram (skat. 39. att.).

Katra no darba datoriem es ar1 pievienoju printeri, kurs tiek pieslégts tiklam, pirms dodu
datoru lietotajam. SpieZot pievienot jaunu printeri iekS$ ierices un printeri, izv€los pievienot
printeri, kas atrodas tikla. Neatrod nevienu printeri, tad spiezu uz saraksta nav vajadziga
printera un atrodu So koplietoto printeri péc ta nosaukuma (skat. 40.att.), pabeidzu
pievienosanu (skat. 41.att.).

Ta ka Sim birojam biis viens failu serveris, kura ari glabasies informacija par darba
izstrades projektiem, un S§1 mape, kur glabasies Sie faili, ta bus koplietoSanas mape.
Lietotajiem biis read-write only tiesibas. Lietotajs, atverot mans dators, uzreiz redz€s So mapi
ka karteto disku ar nosaukumu Mazs Biroja documents (S:) (skat. 42. att.).

Tika arT parbaudits ar kadu atrumu kopée lielus failus koplietoSanas mapé no lietotaja
datora. Atrums ar kadu kop&ja bija loti atrs (skat. 43. att.).

36. attels
[= e ]l
@-\:/-vku:i » Control Panel » System and Security » System - | +4 | | Search Control Panel K
.’é.
Control Panel Home r
. System Properties &= |
¥y Device Mana ~
Computer Name/Domain Changes | 53 | jote

'&' Remote settir] it

'51 System prote *You can change the name and the membership of this mputer
= computer. Changes might affect access to network resources.
¥y Advanced syq More information

served.

Computer name:

mazsbirojsPC3 Computer Name/Domain Changes

Full computer name: =

e fRoRhC S IOI Welcome to the ad.mazsbirojs.lv domain.
Member of

3 160GHz 160 GHz (2 processors)
@ Domain:

ad mazsbirojs Iv

(2 Workgroup: available for this Display
WORKGROUP

See also
Action Cente [ oK ] [ ey ] 'ﬁ'Changesettings
Windows Up
Performance -
Tools I OK H Cancel ] el

S [y | [

SOl e e |
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37. attéls

| MAZSEIROIS\arhitekts2 '

38. attéls

."/ _EI Local Folders \". E‘@Iﬁ

|4 \

& _m.. _a. . | - __a =
Mail Account Setup @_
=
Ii Your name: _I\-'Ta?s_s_emans Your name, as shown to others
e Email address:  .senkans@ad.mazsbirojs.lv
Password: eessssss
[] Remember password
The following settings were found by probing the given server
Server hostname Port S5L Authentication
Incoming: [IMAP - | 192168014 143 * ’None VI lemaI password VI
Outgoing: SMTP 192168.0.14 v 5 v [None - | [ Normal password  +|
Username:  Incoming: maris.senkans@ad.maubir;j“s-.l-;“ Outgoing: maris.senkans@ad.mazsh
Qe’(anewaccount] ’&dvanced config E Re-test i Done ] l Cancel
Sl LA L= L RE-LY Lil IC.'SDG\__’C LLL R wi B
B Done
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5

/ él Inbox \

39. attéls

2 Get Messages |~ # Write W Chat & Address Book ® Tag ~ | @, Quick Filter | Search... <Ctri+K> Pl =
‘1}—_4.1 lasma.senkane...mazsbirojs.hv Q\ | o 4 & 9 2 Filter these messages... <Ctri+Shift+K> .tc
| t % &  Subject o8 From + @ Date £
4 Test @ Maris Senkans « 812 AM
1% Trash
‘1, Outbox

lasma.senkane@ad.mazsbirojs.lv received 1 new message

Test
Test!

Maris Senkans

40. attels

@Uv|@« All Control Panel ltems » Devices and Printers

5 |i’.nl,.l_.§_59_r_th,_'?s.v_’.£

Add a devi -
— @ = Add Printer
4 Devices
Find a printer by name or TCP/IP address
(") Find a printer in the directory, based on location or feature
@ Select a shared printer by name
Gararie N '4192.168.0134HP Color Laser)et 1600| Tt
Monit|
Example: \\computernamelprintername or
; http://computername,/printers/printername/. printer
4 Printers

(") Add a printer using a TCP/IP address or hostname

[ Nﬁ_}[ Cancel

el e ||
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41. attels

Add a device Add a printer = - @

B

Generlc Non PnP  MAZSBIROJSPCL Whdware Virtual
Maonitor disk SCSI Disk
Device

4 Devices (3)

4 Printers and Faxes (3)

& -

Fax Microsoft XP5 HP Co[m Ll:;erlet
Document Writer

Status: 0 document(s) in queue

192168 Status: Printer: Ready

& items

42. attels

9@@|ﬂ!‘ b Computer b - |$¢| | Search Computer

Organize - System properties Uninstall or change a program Map network drive Open Control Panel  ZZ -

7 Favorites 4 Hard Disk Drives (1)
B Desktop Local Disk (L)
1 Downloads b e 00
ik 126 GB free of 21.8 GB

('E-ﬂ Recent Places
4 Devices with Removable Storage (2)

- Libraries =
@ Documents l$ Floppy Disk Drive (Az) $ DVD Drive (D)

ah Music
[E] Pictures 4 Metwork Location (1)
B videos Mazs Birojs documents (5:)

- J
e & 3D2GBT f 396 GB
1M Computer —— ree o

: : Space free: 30.2 GB
& Local Disk (C) Total size: 39.6 GB

5 Mazs Birojs docume

?! Metwork

‘. J' MAZSBIROJSPC1  Domain: ad mEEbII’DJSh" Memory: 512 MB
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43, attels
=

m-ﬂ L » Network » FILEPRINTSERVER » project2 » ~ | 44 || Search project

Organize Mew folder =z

< Eavorites = MName Date modified Type Size
B Desktop =p! 5/22/2015911 AM  Text Document
& Downloads =2 5/22/2015%11 AM  Text Document

5/22/2015 910 AM Text Document
File folder

‘5l Recent Places | New Text Document

4 Libraries
@ Documen
J‘ Music
- MName: install.wim
I i From: Desktop (C:\Users\dizaineris1\Desktop)
E Videos T project2
Time remaining: About 7 Minutes
= Iterns remaining: 2,891 (3.66 GB)
1% Computer Speed: 11.0 MB/second
&, Local Disk
— |
£l DVD Drive

N i — 3

M DOMAINSERVER
% FILEPRINTSERVEF
(M DMAILSSERVER ™

l 4 items Offline status: Online
P | Offline availability: Not available

8:21 AM

| = © P s
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5. DROSIBAS PASAKUMI

Miisdienas viss iet uz priekSu un attistas. Protams, iznémums nav art datorvirusi. Tie art
vienmer ir progres€jusi un vienmer sagadajusi problémas gan majas datoru lietotajiem, gan ar1
lieliem uzp€mumu datoru administratoriem.

Diemzel lielos uznémumos administratoriem nepietiek tikai ar uzmaniSanos no
virusiem, kuri var€tu iekliit no interneta, bet arl no lietotdjiem atnestajiem virusiem vinu
zibatminas, kuras vini pieslédz pie datoriem un tad Sie virusi pa tiklu var tikt uz citiem
datoriem. Un S$is birojs arl nav nekads izn€mums un ari tam biis vajadziga pretvirusu
programma, kas to pasargas no virusiem

Lai novérstu iesp€jamos draudos un aizsargatu, datorus un serverus, no virusiem es
instaléSu visos piecos datoros un trijos serveros AVG AntiVirus FREE 2015 (skat. 44. att.).
Ta ir bezmaksas pretvirusu programma, kuru var vienkarsi lejupieladét no AVG majaslapas.
Bezmaksas versija nodroSinas aizsardzibu no virusiem, spiegprogrammatiira un no citam
launpratigam programmatiiram.

Ka otro aizsardzibas lidzekli es izmantoSu ugunsmiiri. Visos manos biroja datoros jau
bis iebiivetais ugunsmiiris, jo izmantoSu Windows 7 un Windows Server 2012, kuros
Windows ir savs iebuvetais ugunsmiris. Pagaidam neko nevajadzés mainit, jo péc
noklus€juma tas ir ieslégts.

44. attels

AVG AntiVirus FREE K JoinusonFacebook | Reports 2 | Support

' You are protected

5
%

S (&

©

Computer Web Identity Email Firewall
PROTECTED PROTECTED PROTECTED PROTECTED

@ Scan now o Fix performance L Protection is up-to-date

A
Maximize your protection with PRO. FREE 30-day Trial
I.-.!:: E h :- F r ” I -. o
Buy Now
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6. REZERVERS KOPLJU VEIDOSANA

Es uzskatu, ka visiem svarigajiem dokumentiem, failiem un programmatiirai ir jabiit
obligati rezerves kopija, jo viena diena var ik viens birojs palikt bez saviem serveriem uz,
kuriem glabajas viss svarigais un vajadzigais Sim birojam. Tapéc Sim birojam ari bus
regularas rezervju kopijas.

Rezerves kopijas es veidosu visam Doménu serverim, jo bez §1 servera nekas nestradas,
Saja biroja, ja kaut kas notiek Doménu serverim, tad ta funkcijas parnem Failu un printéSanas
serveris, bet ta ka vini atrodas fiziski uz viena servera, tad, manuprat vajag ari vienu rezervers
kopiju glabat kaut citur.

Otru rezerves kopiju es veidoSu mapei, kura glabasies informacija par projektiem pie
kuriem paslaik strada birojs. ST mape ir ta pati, kura tiek koplietota.

Rezerves kopijas es glabasu uz atseviska argja cieta diska. Dokumentu mapei es veidosu
kopiju katru darba dienu pulksten 20:00. Doménu serverim veidoSu rezerves kopiju katru
piektdienu pulksten 20:00. Dokumentu mapei es glabasu desmit ieprieks€jas rezervju kopijas,

bet Doménu servera rezervju kopijas divas ieprieksgjas.
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Secinajumi

. Veiksmigi tika veikta virtualizacija ar VMware palidzibu,

Tika izveidots neliels lokalais tikls,

. Birojam biis savs doméns ad.mazsbirojs.lv, kura bis pieslégti visi biroja datori un

pievienoti visi biroja darbinieki ka lietotaji Saja domeéna,

Lietotaji vareés loti viegli piekliit pie koplietoSanas mapes, kura glabasies uz Failu un
print€Sanas servera, un taja atradisies biroja dokumenti, jo to nodrosinasa DFS,

Laus lietotajiem koplietot printerus, kuri ir piesleégti lokalaja tikla,

Lietotaji var€s siitit e-pastus, jo ir uzstadits stradajoSs hMailServer,

Tika izveidota regulara un drosa rezervju kopiju veidoSana,

Tikls bus dross, taja darbosies pretvirusu programma un iebiivétais Windows ugunsmiiris.
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